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Abstract of the contribution: This paper proposes alleviating congestion on interfaces using diameter via the aggregation and then compression of diameter messages with redundant information elements, among a group of UEs (e.g., a group of MTC devices identified by a unique group ID). 
Discussion
There are many scenarios that would involve signaling from a mass of UEs at nearly the same time, potentially leading to congestion of core network nodes such as HSS/HLR, MME, and PCRF. Some of these scenarios are captured in TR 23.843. In many of these scenarios, network nodes exchange a mass of signaling messages from a group of UEs; e.g., 
· a group of MTC devices belonging to the same MTC subscriber and attaching to the network at nearly same time, 
· a group of UEs on board the same train, e.g., moving through 3GPP NW with inter PLMN-HOs, 
· a group of UEs initially registered with a particular MME that is going to “sleep” for the sake of energy saving and therefore UEs being forced to relocate to another MME.
In many cases, these signaling messages contain some information elements in common to the group of UEs; hereunder referred to as redundant IEs. 
Some example of messages exchanged on interfaces using Diameter, which is the focus of Phase 1 of the CNO SID, and that could contain redundant information elements among many UEs are:

· Update Location Request:

As defined in TS 29.272, section 5.2.1.1, these are the relevant information elements in Update Location request message (M…Mandatory, O…Optional, C…Conditional):

· IMSI (M),

· Terminal Information (O),

· ULR Flags (M),

· Visited PLMN Id M (M),

· RAT Type (M),

· Supported Features (O),

· Active APN (O)

· Homogeneous support of IMS Voice over PS Sessions (O)

· SGSN number (C)

· V-GMLC address (C)

· UE SRVCC Capability (C)
For UEs belonging to the same MTC group, registering with the same MME, and/or moving on board the same train, only IMSI and Terminal Information will be UE specific. Other information elements will be more likely redundant and common among all UEs.

· Cancel Location Request

· IMSI (M)

· Cancellation Type (M)

· Supported Features (O)

· CLR Flags (O)

Here also, for UEs belonging to the same MTC group, registering with the same MME, and/or moving on board the same train, only IMSI will differ between the many Cancel Location requests to be handled. Other information elements will be more likely redundant and common among all UEs.

· CC-Request (CCR) Command 

The CCR command is sent by the PCEF to the PCRF in order to request PCC rules for a bearer, provision IP flow mobility routing rules, indicate bearer, PCC rule or IP flow mobility routing rule related events or the termination of the IP CAN bearer and/or session. As in TS 29.212, its message format is as follows.

<CC-Request> ::= < Diameter Header: 272, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }






 { Destination-Realm }





 { CC-Request-Type }





 { CC-Request-Number }





 [ Destination-Host ]





 [ Origin-State-Id ]





*[ Subscription-Id ]





*[ Supported-Features ] 





 [ TDF-Information ]





 [ Network-Request-Support ]





*[ Packet-Filter-Information ]





 [ Packet-Filter-Operation ]




 [ Bearer-Identifier ]





 [ Bearer-Operation ]





 [ Framed-IP-Address ]





 [ Framed-IPv6-Prefix ]





 [ IP-CAN-Type ]





 [ 3GPP-RAT-Type ]





 [ RAT-Type ]





 [ Termination-Cause ]





 [ User-Equipment-Info ]





 [ QoS-Information ] 




 [ QoS-Negotiation ]





 [ QoS-Upgrade ]





 [ Default-EPS-Bearer-QoS ]







 





0*2[ AN-GW-Address ]





 [ 3GPP-SGSN-MCC-MNC ]





 [ 3GPP-SGSN-Address ]




 [ 3GPP-SGSN-IPv6-Address ]





 [ RAI ]





 [ 3GPP-User-Location-Info]




 [ 3GPP-MS-TimeZone ]





 [ Called-Station-Id ]





 [ PDN-Connection-ID ]





 [ Bearer-Usage ]





 [ Online ]





 [ Offline ]




*[ TFT-Packet-Filter-Information ]





*[ Charging-Rule-Report] 
              
*[ ADC-Rule-Report ]





*[ Application-Detection-Information ]




*[ Event-Trigger]





 [ Event-Report-Indication]





 [ Access-Network-Charging-Address ]





*[ Access-Network-Charging-Identifier-Gx ]




*[ CoA-Information ]





*[ Usage-Monitoring-Information ]


 


 [ Routing-Rule-Install ]





 [ Routing-Rule-Remove ]




 [ Maximum-Bandwidth ]





 [ Logical-Access-ID ]





 [ Physical-Access-ID ]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]
From this format, most of these parameters are optional, and it still needs to be determined what would be the subset typically present. However, for UEs belonging to the same group (e.g., a group of MTC devices identified by a unique group ID), it is again likely that there is redundancy among the CC request messages issued across the group of UEs and/or their bearers. 
Sending the above mentioned messages on an individual basis is not efficient and could lead to diameter overload. However, since many of these messages are not highly delay-sensitive, it will be efficient to hold such messages (e.g., location update requests of MTC devices of the same group) at a node (e.g., MME) for a specific time or till a number of messages is received/prepared, aggregating and then compressing their content by avoiding duplicate information elements, and handling them in one single message to the receiving node (e.g., HSS/HLR). 
The benefits of the aggregation and then compression of the diameter messages that are not delay sensitive are twofold:

· The message contents can be compacted considerably, saving capacity, similar in concept to “Solution 1: Optimizing subscription data download from HSS” in clause 6.2.2 of TR 23.843. The gain in signaling becomes more important along with the sizes of signaling diameter messages which are increasing with every release of the specifications. 

· The effort of parsing the parameters of many signaling diameter messages is also reduced to a minimum, which shall reduce by a large factor the time spent for processing multiple messages at the receiving node (e.g., every message must be acknowledged, i.e., protocol state needs to be kept for some time). 
Finally, it shall be noted that IETF has initiated some activities on aggregating diameters messages [1-2] and they have a work charter dedicated for diameter maintenance and extensions [3].

[1] Mark Jones, “Diameter Group Signaling,” IETF draft-jones-diameter-group-signaling-00, Nov. 2011 http://www.ietf.org/proceedings/82/slides/dime-1.pdf 

[2] M. Liebsch, “Diameter Group Signaling – Progress towards a suitable Solution,” IETF82 Nov. 2011 http://www.ietf.org/proceedings/82/slides/dime-3.pdf 

[3] “Diameter Maintenance and Extensions (DIME) WG”, http://datatracker.ietf.org/wg/dime/charter/ 

Proposal

We proposed capturing the following changes in TR 23.843.
**** BEGIN OF CHANGE  ****
6.2
Solutions targeting at HSS/HLR overload prevention

6.2.1
Introduction

This section addresses solutions aiming to prevent HSS/HLR overload, e.g: 

· minimizing HSS/HLR interrogations in registration procedures,

· optimization of HSS/HLR message content,

· mechanisms to enable core network nodes (MSC/VLR, SGSN, MME) to obtain information on HSS/HLR load status.

The solution space includes, 

· existing concepts, such as:

· provision of Super-Charger functionality as defined in  TS 23.116 [3] 

· overload protection function for HSS  using Diameter  (see e.g. RFC 3588 [4])

· avoidance of unnecessary authentication procedures

· new concepts, such as, e.g.:

· potential optimizations in user profile download from HSSload indicators in messages sent by the HSS/HLR 

6.2.1.1
Evaluation of Core Network Signalling in case of HLR/HSS overload

Generally, when the HLR/HSS detects overload, it discards the received messages (e.g. due to local buffer overflow), complete parts of the incoming dialogs, or rejects the request optionally with overload indication.

This section intends to analyze most of all the procedures related with HLR/HSS and capture the solutions/behaviours targeting at procedure handling in case of HLR/HSS overload. The procedures below apply to both MAP and Diameter application signalling.
Update Location Procedure

This procedure is used by the MME/SGSN/MSC to update location information in the HLR/HSS and download subscription profile from the HLR/HSS.

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

However, in some network scenarios, a lot of UEs register to the mobile network simultaneously, which makes it necessary for the HLR/HSS to process a lot of Update Location Request messages at the same time and cause HLR/HSS overload. This should be resolved, using solutions developed and evaluated in section 6.2, e.g. providing overload indication to MME/SGSN/MSC.
If the HLR/HSS receives Update Location Request message when it is overloaded, it may ignore it, e.g. due to local buffer overflow. The MME/SGSN/MSC could delay the registration for this UE and the subsequent arriving UE (e.g. reject the attach request for certain periods) based on, e.g. the overload indication received before, or local configuration. Alternatively, in case of many update location requests relevant to a group of UEs with redundant information elements, the MME/SGSN/MSC could hold these Update Location Request messages for a specific time or till a number of messages is prepared for a number of UEs, aggregate and then compress their content by avoiding duplicate information elements, and handle them in one single message to HSS/HLR. In this way, the message contents can be compacted and the efforts of parsing reduced considerably. It should be noted that following a timeout in SGSN/MME, the UE will retry the request requiring a new update location procedure or further throttling at SGSN/MME. These aspects should be addressed in the solutions developed and evaluated in section 6.1 and 6.2.

Cancel Location Procedure

This procedure is used by the HLR/HSS to delete a subscriber record from the MME/SGSN/MSC.

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

If it is executed when the HLR/HSS is overloaded, the HLR/HSS can delay the process for some UEs. Alternatively, in case of many Cancel Location requests relevant to a group of UEs with redundant information elements, the HLR/HSS could hold these Cancel Location messages for a specific time or till a number of messages is prepared for a number of UEs, aggregate and then compress their content by avoiding duplicate information elements, and handle them in one single message to MME. In this way, the message contents can be compacted and the efforts of parsing reduced considerably. This is normal handling in case of HLR/HSS overload, and there is no problem for the core network.

Purge UE Procedure

This procedure is used by the MME/SGSN/MSC to indicate to the HLR/HSS that the subscriber’s profile has been deleted in the MME/SGSN/MSC.

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

If the HLR/HSS receives the Purge message when it is overloaded, it may ignore it, e.g. due to local buffer overflow. In this case, the MME/SGSN/MSC could resend the Purge message later based on implementation solution. There is no problem for the core network.

Insert Subscriber Data Procedure

This procedure is mainly used by the HLR/HSS to download subscription profile to the MME/SGSN/MSC during the Update Location procedure or due to subscription update.

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

If there are a large number of such concurrent updates, the HLR/HSS is able to control the sequence of execution, e.g. controlling the message rate to outbound buffers such that it does not cause HLR/HSS overload. 
If it is executed when the HLR/HSS is overloaded, the HLR/HSS can delay the process for certain UEs. This is the normal handling in case of HLR/HSS overload, and there is no problem for the core network.

Delete Subscriber Data Procedure

This procedure is mainly used by the HLR/HSS to remove some or data of the HLR/HSS user profile stored in the MME/SGSN/MSC.

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

If there are a large number of such concurrent updates, the HLR/HSS is able to control the sequence of execution, e.g. controlling the message rate to outbound buffers such that it does not cause HLR/HSS overload.

If it is executed when the HLR/HSS is overloaded, the HLR/HSS can delay the process for certain UEs. This is the normal handling in case of HLR/HSS overload, and there is no problem for the core network.

Authentication Procedure

This procedure is used by the MME/SGSN/MSC to request the authentication information from the HLR/HSS. It is common to be executed as part of UE registration procedure (e.g. Attach procedure).

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

However, in some network scenarios, a lot of UEs register to the mobile network simultaneously, which makes it necessary for the HLR/HSS to process a lot of Authentication Request messages at the same time during such registration procedures, causing HLR/HSS overload. It should be resolved, and the solutions are developed and evaluated in the section 6.2, e.g. providing overload indication to the MME/SGSN/MSC.

If the HLR/HSS receives the Authentication Request message when it is overloaded, it may ignore it, e.g. due to local buffer overflow. In this case, the MME/SGSN/MSC could reject the request for this UE (due to failure of authentication in time) and the subsequent arriving UE (e.g. reject the attach request for certain periods) based on, e.g. the overload indication received before, or local configuration. This should be addressed in the solutions developed and evaluated in section 6.1 and 6.2.

Fault Recovery (Reset) Procedure

This procedure is used by the HLR/HSS, after a restart, to indicate to the MME and SGSN that a failure has occurred.
It will not cause HLR/HSS overload as it is sent by the HLR/HSS and the MME/SGSN/MSC will not trigger new Update Location procedure to the HLR/HSS immediately.

This procedure will not occur when the HLR/HSS is overload as it is executed after a restart.

Notification Procedure

This procedure is mainly used by the MME/SGSN/MSC to notify the HLR/HSS about the terminal information, APN-PGW pair, UE reachable or memory capacity and etc.

Normally, this procedure is performed per UE and it will not cause HLR/HSS overload.

If the HLR/HSS receives the Notify Request message when it is overloaded, it may ignore it, e.g. due to local buffer overflow. In this case, the MME/SGSN/MSC could resend the Notify Request message later based on implementation. There is no problem for the core network in most of the cases, e.g. for updating the terminal information, or updating the UE reachable or memory capacity, as they are not so urgent.

But there is a risk of breaking the seamless handover between 3GPP and non-3GPP if the MME fails to update the APN-PGW pair in time because it is possible that the UE performs handover before the MME succeeds to update the pair. So this problem should be resolved.

T-ADS Query Procedure

This procedure is for domain selection for mobile terminated voice and SMS procedure as defined in TS 23.221.

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

If a lot of MT services for T-ADS arrive simultaneously, T-ADS could check the buffer information for redundant requests in order to reduce the signalling towards the HLR/HSS. If such MT services are for different UE, it couldcause server overload (e.g. T-ADS, and HLR/HSS and etc). In this case, the T-ADS could terminate the mobile terminated service.

If the HLR/HSS receives the T-ADS Request when it is overloaded, it may ignore it, e.g. due to local buffer overflow. In this case, the T-ADS could select a target domain, e.g. based on default configuration, or terminate the mobile terminated service. The normal procedure, however is to retry the T-ADS request.
Sending Routing Information Procedure

This procedure is for mobile terminated services (e.g. MT SMS, MT LCS, etc).

Normally, this procedure is performed per UE and will not cause HLR/HSS overload.

If a lot of MT services for routing query arrive simultaneously, especially from different senders for different UEs, it could cause HLR/HSS overload. In this case, the sender could terminate the mobile terminated service.

If the HLR/HSS receives the routing query request when it is overloaded, it may ignore it, e.g. due to local buffer overflow. If the sender resends the request, the service is terminated, and the problem of overload is alleviated.
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6.2.Y
Solution X: Compressing & Aggregating Diameter Messages with Redundant IEs

6.2.Y.1
General
In many CNO scenarios involving signaling messages associated with a group of UEs, signaling messages exchanged between the core network nodes contain information elements common to the group of UEs causing congestion. There are many scenarios that would involve signaling from a mass of UEs at nearly the same time, potentially leading to congestion of core network nodes such as HSS/HLR, MME, and PCRF. In many of these scenarios, network nodes exchange a mass of signaling messages regarding a group of UEs, e.g., 

· a group of MTC devices attaching to the network at nearly same time, 

· a group of UEs on board the same train, e.g., moving through 3GPP NW with inter PLMN-HOs, 

· a group of UEs initially registered with a particular MME that is going to “sleep” for the sake of energy saving and therefore UEs being forced to relocate to another MME.

In many cases, these signaling messages contain some redundant information elements in common among the group of UEs. For signaling messages exchanged on interfaces using Diameter and that are not highly delay sensitive (e.g., location update request, location cancel request, CC-Request (CCR) Command, etc), it will help alleviate congestion to hold such messages at the sending network node (e.g., MME in case of update location request) for a specific time or till a number of messages is received, aggregating and then compressing their content by avoiding redundant information elements, and handling them in one single message to the receiving network node (e.g., HSS/HLR in case of update location request). 

The benefits of the aggregation and then compression of the diameter messages that are not delay sensitive are twofold:

· The message contents can be compacted considerably, saving capacity. The gain in signaling becomes more important along with the sizes of signaling diameter messages which are increasing with every release of the specifications. 

· The effort of parsing the parameters of many signaling diameter messages is also reduced to a minimum, which shall reduce by a large factor the time spent for processing multiple messages at the receiving node (e.g., every message must be acknowledged, i.e., protocol state needs to be kept for some time).

The detailed analysis on diameter protocol level for aggregation and compression of signaling is left to stage 3; relevant IETF activities can be found in [Z].

6.2.Y.2
Evaluation

The impact on network nodes with interfaces using Diameter, such as MME and HLR/HSS, includes:

· Ability of these nodes to hold diameter signaling messages belonging to UEs of the same group for a period of time or till a number of diameter signaling messages is received/prepared, to aggregate and to compress their content.

· Ability of these nodes to associate a UE to a single group, identified by a unique group ID across the network, e.g., using solutions developed in the MTCe_GROUP WID.

**** BEGIN OF CHANGE  ****
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