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Abstract of the contribution: This paper proposes a new requirement and an assumption for sending SMS from MSISDNless UE to Server.
1. Introduction

In Rel 11, the solution for an sending SMS from server to MSISDNless UE is based on device triggering over T4 as defined in TS 23.682 as shown below in fig 1.
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Figure 1: T4 Trigger Delivery Flow to IMS UE

This paper discusses the possible value added use cases for providing SMS communication from UE to server (SCS/AS).

2. Discussion

When UE receives the MT-SMS, it knows this SMS is for device triggering (i.e., TS 23.682-“The UE needs to be able to distinguish an MT message carrying device triggering information from any other type of messages”). 
Normally, the SMS receiver takes the TP-OA from SMS protocol as the SMS sender. However, in this server to UE MT-SMS scenario, it is not clear that the UE can always assume the server can be identified from reading the TP-OA because there is no requirement defined in TS 23.682 that TP-OA field must be populated with SCS/AS’ E.164 address. It is further stated that the trigger payload may contains the information needed for server communication.

The Trigger payload, for example, upon the reception by the UE possibly provides information to the application that may trigger application related actions. The application in the UE may perform indicated actions, such as for example to initiate immediate or later communication to the SCS/AS, based on the information contained in the Trigger payload.
Assumption 1, it should be pointed out that the MSISDN to reach the server may come from TP-OA or from within the trigger-payload. This is internal to the UE’s application.
-------------------------------------

Question: what is the different between MSISDN-less UE sending SMS toward a server using server’s MSISDN vs sending to a traditional UE using destination party’s E.164? From network routing perspective, they should be the same as the destination party is based on E.164. The identification of the sender (i.e, MSISDN-less UE) is carried in the SMS payload as required in the proposal in subclause 5.3.1. For UE to Server’s perspective, the device’s identity (e.g, external ID) can be embedded as part of the SMS payload so the server can perform additional tasks with this device.  
One problem that could be raised for UE to server scenario may be spoofing. For example, the server receives a SMS and the payload includes the device identity (e.g, meter1@abc.zzz) from a fake source and the server then initiates communication with this device. At this point, the server and client can authenticate each other before continue further transaction. However, this kind of system behaviour is undesirable because it generates unnecessary traffics in the network due to spoofing.

Requirement 1, In order to provide value based services in UE to network scenario, it is suggested that the solution for SMS from UE to Server can be trusted (i.e, avoid spoofing).
3. Proposal

Add the following to TR 23.862 as new requirement and assumption for MSISDN-less IMS UE to Server.

**** BEGIN CHANGE ****
4
Architecture Requirements and assumptions

4.1
General

The solution shall not impact the SMS service defined in TS 23.040 [2] and shall coexist with SMS services that make use of MSISDN.

Existing charging procedures for SMS associated with MSISDN shall not be affected. Charging for SMS not associated with an MSISDN will need to be based on an identity other than MSISDN.

4.2
MSISDN-less IMS UE - Server communication

The solution can assume that:

-
Server can receive UE specific information, e.g. E.164 address of UE's IP-SM-GW or a new functionality to support this scenario;

-
Server can receive SMS via traditional SMS addressing method (i.e. has E.164 address associated with it).
-
When UE receives an SMS from Server, the Server’s E.164 address may be contained within the SMS payload or from TP-OA field. It is up to the application in the UE to determine which one to use when replying to the server or sending subsequent SMS toward the server. 
-
In order to provide value-based services, the network shall be able to ensure that only those SMS from legitimate UEs can reach the server (i.e, avoid spoofing).
**** END *****
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