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Abstract: The solutions described in this contribution use DHCP signalling to configure the IPv4 address or IPv6 prefix associated with a PDN connection /APN. In the case of IPv4, DHCP (RFC 2131) is used with new option to signal PDN connection parameters. In the case of IPv6, stateless DHCPv6 (RFC 3736) is used to signal PDN connection parameters and obtain information to continue stateless auto-configuration. Stateful configuration based on RFC 3315 may also be used similar to IPv4 configuration.
Introduction
In 3GPP SA2 # 91 meeting in Kyoto, requirements for SaMOG Phase 2 study were agreed.  
In particular, these include requirements for support of multiple PDN connections and APN signalling:

· For a UE, multiple simultaneous PDN connections over Trusted WLAN are supported, including the support for establishment of concurrent PDN Connections via 3GPP access and over WLAN. 

· The UE is capable of signalling the requested APN over Trusted WLAN, and the UE is capable of receiving the selected APN over Trusted WLAN (e.g. in case the UE did not indicate an APN

Other requirements also influence the selection of mechanisms outlined below. For full reference to the requirements, refer to TR 23.852, section 8.1.
Solutions based on DHCP signalling are considered below.
Discussion
In a Release 11 S2a WLAN considered in SaMOG, there is no explicit signalling mechanism between the UE and access gateway (TWAG) to enable signalling of PDN connection and network session aspects including APN, handover, etc. Since there are no UE changes, the UE can only send IP layer requests or for IPv6 wait for the default router/gateway to provide an IP prefix/address as configuration. In SaMOG release 11, APN information is provided during authentication procedure where TWAN get the information from subscriber data. This implicit arrangement is not sufficient when multiple PDN connections need to be signalled by the UE for a single authorized network session. 
The solution described in this contribution use new DHCP options to configure IPv4 address, or information to configure virtual router interface/IP prefix associated with an APN. DHCP allows a host to obtain stateful IP configuration from the network and is the default mechanism for configuring an IPv4 address. When multiple IPv4 addresses are configured, the current DHCP model explains how this is done for multiple interfaces (RFC 2131, section 3.6). However, the PDN connection model is different and requires a new option. For IPv4, an individual draft http://datatracker.ietf.org/doc/draft-liu-dhc-3gpp-option considers signalling APN and type of WLAN access (EPC, NSWO) parameters.

Stateless IPv6 auto-configuration (RFC 4861) is the default IPv6 configuration mechanism supported in 3GPP. To support multiple PDN connections, it is possible to use stateless DHCPv6 (RFC 3736) to signal the PDN connection parameters and obtain a router address (virtual link local address) corresponding to the PDN connection from the TWAG. A Router Advertisement can then be sent with this virtual link local address as the source address for the prefix advertised for the APN/PDN connection. No change in the IPv6 neighbour discovery protocols is necessary.

The mechanisms proposed in these methods would require IETF standardization of the proposed DHCP options. It should be noted that the work for standardization in IETF would probably require discussion in the intarea, mif or other working group to assess suitability of DHCP as the mechanism to carry PDN connection aspects and then DHCP working group for implementing the options. Potential delay could result due to the assessment of supporting PDN connection model in DHCP, and the number of options that DHCP is currently standardizing. 

There are other potential Layer 2 based solutions (e.g. protocol in GAS frames or EAP based solutions), however ANQP is a mechanism before authentication which is not suitable to be used as attach trigger and EAP is not feasible and easy to be extended. Thus, this paper will not discuss further on those solutions and only focus on Layer3 based solutions. 
Proposal
We propose to update the text of TR 23.852 as suggested below.
* * * Start of proposed changes in TR 23.852 * * * *
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8.2
Solutions

Editor’s Note: This clause will describe the solution(s) for SaMOG Phase 2 study.

8.2.x
Solution x: Layer 3 attach trigger
8.2.x.1
Functional Description

Editor’s Note: It should be described whether and how the solution fulfils the requirements in Subclause 8.1

This solution uses layer 3 based attach trigger.

In this solution, DHCP is used to convey the PDN connection information between UE and TWAG. A new DHCPv4 option – 3GPP-Service option - with appropriate sub-options - is used to transport PDN connection parameters including APN, Handover indication, requested access (EPC, NSWO) and other 3GPP specific parameters (e.g. PCO) as defined in [x]. The 3GPP-Service option allows the TWAG to return parameters required to configure an IP interface on the UE.
A similar solution, but using stateless DHCP (RFC 3736 [19]) as a basis with new options could be defined to configure IPv6 prefixes.
Editor's Note: the support of “multi-homing” (e.g. simultaneous multiple PDN connection) is FFS.
Stateful IPv4 Address Configuration:
In this method, DHCPv4 (RFC 2131 [9]) is used to configure the IPv4 address. Following the reception of DHCP Request with PDN connection parameters, the TWAG sets up a GTP or PMIP S2a connection, and then returns an IPv4 address associated to the IP prefix it set up over S2a. The UE receives the IPv4 address, netmask and associated IP configuration in the DHCP Acknowledgement and is ready to use this as IP configuration for the APN.
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Figure 8.2.x.1-1: Stateful IPv4 Address Configuration for PDN Connection
Figure 8.2.x.1-1 shows the procedure for setting up a PDN connection to a TWAG to provision an IPv4 address using stateful IP configuration. The steps in this figure adapts scenario (B) of sequence in TS 23.402, clause 16.2.1 to be able to signal PDN connection parameters. This procedure can be triggered by the UE only after attach and successful authentication to the network (steps 1, 2, 8 in the TS 23.402, clause 16.2.1). During authentication procedure, the TWAG determines whether this is a modified UE based on signalling from the UE.
Editor’s Notes: How the TWAG determines if this is a modified UE during authentication procedure is FFS.
9. The UE triggers the setup of PDN connection.
Either a DHCPv4 (RFC 2131 [9]) sequence is started.
If the UE configures an IPv4 address, a DHCPv4 Request message with a new 3GPP-Service option  containing requested access (EPC or NSWO), APN, flags for indicating handover/initial attach is sent to the TWAG.


10 – 14. These steps are the same as in TS 23.402 [3], 16.2.1. 
15. In step 15, UE receives a DHCPv4 Acknowledgement message with a new 3GPP-Service option containing APN and IPv4 address configuration. The UE stores the value in YIADDR as the configured IPv4 address for this APN. 
Editor’s Notes: How a request for NSWO is signalled e.g. via a flag EPC/NSWO or a specific APN for NSWO is FFS.
UE may initiate detach from the PDN connection by sending a DHCP release with 3GPP-apn-option. The TWAG processes this request by detaching the S2a connection.
Stateless IPv6 Prefix Configuration:
For stateless IPv6 prefix configuration, DHCPv6 described in RFC 3736 [19] is used to exchange information that allows the setup of PDN connection. Following the reception of DHCP Information-Request with options that convey PDN connection parameters, the TWAG sets up a GTP or PMIP S2a connection, and then returns a Router Address associated to the IP prefix it set up over S2a. The Router Address is derived by the TWAG as a virtual link local address and is specific to the APN (not APN per UE). In other words, the TWAG needs to maintain only as many Router Addresses (virtual link local addresses) as the APNs it actively configures. The TWAG sends the DHCP Reply and provides the Router Address associated with the APN. When the UE receives a Router Advertisement with Source Address that it received in the DHCP Reply, it can associate the advertised prefix to the APN and continue configuration of the IP interface. 
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Figure 8.2.x.1-2: Stateless IPv6 Prefix configuration for PDN Connection
Figure 8.2.x.1-2 shows the procedure for setting up a PDN connection to a TWAG to provision an IPv6 prefix using stateless IPv6 configuration. The steps in this figure adapts scenario (B) of sequence in TS 23.402, clause 16.2.1 to be able to signal PDN connection parameters. This procedure can be triggered by the UE only after attach and successful authentication to the network (steps 1, 2, 8 in the TS 23.402, clause 16.2.1). During authentication, the TWAG determines whether this is a modified UE based either on signalling from the UE or from the HSS.
Editor’s Notes: How the TWAG determines if this is a modified UE during authentication procedure is FFS.
9. The UE triggers the setup of PDN connection.
A stateless DHCPv6 (RFC 3736) Information-Request message with a new 3GPP-Service option and containing requested access (EPC or NSWO), APN and flags for indicating handover/initial attach and request new PDN connection is sent to the TWAG.

10 – 14. These steps are the same as in TS 23.402, 16.2.1.
15. In step 15a, a stateless DHCPv6 Reply message with a new 3GPP-Service option with virtual router address (vif-x) corresponding to this APN is sent. The UE stores the Router Address obtained in this response to match with subsequent Router Advertisements.
The UE may optionally send a Router Solicitation to the virtual router interface (15b).
In step 15c, UE receives a Router Advertisement with Source Address corresponding to that stored for this APN. The UE takes the IPv6 prefix in the PIO and associates with all connections for this APN.

Editor’s Notes: How a request for NSWO is signalled e.g. via a flag EPC/NSWO or a specific APN for NSWO is FFS.
UE may initiate detach from the PDN connection by sending a DHCP message with new 3GPP-Service option containing the APN and an indication that a connection release is requested. The TWAG processes this request by detaching the S2a connection and stops advertising this prefix in Router Advertisements.
8.2.x.2 
Impact on Existing Nodes or Functionality

8.2.x.3
Evaluation

Editor’s Notes: The fulfilment of requirements in Subclause 8.1 should be evaluated.
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15.DHCP Acknowledgement (3GPP-Service-option [APN = x, ..], yiaddr = IP-x)























14. GTP Tunnel















9.DHCP Request (3GPP-Service-option [APN = x, flags = initial-attach])
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13.GTP Create Session Response  (IP-x)
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15c. Router Advertisement (Source Address = vif-x, Prefix = IP-1)











15a.DHCP Reply (3GPP-Service-option [APN = x,  router-address = vif-x])
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9.DHCP Information-Request (3GPP-Service-option [APN = x, flags=initial/request-PDN-connection])
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15b. Router Solicitation (Destination Address = vif-x)







L2 Attach and UE Authentication (steps 1 – 2, 8)







13.GTP Create Session Response  (IP-1)




















