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Introduction 
In S2-112800, SA2 informed RAN3 about the ongoing work on the Release-11 work item on BBF Access Interworking (BBAI) and asked RAN3 about a solution to signalling of the H(e)NB Local IP address and port information from the H(e)NB to CN in some of the RANAP/S1AP messages. 

In S2-122538, RAN3 provided the following feedback:

· SA2 solution involves the untrusted or potentially compromised H(e)NB in the transfer of this information to the CN. In particular, this exchange of information held in a secure node (the SeGW) through an untrusted or potential compromised node (the H(e)NB) raises security concerns

· SA2 solution exposes the IP address of the H(e)NB

Note also that the SA2 solution uses an extension of IKEv2 protocol (between H(e)NB and SeGW thus impacting HNB, HeNB, SeGW) and would need to wait for a Standards Track RFC to be available.
2.  Discussion

If we have a closer look at the feedback from RAN3, their main concerns to follow the SA2 guidance to extend the RANAP/S1AP to allow the H(e)NB to pass the local IP address and port information is related to security. Their second concern is that the proposed solution relies on the extension of the IKEv2 protocol which may take some time until a Standards Track RFC becomes available. 

It needs to be noted that RAN3 did not identify any technical concerns regarding extending RANAP/S1AP to signal the H(e)NB local IP address and port information towards the SGSN/MME.


2.1  Evaluation of Potential Solutions

In the following, we evaluate all previously introduced solution options to signal the H(e)NB local IP/port information towards the SGSN or MME.
Figure 1 illustrates all herein considered solution options for 3G HNB deployments. Figure 2 illustrates the corresponding solution options for LTE HeNB deployments.  
Option 1a/b depicts the solution currently documented in TS 23.139. 
In order to avoid the need to extend the IKEv2 protocol to allow sending the H(e)NB local IP/port information to the H(e)NB, alternative solutions suggest to pass this information directly from the SeGW to the H(e)NB GW (if available) or SGSN/MME – without involving the H(e)NB. This would also circumvent any potential security risks, as only elements within the operator network are involved.

Option 2a/b is based on the proposal that the HNB GW obtains the local IP/port information directly from the SeGW. How this is obtained does not need to be standardized as the SeGW and H(e)NB GW are typically part of the same solution offering. 
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Option 3a/b proposes that the SeGW passes the local IP/port information to a AAA function. Two sub-options need to be distinguished here: 
Option 3a/b-1: In case a H(e)NB GW is deployed (i.e. in all 3G HNB deployments and optionally in LTE HeNB deployments), the AAA can pass the local IP/port information to the H(e)NB GW, which then passes it to the SGSN/MME (as in Option 2a/b) by means of RANAP or S1AP. 

It should be noted that this variant could also be considered as one implementation option of Option 2a/b, which involves the AAA to pass the local IP/port information from the SeGW to the H(e)NB GW. This again implies that the standardization of this approach is not mandated, as the SeGW, AAA function and H(e)NB GW can be part of the same solution offering.

Option 3a/b-2: For LTE HeNB deployments where no HeNB GW is deployed, the AAA can pass the information directly to the MME via a new interface. The disadvantage of this solution is that a new interface between the AAA and MME is required. However, there is one deployment option that would again circumvent the need to standardize this interface, namely if the MME is part of the LTE HeNB solution offering. In this case, this new interface can be left for implementation.
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2.2  Evaluation of necessary standards work

	Solution Option
	Interfaces to be standardized
	Remaining standards work for Rel-11
	Comments

	Option 1a/b
	1. Signalling of H(e)NB local IP/port information from SeGW to H(e)NB via IKEv2 
2. Extension of RANAP/S1AP to pass the information to SGSN/MME
	1. IKEv2 extensions still requires work in IETF
2. RANAP/S1AP extension
	Further clarification regarding potential security issues need to be resolved with RAN3/SA3. 

	Option 2a/b
	1. Extension of RANAP/S1AP to pass H(e)NB local IP/port information from H(e)NB-GW to SGSN/MME
	1. RANAP/S1AP extension
	The signalling between SeGW and H(e)NB GW is considered a solution specific or internal issue and thus does not need to be defined for Rel-11. 

	Option 3a/b-1
(for 3G HNB deployments and/or LTE HeNB deployments with a HeNB-GW)
	1. Signalling of H(e)NB local IP/port information from SeGW to H(e)NB GW via a AAA function

2. Extension of RANAP/S1AP to pass the information to SGSN/MME
	1. RANAP/S1AP extension
	The signalling between SeGW and H(e)NB GW via AAA function is considered a solution specific or internal issue and thus does not need to be defined for Rel-11.

	Option 3a/b-2

(for LTE HeNB only deploy-ments without a HeNB-GW)
	1. Signalling of H(e)NB local IP/port information from SeGW to AAA 

2. Signalling of information from AAA to MME
	1. Interface between AAA and MME
	The signalling between SeGW and AAA can be considered a solution specific or internal issue and thus does not need to be defined for Rel-11.

The standardization of the interface between the AAA and MME can also be circumvented in case the solution offering includes a dedicated MME for LTE HeNBs.


2.3  Conclusions


Conclusion-1: 
Besides the currently documented solution in TS 23.139, there exist several other solutions to pass the H(e)NB local IP/port information to the SGSN or MME.

Conclusion-2: 
Solution options 2a/b and 3a/b do not involve the H(e)NB in passing the local IP/port information towards the SGSN/MME. As a consequence, none of the potential security concerns raised by RAN3 or SA3 would apply.

Conclusion-3: 
Solution options 2a/b and 3a/b-1 require only the standardization of RANAP/S1AP extensions, as the other extensions can be considered solution specific and thus left for implementation. 

Conclusion-4: 
The majority of solutions build on the same RANAP/S1AP extensions to pass the H(e)NB local IP/port information from the H(e)NB Subsystem to the SGSN/MME. It is therefore recommended to ask RAN3 to standardize the necessary extensions. 

Note: 
RAN3 has not communicated any technical issues regarding extending RANAP/S1AP as required.

Conclusion-5: 
None of the solution options have to be excluded by the standard. The selection of the preferred solution can be left to the operators depending on the level of trust they have in a particular solution and their preferred deployment scenarios (e.g. with or without H(e)NB GW). 


3.  Proposed Way Forward

1. 
Respond to the RAN3 LS informing them about the SA2 discussion and ask them to standardize the necessary RANAB/S1AP extensions to enable the H(e)NB Subsystem to pass the H(e)NB local IP/port information to the SGSN/MME.
2. 
For Rel-11, clarify the following point in TS 23.139:

· For 3G HNB deployments: the HNB Subsystem passes the HNB local IP/port information to the SGSN via RANAP. 

· For LTE HeNB deployments: the HeNB Subsystem passes the HeNB local IP/port information to the MME via S1AP.
· In this release of the specification only the signalling of the H(e)NB local IP/port information on RANAP or S1AP is specified. The detailed on which entity of the H(e)NB Subsystem includes the information into the RANAP/S1AP signalling is left for implementation.
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