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Abstract of the contribution:  Proposes to take a deeper look at 3GPP specification details on Diameter protocol behaviour within the scope of CN Overload study.
Discussion

Within 3GPP, concerns regarding possible problems (e.g. network outage due to Diameter overload or wrong handling of Diameter transactions and sometimes unknown reasons which are more related to implementation issues than actual protocol related errors) attributed to Diameter protocol (& its related applications that are extensively used within 3GPP EPC.
Changes have been made in few cases where in certain conditions (e.g. based on real network occurrences) Diameter signalling have been optimised towards certain critical data bases such as HSS and 3GPP AAA.  This type of changes indicate that an evaluation of Diameter protocol usage and specific 3GPP Diameter Application error handling as well as evaluation of use of the application within 3GPP system may be beneficial to help improve the network performance.

In addition to investigating extension of the Diameter Base protocol as proposed in document S2-xxxxxx (by AT&T),  3GPP should further document certain aspects of Diameter usage based on so far deployment experiences, network outage information, congestion and overload conditions that has been attributed to interfaces supporting Diameter and does not require any protocol changes.  Some of these aspects (and not a complete list) are as follows:

· Further clarify the use of Diameter Agent (DA) for interfaces that support Diameter but currently 3GPP specs are not explicitly clear or specified how  DA usage can further improve Diameter based network performance (e.g. only exception in 3GPP specification is the PCC specification  usage of DRA explicitly with additional functions than what is defined in base Diameter protocol).

· Further clarify “Diameter too Busy” and other similar error usage on a per 3GPP Diameter Application level. For example, how should an MME/SGSN react when it receives this error from HSS routed via similar functional node like a Diameter Agent (DA) with functionalities that can support overload and congestion without Diameter protocol update and vice versa.

· When node internal implementation detects conditions that could imply possible congestion or overload situation approaching, Diameter application specific action should be taken to prevent/reduce other procedures so that as a consequence it in turn reduces overall Diameter signalling on that specific application.  An example may be delaying UE Attach procedures by using various backoff timers to reduce S6a signalling between MME and HSS.

· Identify other 3GPP procedures that are dependent on producing Diameter signalling and determine if there are tools available (e.g. other existing mechanism in 3GPP) to ensure certain actions can be taken by the system to help reduce load on the system based on e.g. preconfigured Diameter signalling load value.
· Evaluate if UDC architecture may be further used to reduce Diameter load in the Diameter nodes like data bases? In principle, compared to a monolithic HSS/HLR node, an UDC based HSS cluster may serve an MME/SGSN node better in situations where a specific node in the cluster may be facing congestion.  This does not preclude further benefit that may be achieved from explicit status indication and action.  Any new protocol update though should be further investigated in the appropriate section of the TR where Diameter extension is being evaluated.
We propose that 3GPP take a proactive approach to addressing any possible shortcoming related to Diameter using existing mechanism in parallel while pursuing a longer term goal of updating Diameter base protocol.
Proposal

Propose to include the following in the appropriate subsection of the TR 23.843:

X.x.x.  Diameter Application Evaluation and Improvement via existing mechanism

X.x.x.1. Evaluation criteria
3GPP needs to take a proactive approach to addressing any possible shortcoming related to Diameter using existing mechanism in parallel while pursuing a longer term goal of updating Diameter base protocol.

3GPP should investigate further and document certain aspects of Diameter usage based on so far deployment experiences, network outage information, congestion and overload conditions that has been attributed to interfaces supporting Diameter.  Some of these aspects to be further investigated are as follows:

1. Further clarify the use of Diameter Agent (DA) for interfaces that support Diameter but currently 3GPP specs are not explicitly clear on DA usage (e.g. exception is the PCC specification of DRA).

2. Further clarify “Diameter too Busy” and other similar error usage on a per 3GPP Diameter Application level. For example, how should an MME/SGSN react when it receives this error from HSS routed via similar functional node like a Diameter Agent (DA) with functionalities that can support overload and congestion without Diameter protocol update and vice versa.

3. When node internal implementation detects conditions that could imply possible congestion or overload situation approaching, Diameter application specific action should be taken to prevent/reduce other procedures so that as a consequence it in turn reduces overall Diameter signalling on that specific application.  An example may be delaying UE Attach procedures by using various backoff timers to reduce S6a signalling between MME and HSS.

4. Identify other 3GPP procedures that are dependent on producing Diameter signalling and determine if there are tools available (e.g. other existing mechanism in 3GPP) to ensure certain actions can be taken by the system to help reduce load on the system based on e.g. preconfigured Diameter signalling load value.

5. Evaluate if UDC architecture may be further used to reduce Diameter load in the Diameter nodes like data bases?  In principle, compared to a monolithic HSS/HLR node, an UDC based HSS cluster may serve an MME/SGSN node better in situations where a specific node in the cluster may be facing congestion.  

X.x.x.2. Solution for proposal y
Editor’s Note:  In this section, proposed solutions will be documented and analysed on the aspects described for investigation in section X.x.x.1.
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