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1. Overall Description:

For Fixed Broadband Band Access network interworking using H(e)NB, the H(e)NB local IP address (i.e. the public IP address assigned to the H(e)NB by the BBF domain in the no-NAT case, or the public IP address assigned by the BBF domain to the NATed RG that is used for this H(e)NB) needs to be passed to the PCRF to enable the BPCF to identify the BBF network elements the 3GPP H(e)NB connects to, and perform admission control based on the bandwidth requirements and QoS attributes of the UE service data flow(s).

CT4 is currently studying the IKEv2 evolutions to enable an H(e)NB located behind a NAT to retrieve its H(e)NB local IP address from the SeGW during the establishment of the security tunnel between the H(e)NB and the SeGW (see 3GPP TR 29.839  H(e)NB– SeGW interface). The H(e)NB then passes its local IP address to the MME/S4-SGSN via S1-MME/Iu signalling.  

SA3 specified recently security requirements on network verification of the H(e)NB ID and related identities (cf clause 4.4.9 in 3GPP TS 33.320) to address the vulnerability related to a compromised H(e)NB used to impersonate another H(e)NB’s identity, that could result in e.g. eavesdropping, sending false messages on behalf of a UE or another H(e)NB, etc. 

CT4 kindly asks SA3 whether the H(e)NB can be considered as trusted when passing the H(e)NB local IP address it received from the SeGW to the core network, or whether the H(e)NB local IP address sent by the H(e)NB to the network after the IPSec tunnel establishment must be verified by the network. 

CT4 thanks SA3 to provide a quick answer to allow a timely completion of stage 3 work for Release 11. 
2. Actions:

To SA3 group.

ACTION: 
CT4 kindly asks SA3 whether the H(e)NB can be considered as trusted when passing the H(e)NB local IP address it received from the SeGW to the core network, or whether the H(e)NB local IP address sent by the H(e)NB to the network after the IPSec tunnel establishment must be verified by the network.
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