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Abstract of the contribution: This discussion paper is to address the allegation that delays the important progress to complete the stage-3 implementation for BBAI BB1 to meet the Rel-11 schedule.  The allegation is regarding the security concern for the SA2 approved solution transferring the H(e)NB’s local-IP addressing info from H(e)NB to MME via the existing S1/Iu interface.  
Introduction
There has been ongoing allegation raised against the stage-2 design decision from SA2 for H(e)NB to retrieve the H(e)NB’s local-IP addressing info from the SeGW, and then H(e)NB will pass on the info to MME/EPC over the existing S1/Iu interface. Such architecture design decision has been examined thoroughly over a long period of time after comparing all the pros and cons from different design options during the entire BBAI BB1 stage-2 and initial stage-3 development for Rel-11.  In addition, the IKEv2-based solution has also been verified with SA3 to ensure for no security concern.  The official response from SA3 was a clean bill of health - i.e. the SA2 approved solution IKEv2 solution imposes no security impact to the system.  
The intent of this discussion paper is to address the security allegation that was raised, and to explain the significant and negative system impacts caused by the other alternative proposal that was proposed by the opponents against the SA2 approved solution.  It is also important to point out that, the proposed alternative proposal has been submitted to SA2 in the past and was rejected by SA2 due to significant system impacts to the existing system architecture and deployment.  This paper is going to also present the negative impacts of the alternative proposals to the 3GPP system.    
Discussions
Background

There was continuing debates to re-open the architecture design decision which has been well thought out and was approved by the SA2 to have the H(e)NB’s serving SeGW, which has the knowledge of the NATed H(e)NB’s local-IP addressing info, to leverage the IKEv2 capability to transport the NATed info to H(e)NB.  Subsequently, the H(e)NB will pass on such NATed local-IP addressing info to MME which will then pass on the info to the UE’s serving PCRF.  
The purpose of the NATed local-IP addressing info is to enable the UE’s serving PCRF to locate the BPCF in the fixed Broadband access network that hosts the UE’s serving H(e)NB during the fixed and mobile interworking.  Once the BPCF is located, the PCRF will then pass on the UE’s policy info to the BPCF which hosts the UE’s serving H(e)NB. 
The fundamental security concern from the opponent of the current SA2 approved solution is treating the H(e)NB’s Local-IP addressing info with the same sensitive nature as the H(e)NB’s CSG info.  Currently, there is an investigation of security concern of the H(e)NB binding with CSG info which is also be sent by the H(e)NB to the EPC.  There is an attempt to use such comparison to justify that the H(e)NB’s local-IP addressing info would have the same security concern as the CSG info. 

NOTE: It is also important to point out that, there is “no” solution accepted and approved by SA3 on the security concern for the H(e)NB binding with the CSG info.  The opponent against the SA2 approved solution was trying to use the argument for the solution, that was proposed to SA3 but was not accepted, to be used to replace the SA2 approved solution. 
The following technical discussions explain that the two set of info - i.e. the CSG info and the H(e)NB local-IP addressing info, shall not be linked together with the same security concern as the opponent of the SA2 approved solution.  
Once the misleading security concern for the SA2 approved solution is addressed, this discussion paper will then explain the proposed alternative solution from the opponent, that was also previously rejected by SA2 and is re-submitted again, could introduces significant and negative impact to the existing H(e)NB architecture and deployment.  
Technical Justification
First of all, the approved SA2 IKEv2 based solution has been verified with SA3 and has received a clean bill of health. 

Secondly, the H(e)NB CSG info is configuration info for the H(e)NB; where the H(e)NB’s local-IP addressing info is obtained from SeGW via IPSec/IKEv2 signaling. 

The allegation from the opponents is focusing on the intruder breaking into the H(e)NB to inject the fake H(e)NB’s local-IP addressing info and then, passing on the fake info to the MME at the EPC over the S1/Iu interface. 
Despite whatever the motive that the intruder may have, let’s examine scenario-by-scenario and step-by-step to investigate how could the intruder achieve such objective?   
Based on today approved solution, the H(e)NB’s local-IP addressing info is not configured locally at the H(e)NB, but it is retrieved from the IPSec/IKEv2 Configuration Payload during the mutual authentication procedures. 

Scenario-1: Intruder tries to extract the H(e)NB’s local-IP addressing info 

In this scenario, the intruder will need to break into the securely protected IKEv2 Configuration Payload in order to extract the info.  If the intruder can achieve this, not only the H(e)NB’s local-IP addressing info that the intruder can obtain, but all the IPSec protected H(e)NB’s system info can be obtained because the IKEv2 Configuration Payload is using exactly the same privacy protection as other H(e)NB’s system info protected by IPSec . 

In fact, this scenario-1 is not the security threat that the opponents have been advocated against this SA2 approved solution.  Never-the-less, it is the important to point out that, the approved SA2 solution does not introduce any privacy issue to the H(e)NB system in this scenario. 

Scenario-2: Intruder hijacks the H(e)NB and replaces the fake H(e)NB’s local-IP addressing info for the one that was returned by IPSec/IKEv2, and then, the intruder asserts the fake info to the S1/Iu Signaling
To achieve such operation, the intruder will have to do the following: 
1) The genius intruder needs to break into the executable of the H(e)NB software to identify the memory location of the executable codes that process the received IPSec/IKEv2 configuration payload. 

2) The genius intruder will then modify the human unreadable codes with its own executable to intervene the internal operation for the IPSec/IKEv2 configuration payload information is processed, so that, it can assert the fake info into the operation where the IPSec/IKEv2 configuration payload info is being inserted into the S1/Iu Signaling.  
There are several fundamental impossible tasks that the genius intruder needs to overcome in order to proceed with the above disruption:
a) The genius intruder needs to figure out how to access the programmable interface to the H(e)NB

b) The genius intruder needs to figure out how to decode the human unreadable executable codes so that it can identify the memory location for the processing of 1) above.

c) The genius intruder needs to figure out how to generate his/her own executable codes so that it can proceed with 2) successfully as described above without causing the system crash in the H(e)NB. 

Giving the understanding as described above on how to operate such impossible task in order to achieve the objective as described in scenario-2, one should easily recognize that this scenario-2 is not a justifiable scenario that the SA2 approved solution imposes security threat to the H(e)NB system. 
In summary, for an intruder to fake the H(e)NB’s local-IP addressing info to that it can be inserted into the S1/Iu signaling to be passed onto the MME is an mission impossible task, and the allegation of the privacy issue introduced by this SA2 approved solution has absolutely no merit. 

Issues with the two alternative proposals that were previous rejected by SA2: 

The same opponents against the SA2 approved solution advocate two alternative proposals that require “3GPP specific” new interface to be implemented by off-the-shelf SeGW:
Option-1: Direct SeGW-MME interface

Option-2: SeGW to send the information to the AAA and for the H(e)GW/MME to retrieve it (from the AAA).  
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Figure 1: EPC’s System Impact by Option-1: Direct SeGW-MME Interface
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Figure 2: EPC’s System Impact by Option-2: SeGW-AAA-MME Communication Path

The major issues of these two options are showed in the two figures below. 

Issue of Option-1 : Regardless the interface is private or standardized between the SeGW and the MME, it is 3GPP specific interface and it is NOT the off-the-shelf SeGW will implement.  
1. General SeGW’s off-the-shelf protocol support  => RADIUS 

2. 3GPP-AAA protocol support  => DIAMETER 

Qn-1:  Which one should be changed so that they both can be communicated successfully?  

· If such change is applied 3GPP-AAA, it is a major system impact. 

· If off-the-shelf SeGW needs to be changed to support DIAMETR to pass on the 3GPP-specific info, then, it is no longer off-the-shelf any more. 

Qn-2:  Is it worth to change just because for carrying small info? 

Moreover, the modification is not only impacting on the SeGW, but also impacting the MME which is required to develop a new function to receive and to process the information.  Not to mention the existing deployment of the H(e)NB system will be significantly impacted. 
Issue of Option-2 :  The 3GPP-AAA is also required to be modified in order to pass on the info to the MME which also be impacted to retrieve and to process this info obtained from 3GPP-AAA. 
Considering there is no security concern for the H(e)NB local-IP addressing info as described above, there is absolutely no motivation to introduce such 3GPP specific implementation to an existing architecture and deployment, not to mention that the SeGW can no longer be off-the-shelf and other EPC system components are also impacted.  
SA2’s approved solution as specified in TS 23.139 requires only to introduce a new code point to RFC 5996 for IKEv2 Configuration Payload to carry the H(e)NB’s Local-IP addressing info from SeGW to H(e)NB.  Such simple change does NOT require a new RFC, but require 3GPP to communicate to IETF IANA to ask for new code point assignment.   Once the H(e)NB obtains its Local-IP addressing info from SeGW, a simple attribute is added to the S1/Iu signaling to transport the info from H(e)NB to EPC/MME. 

Conclusions

This discussion paper has present several strong justifications that the H(e)NB’s Local-IP addressing info shall not be considered sensitive because it brings no benefit or motivation to the intruder to fake the information to impose security threat to EPC. 
Given that the current solution has been approved and is a well thought out by SA2 as well as by CT4, it is important for 3GPP to carry through the design decision to complete the stage-3 implementation so that such solution can be present to IETF.  Through the official IETF and 3GPP coordination committee, a request can be submitted to IANA to obtain a new code point for IKEv2 Configuration Payload to deliver a simple solution for Rel-11BBAI BB1 on time. 
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