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Abstract of the contribution:

During TSG SA WG2#90 Application Based Charging WID proposal was presented. Some questions regarding the structure of the proposed work were raised. This paper addresses those questions by providing scenarios description and need for normative standardization and/or study per each one of those scenarios. This paper also proposes a conclusion on how this topic should proceed in SA2.
1 Discussion
Service data flow based charging mechanisms are an integral part of PCC architecture. In order to support those mechanisms, charging parameters are transferred within PCC Rules for the services which need to be charged. Those parameters include, among others, the Service Identifier that the service data flows in a PCC Rule relate to, the Charging key to determine the tariff to apply for the service data flows, the Charging method to be applied (online, offline, neither) and the Measurement method which indicates whether service data flows' data volume, duration, combined volume/duration or event shall be measured. Based on these parameters, PCEF establishes sessions with the OCS and/or the OFCS and provides service data flow based charging.

It is possible, starting from Release 11 (SAPP WID), for the PCC architecture to provide application awareness even when there is no explicit service level signalling and service data flows are not deducible. The application detection and control can be implemented either by the TDF (Traffic Detection Function) entity or by the PCEF enhanced with application detection and control (ADC). The mechanisms of detection and, in case of solicited application reporting also the mechanisms of control (i.e. gating, bandwidth limitation, redirection and usage monitoring per detected application) are applicable also for services/applications with non-deducible service data flows. Similar to PCC Rules, ADC Rules are defined per each application which is required to be detected and controlled. PCRF is in charge and capable of correlating PCC and ADC Rules, both for the case of TDF and for the case in which the PCEF is enhanced with application detection and control.
Let's look on different scenarios where PCEF and TDF perform different functions in the network and see which methods can fulfil the need of application based charging per each one of those scenarios.

1. TDF is in the network; PCEF with Gy/Gz is supported. PCRF provides ADC Rules to the TDF for application detection and control. 
a. If service data flows of the detected application are deducible, then they are reported from the TDF to the PCRF. Based on this information, PCRF can generate PCC Rules dynamically for those detected service data flows, and then application based charging can be implemented by the PCEF by using existing PCC service data flow based charging mechanism.
i. Pros – single reporting entity (PCEF) which ensures reports correlation to OCS/OFCS in case both sdf and application based charging are required for the same session.
ii. Cons - possible delays in generating PCC rules due to additional Diameter messages exchanges (TDF -> PCRF -> PCEF) and some lack of accuracy for charging reports as a result.
b. If service data flows of the detected application are not deducible, then PCC rules can't be generated dynamically by using existing standardized means in a general case.
i. In case DSCP based approach is adopted for SIRIG, one method for generating dynamic PCC Rules in order for PCEF to support application based charging may be DSCP marking by the TDF along with Reflective QoS supported by the UE (the similar solution as defined for BBAI-3GPP interworking in the TS 23.139).
1. Pros – single reporting entity (PCEF); ensures reports correlation to OCS/OFCS in case both sdf and application based charging are required for the same session.
2. Cons - limited set of DSCP marking values which may not be sufficient for many charging models, where different applications are required to be charged differently; overriding the existing DSCP marking which may create issues for some scenarios in the network; need for support of Reflective QoS by the UEs which can't be guaranteed in the general case; lack of solution for the applications running over UDP with uplink traffic only. 
ii. Extension of ADC Rules by having charging control parameters and support of Gy/Gz interfaces from the TDF to the OCS/OFCS.
1. Pros – straightforward method; TDF detects the application, enforces the control and reports charging following the charging control parameters, received within the same ADC Rule.
2. Cons – correlation of charging control parameters, in case both sdf and application based charging are required in the network, need to be done by the PCRF, as there are two charging reporting entities in such a case – PCEF and TDF. 
a. Such a correlation though already assumed in Release-11, as bandwidth limitation/gating/redirection may be performed by TDF per detected application, while PCEF should report for sdf based charging of the same IP-CAN session. 
b. This method may also be enhanced by DSCP marking/Reflective QoS support, thus TDF would still be able to provide separate charging reports per each one of the applications to follow charging models demanded by operator without limitations, but PCEF would exclude the packets counted by the TDF/reflected by the UE from its own calculations for the sdf.
iii. Any additional methods?
Conclusion 1: In case of (TDF is in the network, PCEF with Gy/Gz is supported, PCRF provides ADC Rules to the TDF for application detection and control) it is recommended  to study all possible mechanisms which can be applicable in the network and to document all agreed solutions which may fulfill application based charging need. 
2. TDF is in the network; no PCEF with Gy/Gz is in place (e.g. fixed devices traffic or NSWO, while BNG/PCEF is not supporting Gy/Gz or cellular scenario where there is no PCEF Gy/Gz). This scenario of TDF based charging, especially for convergent networks, is highly demanded by a large number of operators since it allows to fulfill different requirements in which an application's data traffic needs to be charged differently while at the same time implement charging in a single platform for both fixed and mobile traffic and not impacting the existing mobile and fixed architectures (and existing deployments).
a. The only possible solution here for TDF based charging is extension of ADC Rules by having charging control parameters and support of Gy/Gz interfaces from the TDF to the OCS/OFCS.
b. In addition to application based charging where ADC Rules contain only static definitions of the application id, there may be a need to charge at TDF as the only reporting entity per dynamic service data flows, for a different scenarios such a Sponsored Data Connectivity, where sdf are not known in advance.
Conclusion 2: In case of (TDF is in the network; no PCEF with Gy/Gz is in place) it is recommended to standardize enhancement of ADC Rules by including charging control parameters and TDF based Gy/Gz communication. The developed requirements will also serve as a basis for Convergence Work Item, TDF based charging requirement.  
Conclusion 3: In case of (TDF is in the network; no PCEF with Gy/Gz is in place) it is recommended to study possible mechanisms for a TDF based charging of a service data flows, dynamically provided by the PCRF.
3. PCEF is enhanced with ADC. PCRF provides rules to the PCEF for application detection and control. PCEF supports Gy/Gz interfaces.
a. Usage of predefined PCC rules for application detection. Though, TS 23.203 defines that predefined PCC rules may include service data flow filters, which support extended capabilities, including enhanced capabilities to identify events associated with application protocols", it was proven by S2-112283 (attached) and, based on this paper's analysis, it was decided in SA2 to use ADC and not PCC Rules for application detection and control in the case of PCEF enhanced with application detection and control.
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The following arguments against usage of PCC Rules for application detection and control are raised in this paper:

· "UE selection of bearer for uplink traffic may cause the proper PCC rule being by-passed; affects reliability/robustness 

· The lack of separation of legacy PCC rules versus application detection over S9 requires non-trivial functions within the V-PCRF operating in a standalone TDF deployment mode.

· The traffic detection algorithm must be the same for PCC and service awareness purposes hindering the use of a simpler rule for policy control purposes; affects performance and causes extra administration

· Application detection may require detection methods that is in conflict with the notion of precedence of rules; imposes a limitation in the implementation compared to the ADC rules in a standalone TDF"

Thus, in general case, it was recommended not to use PCC Rules for application detection, however, it was also said that the importance of the above arguments may be different in a different networks (e.g. it may work in the home network environment for a single bearer session).

b. Usage of ADC Rules for application detection and control, and having associated predefined PCC Rule with the charging control parameters per each such an ADC Rule for the purpose of Gy/Gz report. 
i. Pros – existing standardized mechanism.

ii. Cons:

1.  ADC Rule may include redirection action which is not part of PCC Rules as they are defined. Thus, in case of redirection, such a mapping of ADC -> PCC Rule will be impossible.
2. In case of dynamic ADC Rules, such a method may not work, unless set of predefined PCC Rules exists per each possible value of a different control parameters (set of predefined PCC Rules per each possible e.g. bandwidth limitation value potentially provided within ADC Rule) – huge configuration issue which limits the range of the solutions to be provided by using dynamic ADC Rules.
c. Extension of ADC Rules by having charging control parameters and usage of ADC Rules to report application based charging
i. Pros – Straightforward method.
ii. Cons - ?

d. Any additional methods?

Conclusion 4: In case of (PCEF is enhanced with ADC) it is recommended  to study all possible mechanisms which can be applicable in the network and to document all agreed solutions which may fulfill application based charging need. 
We have the following SA1 existing requirement in 3GPP TS 22.115:
"The high level principles that will guide the charging requirements are summarised as follows:

-   It shall be possible to charge separately for each type of medium used (e.g. voice, video, data) in a session and for each service used (e.g. voice call, streaming video, file download);

…"

Basically, this requirement was written before R11 where we defined service awareness mechanisms, extending those defined in the previous releases, including dynamic rules mechanisms for applications with non-deducible service data flows, redirection enforcement action per those applications' traffic, correlation of enforcement actions with charging control and scenarios where TDF is a detection and enforcement entity, including those where there is no other means to report Gy/Gz than TDF based reports. The mechanisms were extended without proper coverage of charging functionality by SA2 requirements, while the basic requirement of ability to charge per each one of the detected services/applications is still in place and highly demanded by the operators, thus need to be fulfilled.
2 Action

SA2 is asked to review the scenarios described above, adopt the conclusions per each one of the scenarios and proceed with the Application Based Charging Work Item to cover recommendations within the conclusions. 
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Abstract of the contribution:


A number of problems with combining application detection with PCC rules are identified suggesting the application detection aspects (ADC rules) should be separate from the PCC rules, also when the PCEF is enhanced with TDF capabilities. The PCC rule bearer binding with a bearer and the PCC rule attributes that relate to the handling of the bearer resources are factors that are irrelevant for the application detection (c.f. the standalone TDF deployment).

1. Background

The TS 23.203 has been augmented with the Application Detection and Control rule (ADC rule) for the TDF to notify the PCRF on the start and stop of application traffic, as well as optionally reporting filters for the detection of the traffic at the PCEF. Additional possibilities have been added to the concept of the ADC rule. These additions replicate legacy functionality available for PCC rules, however applied for the packets detected by an ADC rule. These additions to the ADC rule are not studied in this contribution.

The TS 23.203 has also specified that the application detection, as well as the notification on start/stop and reporting the filters for detecting the actual service to the PCRF, may be located at the P-GW. This collocation with the PCEF was specified in a single meeting as an extension to the legacy PCC rule. Evaluating the resulting TS 23.203 text raises concerns discussed below.

2. Discussion


For reference, the network architecture for the separate ADC rule (as for a standalone TDF)  and the case of combining the application detection with the PCC rule (as defined at present for the PCEF enhanced with TDF capabilities) are depicted in Figures 1 and 2 respectively.

As a first observation, the ADC rules as applied in a standalone TDF will be applied according to Figure 1, which illustrates that it does not matter which IP-CAN bearer carries the packets. The ADC rules will be applied for all traffic in the whole IP-CAN session.


This is in contrast with the PCC rules, which by the bearer binding are associated with one bearer each, thus not being applied for the whole IP-CAN session. A PCC rule also defines parameters for the service data flow (e.g. the GBR) that are irrelevant for the service awareness.


Figure 1: Separate ADC rules. As defined for the standalone TDF.
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Figure 2: Application detection as an extension to the PCC rule. As suggested in present TS 23.203 for the PCEF enhanced with TDF capabilities.
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For a roaming scenario, where both the HPLMN operator ad the VPLMN operator use a standalone TDF for service awareness, the H-PCRF communication with V-PCRF is in the present version of the TS defined to use an extended PCC rule format for both PCC rules and ADC rules. Clause 6.2.1.3.3, specifies that


"The V-PCRF shall provide functions to extract ADC rules from PCC rules provided by the H PCRF over S9. The V-PCRF provides updated PCC rules to the PCEF and ADC rules to the TDF, if appropriate."


Thus, there are 3 possible categories of rules that are expected to be supported over S9:

(a) 
legacy PCC rule


(b)
pure ADC rule


(c)
combined PCC and ADC rule


The PCRF handling of these categories of these rules are illustrated in the Figures 3 and 4. Both the H-PCRF and the V-PCRF need functions that are specific for S9 in order to convey the H-PCRF decision to the appropriate node in the VPLMN.

Figure 3: Rule handling with standalone TDF in HPLMN.
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Figure 4: Rule handling with standalone TDF in VPLMN.
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3.1 Application detection perspective


Bearer binding


As can be seen form the figures, the standalone TDF conducts the application detection for all traffic within the IP-CAN session, while the PCC rule considers only uplink traffic that complies with the bearer binding for the bearer used. This is due to the uplink bearer binding verification.

Thus the bearer binding causes a difference in what traffic is considered for matching an extended PCC rule compared to an ADC rule.


Problem 1:
Uplink traffic from the UE on a bearer, which does not comply with the bearer binding with a PCC rule, by-passes the PCC rule, failing to detect the application properly, while the standalone ADC rule inspection would detect the traffic since it is applied to all the traffic in the IP-CAN session.

Roaming with visited access


The present version of TS 23.203, clause 6.2.1.3.3, specifies that the V-PCRF shall extract ADC rules from PCC rules provided by the H PCRF over S9.

This implies that a HPLMN operator that uses a standalone TDF deployment and having a roaming agreement, allowing visited access via a GW in the VPLMN, is required to implement a method to communicate the application detection aspect over S9 in PCC rule format. Should the VPLMN operator also use a standalone TDF deployment, then the V-PCRF is required to distinguish whether the rule received is a legacy PCC rule, a pure ADC rule or a combination of the two.

The method for detecting traffic with an ADC rule is assumed to be configured locally within the TDF and is also assumed to be extending the inspection beyond the IP 5-tuple in most cases, so any combined PCC/ADC rule will need to be preconfigured at both the PCEF and at the TDF. Therefore the need for combined rules can be assessed to be low enough to leave that case out of the specification and specify the use legacy PCC rules and pure ADC rules only.

Problem 2:
In the roaming case, the S9 will be required to include information so that the V-PCRF can derive what type of rule is received.

Coincidence of relevant traffic for policy enforcement versus application awareness

In the case of a separated ADC rule, the detection algorithm applied is obviously separate from the PCC rule. It should be considered normal that the PCC rule allowing the traffic discovered by the ADC rule is significantly simpler than the ADC rule itself. It is likely that the PCC rule inspects the IP 5-tuple only.

Extending the PCC rule to include start and stop of application traffic, as well as reporting filters for the detection of the traffic, requires that there is a specific PCC rule for the detection of the application traffic that is the same as a separate ADC would have been..

Problem 3:
Extending the PCC rule with application detection capabilities leads to a larger number of PCC rules that need to do inspection beyond the IP 5-tuple.

3.2
Policy control perspective


Policy control


The policy control, i.e gate status, QCI/ARP assignment, bandwidth limitation (MBR), and resource reservation (GBR), occurs with parameters of the PCC rule.


Once there is a PCC rule that allows the traffic,  the detection of start and stop of application traffic is independent from the PCC rule parameters for policy control.


Combining the application detection with the PCC rule requires that each of the PCC rules that is also used for application detection is defined with specific parameters for the full policy control as well.


C.f. the concept of APN-AMBR as a common bandwidth limitation for all non-GBR QCI bearers, where the UE is free to use any of the non-GBR bearers up to the APN-AMBR limit, once there is no traffic on the other bearers to the same APN.


Problem 4:
Extending the PCC rule with application detection capabilities bundles the policy control in the same rule as the application detection information. This leads to a segmentation of the policies to be applied, compared to the standalone TDF deployment.


Precedence


The PCC rules are tried in their order of precedence in the search for a rule that match a packet. The notion of precedence has not been defined for the ADC rule. The application detection might be easier to design and/or less processing intensive if the notion of precedence is not used.


Problem 5:
The PCC rule precedence is mandatory, while the need for a mandatory ADC rule precedence is not identified.


3. Summary

In the above discussion we have identified several problems brought by the extension of the legacy PCC rules with the possibility to generate start and stop notifications for application usage.

The possible issues include that


· UE selection of bearer for uplink traffic may cause the proper rule being by-passed; affects reliability/robustness

· The lack of separation of legacy PCC rules versus application detection over S9 requires non-trival functions within the V-PCRF operating in a standalone TDF deployment mode.


· The traffic detection algorithm must be the same for PCC and service awareness purposes hindering the use of a simpler rule for policy control purposes; affects performance and causes extra administration


· Application detection may require detection methods that is in conflict with the notion of precedence of rules; imposes a limitation in the implementation compared to the ADC rules in a standalone TDF

The significance of these issues may be different in different networks.


However enhancing the PCC rule with application detection capabilities, as defined in the present version of the TS 23.203, may require that the specification has to (a) include two versions of the application detection capability as well as (b) addresses the issues that are described above as well as yet to be discovered issues. 

4. Proposal


It is proposed to keep the ADC rule separate from the PCC rule also for the case the PCEF includes the application detection functionalities. A CR to implement this change is provided in S2-112284.
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