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1
Discussion
The current TR includes both UE-based and network-based mechanisms to restrict the use of USIM to certain MEs /MTC devices. Only one of the solutions, i.e. IMEI-IMSI binding in HSS, requires no new functionality from the ME. All the other solutions have impact on the ME. It can be asked whether one or more of the mechanisms should be specified to be mandatory or optional to support. We believe it is not feasible to mandate any of the UE-impacting solutions for the following reasons:  

- What MEs should be mandated to support any of these solutions? Since any ME can have MTC applications and can therefore be considered to be a “UE used for MTC” or “MTC device” it is not possible in practice to know to which MEs such a mandatory requirement should apply. Therefore, the need for a certain solution should be defined at deployment or manufacturing phase.
- MTC applications have different security needs. The relative security level of the solutions seems to be related to the complexity and cost of the solution. In some cases the threat of using a USIM in an unauthorized device could be largely counteracted with subscription restrictions, e.g. allowing only certain data rate or allowing connecting only to certain APN or server and therefore the benefit for an attacker might not be worth the effort. Using costly and complex security mechanisms in this case might not be justified. On the other hand, if an attacker could benefit from using the USIM in another device, e.g. if the subscription restrictions cannot be applied to the MTC application for some reason, more secure and costly mechanisms could be considered. But this should be case by case, not as a general requirement to all MEs.

- All solutions requiring some kind of credentials (PIN or keys) would require a TrE to be supported in the ME in order to make these solutions secure. This adds to the cost and in reality it is not possible to set such a requirement on all MEs.
- There is ongoing work on embedded UICCs. With embedded UICCs the problem at hand becomes irrelevant as it is not possible to physically remove the UICC.  This is another reason of not having a general requirement impacting all MEs.
2
Conclusion

It seems not feasible that any of the solutions impacting UE would be made mandatory, but the security mechanisms to be applied should be optional to support and to be considered case by case at deployment. Only one of the solutions, i.e. IMEI-IMSI binding in HSS, requires no new functionality from the UE and its use could also be left to be optional. 
Therefore it is proposed that none of the solutions is made mandatory.
3
Proposal for Rel-11
This paper proposes that the network based solution, i.e. IMEI-IMSI binding in HSS, is optionally supported in the HSS in Rel-11, as this solution has no UE-impact and would require minimal standardisation as the signalling procedures to support this feature are already in place.  

The solution is implemented in accompanying CRs to SA2 TS 23.682 (S3-120440/S2-122100), TS 23.401 (S3-120441/S2-122102), and TS 23.060 (S3-120442/S2-122101). 
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