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Introduction
For policy and QoS interworking with Broadband Access Network using H(e)NB, the MME/SGSN needs to signal the H(e)NB local IP address/port to the PCRF to enable the BPCF to identify the BBF network elements that the H(e)NB connects to, and perform admission control based on the bandwidth requirements and QoS attributes of a new or modified UE service data flow(s) (via the H(e)NB).
SA2 has proposed that the H(e)NB local IP address is provided by the SeGW to the H(e)NB during the establishment of the security tunnel between the H(e)NB and the SeGW using IKEv2 signalling. This requires the development of IKEv2 extensions in IETF [1] and their support in the SeGW and H(e)NB.
The solution in [1] proposes to use an IKE Configuration Payload (CP) to allow the IKE-responder (i.e. SeGW) to include the UDP encapsulated source-IPv4 address and the optional UDP port number of the UDP encapsulated IPSec tunnel.
Note that per SA2 LS to CT/4/CT1 (S2-114680) “SA2 believes that IETF needs to be involved in the development of the necessary IKEv2 extensions”

The meeting report of SA2-90 states that “It was anyway observed that the existing mechanism (i.e. IKEv2 extensions) is pending RAN3 approval and is also dependent on the standardization of the necessary IKEv2 extensions in IETF”. This contribution provides a status update of the IETF draft [1] that defines these IKEv2 extensions.
Discussion
IETF Internet-Draft IKEv2 Configuration Payload Extension for Private IPv4 Support for Fixed Mobile Convergence [1] was initially submitted (version 00) to IETF in December 2011. Since this initial submission the draft has been discussed on the mailing list of the IP Security Maintenance and Extensions working group. In addition, the ID was presented at the last IETF meeting in March 2012. 
Main concerns brought up on the mailing list [2] and in meeting discussions [3] are as follows:

1. Given that the information about the IP-address is reflected by the Femto Access Point (i.e., H(e)NB) and not from the SeGW, the information cannot be trusted. This view was expressed by multiple IETF participants. 
2. The solution proposes to use a Configuration Payload to transport information between SeGW and H(e)NB that is not actually configuration related. Multiple participants believe it is a hack and therefore the wrong approach. 
3. The solution proposed requires modifications to IKEv2 which is very H(e)NB specific. Given this limited applicability and the fact that off-the-shelf products today do not support this functionality, it is very likely that the required modifications will not be supported in the future. IETF participants would much rather add a standardized API to provide this information to the mobile network. 
4. The solution proposed requires changes to the SeGW code, hence implementing such changes would mean that the SeGW would not be an off-the-shelf product any longer. 
In light of the mailing list and meeting discussions the chair of IP Security Maintenance and Extensions working group requested authors of the draft to come up with additional use cases, as the use case described in the current draft (H(e)NB use case) is questionable. This is to be discussed on the working group mailing list. As yet additional more general uses cases have not been introduced to the IETF community. 
Conclusions

Given that IKEv2 is an IETF protocol and the IETF working group responsible for IKEv2 extensions is objecting to these additions, 3GPP should take these objections into account and reconsider the solution that relies on introducing these changes to IKEv2. 




























































































































































