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3
Justification *

The original focus of the Core Network Signalling Overload investigation was initiated by a joint meeting with CT WG4 during  SA2 #79 in Kyoto and contribution S2-103561 (ATT) outlined a specific incident in the network resulting in a “HLR Overload” (i.e. the HLR receiving 600% of engineered capacity).   The specific cause of this incident was (in one case) a restart of a Radio Network Controller (RNC) that removed the control channel.  This forced all the mobiles in a large area to reregister.  Once this surge of traffic started, the HLR was not able to complete the registration before some of the newer handsets timed out the registration and restarted the entire registration process on all networks (2G and 3G, Voice and Data) to which they were already attached.  This created even more traffic.   Once the delay at the HLR exceeded this handset timeout value, all of this class of newer handsets were unable to complete registration regardless of location.   This “positive feedback” situation spiralled until manual actions were taken to drastically reduce the queue (e.g. by shutting down links).   This action broke the cycle by eliminating the delay at the expense of discarding a large number of messages, and the network recovered.

Increases in signalling speed and the concentration of subscribers into fewer HLR nodes creates a more complicated environment, and one in which situations can change quickly.  Since more subscribers are supported per HLR, more subscribers are also impacted.  The HLR is a not unique network element in this regard.  Similar scenarios might occur as well to other “core” network elements as the behaviour of the UE becomes increasing complex.  This aspect though needs further investigation. 
This situation raises several issues, and generates several questions worthy of study:

1. Could the radio network’s response to a failure be changed to avoid a huge spike in demand of core network resources?

2. Should the HLR (and other network nodes) have a way to notify the rest of the network that it is in overload?   

3. What actions could be taken by the MSC/VLR/SGSN/MME/SMS-GW, etc. to reduce the load to the HLR?

Additionally, 

4. Is there any synergy with the MTC work item (especially in regard to overload control) and this subject, or with the study about node restoration in EPS?
This should cover all deployed networks, including LTE.
Study of the above aspects was started in Release 11, but not completed due to work prioritization. 
In addition to the original Release 11 aspects identified above (and related interfaces), the table below lists some more core network interfaces identified for further analysis of existing mechanisms and gaps in overload behaviour (Note that this is an initial analysis and the interfaces identified are to illustrate the issue):

	Interface
	Interface Type
	Existing overload detection and control mechanism
	Gaps

	S1-AP
	NAS
	Priorities 
UE request rejection, 
network intiated session deletion,
back off timer,
EAB,
	need further investigation

	S1-MME
	S1-MME
	MME to eNB: overload indication and weight update 
	need further investigation

	S6a, b, d, Gx, Rx
	Diameter
	Diameter base protocol "server too busy" cause code 
SCTP provides transport layer congestion control point to point. 
	no end to end Diameter mechanism for load level indication and overload controls

	S11, S5, S4, S8
	GTP-c
	GTP-c tunnel control, time out and retry, etc. 
	no mechanism for load level indication and overload controls




This study will cover aspects started in Release 11 and the additional aspects identified below.
4
Objective *

The objective of this study is to:

1. identify and document scenarios that may result in signalling overload for core network entities and that are not yet covered by other work items, like the event outlined above, denial of service attacks, misbehaving/non-compliant mobiles, … ,
2. analyse the criticality of the scenarios and determine whether it is required to take actions for the identified scenarios
3. study ways to mitigate and eliminate signalling overload scenarios that are identified to be critical. 

Already specified overload control means as well as tools available against the overload scenarios should be examined and preferred, if they are adequate or improved if possible. This entails CT4 studies such as “Study on EPC Nodes Restoration”. General overload handling solutions that work regardless of the cause may be preferred. All currently deployed networks should be covered in the study, including LTE.  . 
The study will focus initially on providing a solution that does not require UE modifications.  The study will continue to analyze and identify scenarios and sources for signalling plane overload, impacted core network nodes and interfaces identified in R11, including EPC signalling overload resulting from attachment to non-3GPP networks, overload prevention mechanisms.
The study for solutions and evaluations will be organized as follows:


· Solutions and evaluation of network signalling overload for SS7 and MAP. 
· Solutions and evaluation of network signalling overload control for Diameter base protocol to avoid failure due to congestion. This includes Diameter signalling from the core network to HSS, PCRF and from signalling to 3GPP AAA.
· 
· 
· Evaluation of overload aspects of core network solutions to optimize periodic LAU/TAU/RAU signalling, NAS reject and retransmission.
· Avoiding core network overload due to RAN node failure. 
· Impact of node deployment for 2G, 3G and 4G (e.g. SGSN, MME as combined node). 
· Overload prevention mechanisms for core network interfaces including the interfaces identified in attached table in section 3.

· 






5
Service Aspects

No services should be impacted. 

6
MMI-Aspects

N/A
7
Charging Aspects

N/A
8
Security Aspects

Any potential security aspects are to be determined.

9
Impacts *

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	X
	

	No
	X
	X
	
	
	

	Don't know
	 
	 
	X
	
	X
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Expected Output and Time scale *

	New specifications *

[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR23.843
	Core Network Overload Study
	SA2
	
	SA#61 (Sept 2013)
	 SA#62 (Dec 2013)
	Conclusion of each item may lead to normative work.

	
	
	
	
	
	
	

	Affected existing specifications *

[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments
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12
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