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Abstract:
CT1 has introduced the issue on handling Session Management requests from UE with MM back-off timer running in LS S2-121179. In the LS, CT1 points out that the current congestion control mechanism could not stop CONNECTED mode UE initiating any SM/ESM signalling, then these SM/ESM signalling cause negative impacts on network load while the network is under congestion situation. This paper aims to analyse the related scenarios and possible solutions.

1. Background
In the CT1#72 meeting, CT1 introduced that a UE with MM back-off timer running can initiate TAU/RAU/Service Request to establish PDN connection for emergency bearer service, which makes the UE enter into CONNECTED mode, however, CT1 found once the UE enters into CONNECTED mode, the current NAS level congestion control mechanism could not stop UE initiating any SM/ESM signalling, if the APN associated with the SM/ESM signalling is not congested according to current APN congestion criteria or the APN is not configured to subject to session management congestion control. Then, the network overload situations will be increased by these NAS signalling.
Therefore, CT1 asks SA2 whether the non-emergency signalling from CONNECTED mode UE with MM back-off timer running need to be prevented.
2. Scenarios
About the issue raised in the LS, standing on the network side, no matter whether the UE has an MM back-off timer running or not, the NAS signalling from CONNECTED mode UE will increase the network overload situations.

Following scenarios which could increase the network load should be analysed.
2.1. IDLE mode UE cheating the network by initiated emergency services first
If a UE has a PDN connection for emergency bearer service established, or is establishing PDN connection for emergency bearer service, the UE is allowed to initiate TAU/RAU/Service Request to enter into CONNECTED mode, no matter whether the MM back-off timer is running or not. Then, the UE could initiate any SM/ESM signalling and cause issue as introduced in the LS S2-121179.
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Figure 2-1 IDLE mode UE
If the non-emergency signalling from CONNECTED mode UE with MM back-off timer running are not prevented, the network overload situations will be increased by these signalling. Even if the network can reject the requests, the UE can re-send the requests again and again, as the network didn’t include an SM/ESM back-off timer in the reject message.
Furthermore, a misbehaviour/ malicious UE may break the restriction of running mobility management back-off timer by attempting to establish emergency PDN connection. e.g. a UE can attempt to initiate TAU/RAU/SERVICE REQUEST for emergency bearer service first, waiting for the network accepting the request, the UE tears down the emergency PDN connection immediately (e.g. the caller can hang up the phone when hearing first ring back), and tries to initiate PDN connectivity requests for non-emergency service, In this scenario, the mobility management back-off timer can not prevent such UE to obtain network resources, this situation must be avoided.
2.2. UE entered the CONNECTED mode before the network overloaded
If a UE has been in CONNECTED mode before the network becomes overload, the UE is also allowed to initiate any SM/ESM signalling. In this case, the signalling from CONNECTED mode UE can also deteriorate the network overload situations.
According to analysis of the scenarios, in order to prevent the overloaded network becoming further overload those signalling need to be prevented.

Proposal 1: Under general overload conditions, the non-emergency SM/ESM signalling from CONNECTED mode UE needs to be prevented.

3. Existed mechanism
Related existed mechanism (as mentioned in the LS S2-121179), for UE configured for NAS signalling low priority, , which can be found in 3GPP TS 23.401 or TS 23.060, e.g. the subclause 4.3.17.4 in TS 23.401:
“-
for all procedures related to an emergency PDN connection; used for IMS Emergency sessions that are to be prioritized as per the requirements for IMS Emergency session procedures (see clause 4.3.12). When an emergency PDN connection gets established, the MME may, based on MME configuration, initiate the deactivation of any non-emergency PDN connection using the MME requested PDN disconnection procedure described in clause 5.10.3;”
This mechanism requires that, the SGSN/MME deactivates all non-emergency PDN connections when the UE configured for NAS signalling low priority gets an emergency PDN connection established.

However, this mechanism could not solve the issue caused by Session Management requests from CONNECTED mode UE without emergency PDN connection established.
Furthermore, If this mechanism is applied to normal priority UE, then the normal priority UE could not get normal service and emergency service simultaneously, which will cause bad user experience.

Therefore, the current mechanism for UE configured for NAS signalling low priority is not applicable to all cases.
Conclusion 1: the existing mechanism for UE configured for NAS signalling low priority is not a full solution, and is not applicable to normal priority UE.
4. Possible solutions
There may be several solutions could be chosen:

Solution 1. The network becomes overload, when the network receives an SM/ESM requests from CONNECTED mode UE, the network deactivates all non-emergency PDN connections.
This solution proposes that, after the network is under general overload condition:
1) If the network receives a PDN connectivity request for emergency bearer service, the network accepts the request, and deactivates all non-emergency PDN connections to make UE act as emergency attach; 
2) If the network receives a PDN connectivity request for emergency bearer service, and the UE has the PDN connection for emergency bearer service, the network rejects the request, and deactivates all non-emergency PDN connections to make UE act as emergency attach;
3) If the network receives a PDN connectivity request for emergency bearer service, and the UE has no PDN connection for emergency bearer service, the network rejects the request, and initiates network initiated detach procedure.
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Figure 2-1 Solution 1

If the network is under general overload condition, the network could simply deactivate all non-emergency PDN connections, and only keep PDN connection for emergency bearer service.

However, this solution doesn’t allow UE to get full services, i.e. emergency bearer service and normal service, even interrupts the ongoing service if the UE entered into CONNECTED mode before the network becomes overload. 

Pros: Simple and no impact on UE side.
Cons: Impact on network side:

- New triggers of deactivating non-emergency PDN connection(s) and detach procedure are introduced.
- Signalling consumption for deactivating non-emergency PDN connection(s)
Bad user experience: 
- Ongoing service will be interrupted; 
- Full services can not be got even the UE has accessed the network with normal attach procedure.
Solution 2. Under general overload condition, the network rejects any non-emergency SM/ESM requests from CONNECTED mode UE and includes a Session Management back-off timer in the reject message.
In current specification 3GPP TS 23.401, It is possible for SGSN/MME to reject any NAS signalling when the SGSN/MME is overload, e.g.:
“The MME shall contain mechanisms for avoiding and handling overload situations. These can include the use of NAS signalling to reject NAS requests from UEs.” –subclause 4.3.7.1.4
For Mobility Management requests, it has been specified that the network will apply General NAS level Mobility Management congestion control to prevent UE to send the request before the assigned MM back-off timer expires.
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Figure 2-2 Solution 2

The problem is that, for Session Management requests, even the network rejects the request, the UE is still allowed to re-send the NAS request again and again, if the network didn’t include a Session Management back-off timer, therefore, this solution adds an SM back-off timer into the reject message when the network becomes overload.
However, under the general overload condition, the APN based Session Management congestion control the APN may not be activated according to current criteria in the specification, since the APN may not be in congestion, the network can not calculate the value of SM back-off timer. Possible value of the assigned SM back-off timer is based on the duration of SGSN/MME overload. The network could evaluate the duration of the overload to decide the value of session management back-off timer, and include the timer value in the session management reject message..
Pros: Simple and no impact on UE side.

Cons: Impact on network side.
- Session Management congestion control under general overload conditions is introduced: under general overload conditions, the SGSN/MME needs to calculate the SM back-off timer even APN associated with the Session Management request is not congested.

5. Proposed way forward
Both of solution 1 and solution 2 have impact on network side, but solution 1 requires extra signalling consumption to deactivate non-emergency PDN connections, and will cause bad user experience. it is proposed to adopt solution 2 as the way forward.
Proposal 2: Further investigating solution 2, and adopting solution 2 as the way forward.
We would like SA2 to discuss the mentioned problems, and agree the above proposals.
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