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1. Overall Description:

TSGA SA has forwarded the GSMA Wi-Fi Roaming Task Force LS to SA2 asking to consider in its work questions 3, 4, 7 and 8 and address them as appropriately. 
Question 3: “3GPP  are requested to clarify the definition of the terms ‘trusted’ and ‘untrusted’ when used in relation to Wi-Fi networks, in particular relative to the WFA concepts of ‘secure’ and ‘insecure’ link security.  These terms are found in 3GPP documents, but it is not clear how networks are classified and what conditions determine the categorisation a network falls into.  These terms carry considerable implication, and so GSMA and WBA would like to use them in a manner that is consistent with the intent of 3GPP.”

SA2 answer: the terms “trusted” and “untrusted” defined by 3GPP are not directly related to the specific level of security of a Wi-Fi network. 
3GPP TS 24.302 section 4.1 states:

 “The HPLMN operator of the EPC selects whether a connected non-3GPP IP access network is a trusted or untrusted IP access network”. 
Based on this decision, the communication between the UE and the EPC can be considered trusted or untrusted. 
“Trusted” refer to a decision of the home 3GPP operator as to whether a Wi-Fi network is trusted or not (based e.g. on security features, deployment, roaming agreement, etc.) and is a conclusion that applies to that specific network/operator. 3GPP TS 33.402 states:

4.2
Trusted non-3GPP Access

When all of the security feature groups are considered sufficiently secure by the home operator, the non-3GPP access is identified as a trusted non-3GPP access for that operator.

4.3
Untrusted non-3GPP Access

When one or more of the security feature groups is considered not sufficiently secure by the home operator, the non-3GPP access is identified as an untrusted non-3GPP access for that operator.
If the communication is considered untrusted, an IPSec tunnel is established between the WiFi device and the 3GPP core network to secure the connection. 3GPP TS 24.302 section 6.2.1 also states:

For a UE, the trust relationship of a non-3GPP IP access network is determined by the home PLMN operator. That trust relationship is indicated to the UE via the following methods:

-
Pre-configured policies in the UE by the home PLMN operator.

-
Dynamic indication during 3GPP-based access authentication.

In this way, it is independent of the specifications as to how the HPLMN determines if a given Wi-Fi network is trusted or untrusted. 
Question 4: 3GPP are requested to include support for IEEE 802.11u within all appropriate 3GPP specifications relating to Wi-Fi access.

SA2 answer:  3GPP SA2 is starting a new WID whose description is attached to this LS that will contain an analysis phase to investigate what features of 802.11u can and should be integrated and to investigate what changes are required for integration of these 802.11u features in 3GPP specifications.
Question 7: Upon completion of the WFA work on Subscription MO, WFA and 3GPP are requested to work together to align their definitions to ensure consistency on this subject.  GSMA and WBA would also like WFA to forward the Subscription MO to us to check it’s appropriateness to meet requirements from the Task Force, once the Subscription MO is finalised.
SA2 answer: 3GPP SA2 is starting a new WID whose description is attached to this LS that will contain an analysis phase to investigate these issues.
Question 8: Once the Subscription MO is finalised, WFA and 3GPP are requested to work together to update ANDSF to align with the relevant parts of the HotSpot 2.0 MO.

SA2 answer:  3GPP SA2 is starting a new WID whose description is attached to this LS that will contain an analysis phase to investigate these issues.
2. Actions:

To: GSMA Wi-Fi Roaming Task Force
ACTION: 
TSG SA2 kindly asks GSMA Wi-Fi Roaming Task Force to take into account the answers provided. 
To: TSG CT1, TSG SA3

ACTION: 
TSG SA2 kindly asks TSG CT1 and TSG SA3 to provide comments, if needed, on the WID proposal.  
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