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*** 1st change ***
4.5
Application Detection and Control

The application detection and control feature comprise the request to detect the specified application traffic, report to the PCRF on the start or stop of application traffic and to apply the specified enforcement actions.

Two models may be applied, depending on operator requirements: solicited and unsolicited application reporting.

Solicited application reporting: The PCRF shall instruct the TDF, or the PCEF enhanced with ADC, on which applications to detect and report to the PCRF by activating the appropriate ADC rules. The PCRF may, in a dynamic ADC rule, instruct the TDF or PCEF enhanced with ADC, what enforcement actions to apply for the detected application traffic. The PCRF may activate application detection only if user profile configuration allows this.

Unsolicited application reporting: The TDF is pre-configured on which applications to detect and report. The enforcement is done in the PCEF. It is assumed that user profile configuration indicating whether application detection and control should be enabled is not required.

The report to the PCRF shall include the same information for solicited and unsolicited application reporting that is whether the report is for start or stop, the detected Application Identifier and, if deducible, the service data flow descriptions for the application user plane traffic.

For the application types, where multiple instances are deducible, the Start of an application may be indicated multiple times, including the application instance identifier to inform the PCRF about the different instances of the same application and if deducible the service data flow descriptions belonging to that application instance. The application instance identifier is dynamically assigned by TDF or PCEF enhanced with ADC rules in order to allow correlation of application Start and Stop events to the specific application instance.

For the solicited application reporting model:

-
For those cases, where service data flow description for the detected applications is not possible to be provided by the TDF to the PCRF, the TDF shall perform gating, redirection and bandwidth limitation for the detected applications, if required. The existing PCEF/BBERF functionality remains unchanged.

NOTE:
Redirection may not be possible for all types of detected application traffic (e.g. this may only be performed on specific HTTP based flows).

-
For those cases, where service data flow description is provided by the TDF to the PCRF, the actions resulting of application detection may be performed by the PCEF, as part of the charging and policy enforcement per service data flow and by the BBERF for bearer binding as defined in this document, or may be performed by the TDF as described above.

The application detection and control shall be implemented either by the TDF or by PCEF enhanced with ADC.

For the solicited application reporting, it is PCRF's responsibility to coordinate the PCC rules with ADC rules in order to ensure consistent service delivery.

Usage monitoring, as described in clause 4.4, may be activated in conjunction with application detection and control. The usage monitoring functionality is only applicable to solicited application reporting model.

*** Next change ***
6.1.4
Event Triggers

The Event Reporting Function (ERF) performs event trigger detection. When an event matching the event trigger occurs, the ERF shall report the occurred event to the PCRF. The Event Reporting Function is located either at the PCEF or, at the BBERF (if applicable) or, at the TDF for solicited application reporting (if applicable).

The event triggers define the conditions when the ERF shall interact again with PCRF after an IP‑CAN session establishment. The event triggers that are required in procedures shall be unconditionally reported from the ERF, while the PCRF may subscribe to the remaining events. Whether an event trigger requires a subscription by the PCRF is indicated in column 4 in table 6.2 below.

The PCRF subscribes to new event triggers or remove armed event triggers unsolicited at any time or upon receiving a request from the AF, an event report or rule request from the ERF (PCEF or BBERF or TDF) using the Provision of PCC Rules procedure or the Provision of QoS Rules procedure (if applicable) or the Provision of ADC Rules procedure (if applicable). If the provided event triggers are associated with certain parameter values then the ERF shall include those values in the response back to the PCRF. Event triggers are associated with all rules at the ERF of an IP‑CAN session (ERF is located at PCEF) or Gateway Control session (ERF is located at BBERF) or with Traffic Detection session (ERF is located in TDF). Event triggers determine when the ERF shall signal to the PCRF that an IP‑CAN bearer has been modified. It shall be possible for the ERF to react on the event triggers listed in table 6.2.

Table 6.2: Event triggers

	Event trigger
	Description
	Reported from
	Condition for reporting

	PLMN change
	The UE has moved to another operators' domain.
	PCEF
	PCRF

	QoS change
	The QoS of the IP‑CAN bearer has changed (note 3).
	PCEF, BBERF
	PCRF

	QoS change exceeding authorization
	The QoS of the IP‑CAN bearer has changed and exceeds the authorized QoS (note 3).
	PCEF
	PCRF

	Traffic mapping information change
	The traffic mapping information of the IP‑CAN bearer has changed (note 3).
	PCEF
	Always set

	Resource modification request
	A request for resource modification has been received by the BBERF/PCEF (note 6).
	PCEF, BBERF
	Always set

	Routing information change
	The IP flow mobility routing information has changed
	PCEF
	Always set if IP flow mobility is supported

	Change in type of IP‑CAN (see note 1)
	The access type of the IP‑CAN bearer has changed.
	PCEF
	PCRF

	Loss/recovery of transmission resources
	The IP‑CAN transmission resources are no longer usable/again usable.
	PCEF, BBERF
	PCRF

	Location change (serving cell) (see note 10)
	The serving cell of the UE has changed.
	PCEF, BBERF
	PCRF

	Location change (serving area)
(see notes 4 and 10)
	The serving area of the UE has changed.
	PCEF, BBERF
	PCRF

	Location change (serving CN node)
(see notes 5 and 10)
	The serving core network node of the UE has changed.
	PCEF, BBERF
	PCRF

	Out of credit
	Credit is no longer available.
	PCEF
	PCRF

	Enforced PCC rule request
	PCEF is performing a PCC rules request as instructed by the PCRF.
	PCEF
	PCRF

	Enforced ADC rule request
	PCEF/TDF is performing an ADC rules request as instructed by the PCRF.
	PCEF, TDF
	PCRF

	UE IP address change (see note 9)
	A UE IP address has been allocated/released
	PCEF
	Always set

	Access Network Charging Correlation Information
	Access Network Charging Correlation Information has been assigned.
	PCEF
	PCRF

	Usage report

(see note 7)


	The IP-CAN session or the Monitoring key specific resources consumed by a UE either reached the threshold or needs to be reported for other reasons.
	PCEF, TDF
	PCRF

	Start of application traffic detection and

Stop of application traffic detection (see note 8)
	The start or the stop of application traffic has been detected.
	PCEF, TDF
	PCRF

	SRVCC CS to PS handover
	A CS to PS handover has been detected
	PCEF
	PCRF

	Access Network Information report
	Access information as specified in the Access Network Information Reporting part of a PCC rule.
	PCEF, BBERF
	PCRF

	NOTE 1:
This list is not exhaustive. Events specific for each IP‑CAN are specified in clause A.

NOTE 2:
A change in the type of IP‑CAN may also result in a change in the PLMN.

NOTE 3:
Available only when the bearer binding mechanism is allocated to the PCRF.

NOTE 4:
A change in the serving area may also result in a change in the serving cell, and a change in the serving CN node.

NOTE 5:
A change in the serving CN node may also result in a change in the serving cell, and possibly a change in the serving area.

NOTE 6:
Available only when the IP‑CAN supports corresponding procedures for bearer independent resource requests.

NOTE 7:
Usage is defined as volume of user plane traffic.

NOTE 8:
The start and stop of application traffic detection are separate event triggers, but received under the same subscription from PCRF.

NOTE 9:
If TDF for solicited application reporting is applicable, upon receiving this event report from PCEF, PCRF always updates the TDF.

NOTE 10:
Due to the potential increase in signalling load, it is recommended that such event trigger subscription is only applied for a limited number of subscribers.


If the Location change trigger is armed, the relevant IP‑CAN specific procedure shall be implemented to report any changes in location to the level indicated by the trigger. If credit-authorization triggers and event triggers require different levels of reporting of location change for a single UE, the location to be reported should be changed to the highest level of detail required. However, there should be no request being triggered for PCC rules or QoS rules (if applicable) update to the PCRF if the report received is more detailed than requested by the PCRF.

IP‑CAN bearer modifications, which do not match any event trigger, shall cause no interaction with the PCRF.

The QoS change event trigger shall trigger the PCRF interaction for all changes of the IP‑CAN bearer QoS. The QoS change exceeding authorization event trigger shall only trigger the PCRF interaction for those changes that exceed the QoS of the IP‑CAN bearer that has been authorized by the PCRF previously. The ERF shall check the QoS class identifier and the bandwidth.

The Resource modification request event trigger shall trigger the PCRF interaction for all resource modification requests not tied to a specific IP‑CAN bearer received by PCEF/BBERF. The resource modification request received by PCEF/BBERF may include request for guaranteed bit rate changes for a traffic aggregate and/or the association/disassociation of the traffic aggregate with a QCI and/or a modification of the traffic aggregate.

The routing information change event trigger shall trigger the PCRF interaction for any change in how the IP flow is routed (i.e. IP flow mobility routing rules). The routing information change received by the PCEF is specified in TS 23.261 [23].

The enforced PCC rule request event trigger shall trigger a PCEF interaction to request PCC rules from the PCRF for an established IP‑CAN session. This PCEF interaction shall take place within the Revalidation time limit set by the PCRF in the IP‑CAN session related policy information (clause 6.4).

The enforced ADC rule request event trigger shall trigger a PCEF/TDF interaction to request ADC rules from the PCRF for an established IP-CAN/TDF session. This PCEF/TDF interaction shall take place within the ADC Revalidation time limit set by the PCRF in the IP-CAN/TDF session related policy information (clause 6.4).

NOTE 1:
The enforced PCC rule request and the enforced ADC rule request mechanisms can be used to avoid signalling overload situations e.g. due to time of day based PCC/ADC rule changes.

The UE IP address change event trigger applies to the PCEF only and shall trigger a PCEF interaction with the PCRF in case a UE IPv4 address is allocated or released during the lifetime of the IP‑CAN session.

The Access Network Charging Correlation Information event shall trigger the PCEF to report the assigned access network charging identifier for the PCC rules that are accompanied with a request for this event at activation.

To activate usage monitoring, the PCRF shall set the Usage report event trigger and provide applicable usage thresholds for the Monitoring key(s) that are subject to usage monitoring in the requested node (PCEF or TDF). The PCRF shall not remove the Usage report event trigger while usage monitoring is still active in the PCEF/TDF.

If the Usage report event trigger is set and the volume thresholds, earlier provided by the PCRF, are reached, the PCEF or TDF (whichever received the event trigger) shall report this event to the PCRF.

The Start of application traffic detection and Stop of application traffic detection events shall trigger a PCEF or a TDF interaction with PCRF once the requested application traffic is detected (i.e. Start of application traffic detection) or the end of the requested application traffic is detected (i.e. Stop of application traffic detection) for the solicited application reporting. The Application Identifier and service flow descriptions, if deducible, shall also be included in the report. If the detection for the application traffic reports Start/Stop for individual instances of usage independently, then an application instance identifier that is unique for the Gx or Sd session should be included in the report both for Start and for Stop of application traffic detection. This is to unambiguously match the Start and the Stop events.

NOTE 2:
 An ADC rule for an application that permits multiple instances of usage in parallel may need to keep track of the number of instances in use by detecting the start and stop of each instance individually. This does not, however, imply that the separate reporting of instances is required for that particular ADC rule.

The SRVCC CS to PS handover event trigger shall trigger a PCEF interaction with the PCRF to inform that a CS to PS handover procedure has been detected. The PCRF shall ensure, as specified in TS 23.216 [28], to allow voice media over the default bearer during the course of the CS to PS SRVCC procedure.

At PCC rule activation, modification and deactivation the ERF shall report, as specified in the PCC/QoS rule, the user location information and/or UE Timezone to the PCRF.

The PCRF shall report the user location information and/or UE Timezone to the AF upon receiving an Access Network Information report corresponding to the AF session from the ERF.

If the event trigger for Access Network Information reporting is set, the ERF shall, upon completion of an IP-CAN bearer establishment, modification or termination procedure, or upon termination of the IP-CAN session, check the Access Network Information report parameters (User Location Report, UE Timezone Report) of the corresponding PCC/QoS rules and report the user location, and/or UE Timezone to the PCRF accordingly. The ERF shall not report subsequent access network information updates when PCC/QoS rules bound to a bearer for which the event trigger access network information is met.

If the ERF receives a PCC/QoS rule with Access Network Information report parameters (User Location Report, UE Timezone Report) set and there is no bearer signalling related to this PCC/QoS rule (i.e. pending IP-CAN bearer signalling initiated by the UE or bearer signalling initiated by the ERF), the ERF shall initiate a bearer signalling to retrieve the current access network information of the UE and forward it to the PCRF afterwards.

*** Next change ***
6.2.2.5
Application Detection

The PCEF shall detect Start and Stop of the application traffic for the Application Detection and Control (ADC) rules that the PCRF has activated at the PCEF. The PCEF shall report, if the PCRF has subscribed to the event, to the PCRF:

-
For the Start of application event trigger: the Application identifier and optionally  the application instance identifier and the service data flow descriptions to use for detecting that application traffic with a dynamic PCC rule as defined in clause 6.1.4.

-
For the Stop of application event trigger: the Application identifier and if the application instance identifier was reported for the Start, also the application instance identifier as defined in the clause 6.1.4.

The PCEF shall consider all the traffic in the IP-CAN session for detection with an ADC rule.

*** Next change ***
6.8.2
Application Detection and Control rule operations

Application Detection and Control rule operations apply for solicited reporting and consist of activation, modification and deactivation of ADC rules.

Activation: The PCRF provides the ADC Rule identifier to the PCEF enhanced with ADC or TDF. The PCRF may provide data for usage monitoring and enforcement control for a dynamic ADC rule.

An active ADC rule means that:

-
The application traffic, matching the corresponding application, is detected; and

-
Start or stop of application traffic is reported to the PCRF, if applicable and requested by the PCRF;
-
 the Start notification includes the ADC Rule identifier, the Application Identifier, if the ADC rule reports usage instance of the same application individually an application instance identifier and, if deducible, the service data flow filters,  and
-
the Stop notification includes one or more of the ADC rule identifier, Application identifier and if reported with the start notification, the application instance identifier of the corresponding Start report

-
Monitoring and enforcement, as specified within the rule, is applied.
The PCRF may, at any time, modify an active, dynamic ADC rule.

The PCRF may, at any time, deactivate an active ADC rule. The IP‑CAN session termination shall deactivate all ADC rules for that IP‑CAN session.

Application Detection and Control rule activation/deactivation operations can also be performed in a deferred mode. For this case, the PCRF shall indicate a time at which the relevant ADC rule operation shall be performed by the PCEF or the TDF.

The PCRF shall always provide complete ADC rules when the deferred mode is used. If a deferred ADC rule operation is received by the PCEF or the TDF and there is already a stored ADC rule operation with the same ADC Rule Identifier, this newly received ADC rule operation shall replace the stored ADC rule operation. If an ADC rule operation (non-deferred) is received for an ADC rule which has a pending deferred ADC rule operation, the deferred ADC rule operation shall no longer be valid.
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