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Abstract of the contribution: This discussion paper proposes an additional solution for the propagation  of the H(e)NB local IP address that does not require the modification of the IKv2 protocol between the H(e)NB and the SeGW. It relies on the same solution that require the network (H(e)NB GW or MME, if the HeNB GW is not deployed) to verify  the H(e)NB ID and related identities( e.g. CSG) per new SA3 requirements in TS 33.320.
1. Introduction
This discussion paper proposes an additional solution for the propagation  of the H(e)NB local IP address that does not require the modification of the IKEv2 protocol between the H(e)NB and the SeGW. It relies on the same solution and interfaces that require the network (H(e)NB GW or MME, if the HeNB GW is not deployed) to verify  the H(e)NB ID and related identities( e.g. CSG) per new SA3 requirements in TS 33.320.

2. Background

2.1  H(e)NB ID Verification Requirements

     SA3 determined that information sent to the network by the H(e)NB  after the IPSec tunnel establishment cannot be trusted. In order to verify the HeNB ID and related identities ( i.e. CSG) SA3 TS 33.320, section 4.4.9  includes the following:
The requirements on the H(e)NB identity and operating access mode verification in the network are:

-
The network shall implement a verification that the identity used by the H(e)NB for communicating with the network is either the same identity that is used for authenticating to the SeGW or an identity related to this authenticated identity. In case the H(e)NB uses a related identity to communicate with the network, that related H(e)NB identity shall have a secure mapping to the identity that is used for authenticating to the SeGW. The above verification shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, an MME implementing the above verification shall be deployed.

-
The network shall implement a verification that the H(e)NB is allowed to operate in the access mode (i.e. closed, hybrid or open mode) indicated by the H(e)NB. The above verification shall be implemented in the H(e)NB-GW. If a HeNB-GW is not deployed, the above verification shall be implemented in the MME.

-
For all H(e)NBs operating in closed access mode, the above verifications should be applied.
3.   H(e)NB Local IP@ Address Propagation Solutions
3.1 SA2 REL 11 Solution for the H(e)NB Local IP address Propagation – IKEv2 Modification
The high level diagram  below depicts the solution that relies on IKEv2 enhancements to enable the SeGW  to send the local IP address the HeNB . The HeNB loops back to the network the local IP address.
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Figure 3.1 SA2 solution for HeNB Local IP address propagation 

3.2  SA2 REL 11 Common Solution for H(e)NB ID Verification and BBAI  H(e)NB Local IP address Propagation – New SeGW Interface  for H(e)NB Verification

SA3 TS 33.320 requirements imply that the H(e)NB GW, or the MME if the HeNB GW is not deployed, and the  SeGW must exchange or share H(e)NB data such as HeNB Identity or related identity (e.g. CSG, inner IP address) obtained at the SeGW at IPSec establishment/authentication time. Since exchange or sharing of data is planned between the SeGW and H(e)NB GW by some mechanism, it is  possible  to reuse it to also provide the local IP address information. Reusing this exchange would be an alternative to the extension of IKEv2 protocol. Reusing this exchange could also avoid involving the H(e)NB in the transfer of this information to the CN.

The high level diagrams  below depicts one possible solution that relies on the SeGW – H(e)NG GW/MME interface  to enable the SeGW  to send the H(e)NB ID and related identities, and the H(e)NB local IP address . (For simplicity only the HeNB and MME variant is shown.)
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Figure 3.2  H(e)NB ID verification* and Local IP address propagation solution

*  Direct SeGW – MME interface is a potential solution.. Another potential solution would be for the SeGW to send the information to the AAA and for the H(e)GW/MME to retrieve it (from the AAA). 
Note that SA3 does not require a standardized solution for REL 11 in order to implement the new requirements in TS 33.320. This paper doesn’t request to standardize how the data is exchanged between SeGW and H(e)GW/MME.  The interface could remain proprietary. A Joint SA2-SA3 effort may be required for REL12 if a standardized solution is desired.

For BBAI, diagrams in 3.1 and 3.2 above reveal that both solutions are identical once the H(e)NB local IP address is delivered to the MME/network. From stage-3 specification perspective the same RANAP/S1 interfaces are impacted.
4. Proposal


We are proposing that SA2 includes an additional solution for the H(e)NB local IP address propagation that relies on the same solution (which doesn’t necessarily need to be standardized) required for the H(e)NB ID and related identities verification per SA3 TS 33.320 requirements. 
Accompanying TS 23.139 CR is in S2-12xxxx.
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