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Abstract of the contribution: This paper proposes to introduce a proxy function for identifier translation at the egress of the 3GPP network.
1. Discussion

MSISDN is currently provided by the 3gpp network at external interfaces to other networks like corporate networks, e.g. via Gi/SGi to a corporate AAA server (using RADIUS or DIAMETER) to authenticate corporate users and allocate an IP address. Replacing the MSISDN in the network by the newly defined external identifier (NAI, FQDN, etc.) would require updates to a lot of internal interfaces (e.g. HSS to MME/SGSN/MSC, SGSN to GGSN and MME to S/PGW). In addition, the external identifier may be several times larger than the MSISDN, so enhancing all these internal interfaces only for the purpose to provide the external identifier at the egress of the network (e.g. at Gi and SGi), while internally the IMSI is used, seems not justified. This necessitates the need to define a solution that does not require the external identifier to be included at every internal interface while at the same time ensure that IMSI is not exposed outside the operator domain (e.g. to the corporate AAA server).

Proposal is to define a new functional entity in the architecture called “MTC-Proxy” that resides at the egress of the network (similar to the MTC-IWF which resides at the ingress of the network) and replaces the network internally used IMSI by the external identifier. The MTC-Proxy can be a standalone entity or collocated with other network elements (MTC-IWF, operator AAA server or GGSN/PGW). The MTC-Proxy is in the routing path of messages that contain the IMSI for which the destination is outside the network. Thus it can replace the IMSI with the external identifier before it leaves the network boundaries.

In case of Gi/SGi, the MTC-Proxy should be configured as a first hop in the GGSN/PGW for corporate APNs. For those APNs the RADIUS/DIAMETER requests are finally destined for an AAA server in the external corporate network. The MTC-Proxy receives AAA requests and responses. It replaces the IMSI with the external identifier and vice versa before routing the request/response further on. So the impact to GGSN/PGW is limited to update in the configuration.
The destination (external) AAA server is simply configured per APN in the MTC-Proxy as done today in the GGSN/PGW. The MTC-Proxy may query the HSS with the IMSI to retrieve the corresponding external identifier and store this mapping for further usage. To avoid too many queries the MTC-Proxy can cache the IMSI/external Id mapping or request the HSS to be notified of change in the mapping (e.g. due to OA&M) for external identifier(s) stored in the MTC-Proxy, which should not happen often. The MTC-Proxy may also store the GGSN/PGW (originator of the request) information corresponding to the request. This may help the MTC-Proxy to forward the response back to the GGSN/PGW upon receiving the response from the AAA server. Alternatively it can use routing information provided in routing headers of AAA request/response messages.

If the MTC-Proxy is collocated with the MTC-IWF, the IWF needs to query the HSS anyhow when it receives an incoming device trigger request via Tsp interface and stores the IMSI/external identifier mapping. If the device trigger request leads to the establishment of a PDN connection and GGSN/PGW sends an AAA request via Gi/SGi to the MTC-Proxy (as configured per APN), the proxy as collocated with the MTC-IWF knows the IMSI/external identifier mapping already and can easily replace the IMSI by the external identifier before routing the request further on.

MTC-Proxy functionality when it is used as Gi/SGi proxy:

· Identifying the destination external AAA server for messages from GGSN/PGW based on configuration information (corporate APN -> external AAA server mapping).

· Replace IMSI with external identifier for messages from GGSN/PGW to external AAA server.

· Replace external identifier with IMSI for messages from external AAA server to GGSN/PGW.

· Forwarding the response from external AAA server to the appropriate GGSN/PGW.

· Cache IMSI -> external identifier mapping to avoid multiple HSS queries.

· May request HSS for “mapping change notification” for cached IMSI -> external identifier mapping.

2. Proposal
It is proposed to agree the following changes to 3GPP TS 23.682.
* * * First Change * * * *
4.4.4
GGSN/PGW

GGSN and PGW specific functionality to support the Indirect and Hybrid models of MTC:
-
Based on APN configuration and unavailability of MSISDN and External Identifiers(s) in the GGSN/PGW, the GGSN/PGW may either query a MTC AAA server for retrieval of External Identifier(s) based on IMSI or route RADIUS/Diameter requests for AAA servers in external PDNs (as specified in TS 29.061 [8]) via a MTC AAA proxy. 

* * * Next Change * * * *
4.4.x
MTC AAA 
To support translation of the IMSI to External Identifier(s) at the network egress, an AAA function (MTC AAA) is used in the HPLMN. The MTC AAA may be deployed to return the External Identifier(s) based on IMSI. Alternatively the MTC AAA may be deployed as a RADIUS/Diameter proxy between the GGSN/PGW and the AAA server in the external PDN.
The functionality of the MTC AAA when deployed as an AAA Server includes the following:
- 
return the external identifier(s) corresponding to an IMSI;
- 
may query the HSS with IMSI to retrieve the External Identifier(s) and may cache IMSI/External Identifier mapping to avoid multiple HSS queries.

The functionality of the MTC AAA when deployed as an AAA Proxy includes the following:
- 
replace IMSI with an External Identifier for messages to an external AAA server;

Editor’s Note: It is FFS how the MTC AAA behaves in case multiple External Identifiers map to the same IMSI.
- 
replace External Identifier with IMSI for messages from an external AAA server;
- 
identifying the destination external AAA server using standard RADIUS/Diameter procedures;
- 
may query the HSS with IMSI to retrieve the external identifier(s) and may cache IMSI/External Identifier mapping to avoid multiple HSS queries.
* * * Next Change * * * *
4.6
Identifiers 

Identifiers relevant for the 3GPP network are specified in TS 23.003[4].

A UE used for MTC has one IMSI and may have one or several External Identifier(s) that are stored in the HSS. 
NOTE 1: Use of External Identifiers is not restricted to MTC only.
External Identifier shall be globally unique. It shall have the following components:
a.    Domain Identifier that identifies a domain that is under the control of a Mobile Network Operator (MNO). The Domain Identifier is used to find appropriate MTC-IWF to be used. Domain Identifier may have further classification, for example to identify MTC-IWF specific for application.

b.    Local Identifier that is assigned by the Mobile Network Operator. This identifier is used to derive or obtain the IMSI. The Local Identifier shall be unique within the applicable domain. 

NOTE 2: Use of IMSI outside the 3GPP operator domain is dependent on the operator policy.

* * * End Changes * * * *
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