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3GPP SA WG3 would like to ask the following questions related to SIMTC Rel-11 prioritised features and get inputs from SA2 for further work progress on the security aspects. The questions are as follows: 
A.  MTC Architecture

1. TS 23.682 v0.1.0 mention the security related functionalities of the MTC-IWF as "may authenticate the MTC Server before communication establishment with the 3GPP network; may authorize control plane requests from an MTC Server and may support secure communications between the 3GPP network and the MTC server", SA3 would like to get clarified whether the "may" indicates ; functionality in MTC-IWF is optional (some other entity in the network will takecare of this functionality) or the security functionality itself is optional to support? From SA3 perspective, network should support these security functionalities.
It depends on the deployment model (refer TS 23.682, clause 4.1). If MTC-Server is inside operator domain then some of security functions can be optional. 
2. Does SA2 foresee or has any requirement for direct communication/interface between the MTC IWF and the MTC device?. SA3 currently considers the need for secure protection between the MTC device and the MTC-IWF as FFS, SA2 views will be helpful to decide the way forward. 

SA2 doesn’t foresee direct communication/interface between MTC–IWF and MTC device for Rel-11. However, MTC-IWF can send Application-PDU to the MTC device, as part of trigger message, transparently over 3GPP transport.
3. Whether MTC server connects to the outside operators domain ?

As mentioned in TS 23.682, clause 4.1, In case of Indirect Model MTC server can be inside (3GPP operator controlled) and outside (MTC Service provider controlled) the 3GPP operator domain. 
B. Online Device Triggering
1. SA3 would like to know the SA2's current status on Device Triggering feature. Also whether all the three trigger delivery mechanisms (T4, T5 and UP) will be considered or SA2 will choose one or two finally for Rel-11?   
SA2 has not yet reached a conclusion on supporting one or more trigger delivery mechanism.  
2. SA3 has a requirement to distinguish and filter messages based on whether or not they contain a trigger indication and would like to know if SA2 have any solution to distinguish ordinary short messages from short messages for triggering MTC devices received over MTCsms interface e.g. based on payload contents?  Also SA3 would like to know whether SA2 decided whether SMS can be sent direct to MTC devices not via MTC server, or whether all SMS communication with MTC device has to be via MTC server.

SMS can be directly sent to MTC device via MTCsms (renamed as Tsms). Tsms is the interface that encompasses all the various proprietary SMS-SC to SME interface standards (see TR 23.039). Tsms can be used to send a trigger to a UE encapsulated in a MT SMS as an over-the-top application by any network entity acting as a SME. SA2 don’t intent to standardize Tsms. Tsp is a 3GPP standardized interface to facilitate value-added services motivated by MTC (e.g. control plane device triggering).
3. SA3 would like to know whether there is any kind of different types of triggers (based on the information in the trigger message).  

Trigger message can have Application-PDU that is transparently delivered to MTC device. The Application-PDU provides instructions to the MTC Application that may trigger application related actions. The MTC Application in the UE may perform indicated actions, such as for example to initiate communication to the MTC-Server/MTC Application Server, based on the instructions contained in the Application-PDU. 
NOTE: This may not be common understanding in SA2. 

4. Can SA3 expect that all MTC devices will support GBA client to verify the trigger messages protected using GBA push.
Discuss
5. SA3 would like to know whether it is possible for the HSS (based on some information in it) to distinguish that the target device is a normal UE or MTC device.
There is no distinction as MTC device as feature defined for MTC (e.g. device triggering) can apply to normal UEs as well. 
6. SA3 would like to confirm whether the following requirements in TR 23.888 still apply:

The mobile network shall provide security mechanisms that can be used to (cf. TR 23.888 [10]):

· ensure that an MTC Server can only communicate with certain UEs used for MTC;

· ensure that only authorized PDN entities can communicate with the UEs used for MTC;

· ensure that a UE used for MTC can only communicate with the MTC Server(s) of its subscriber, and that communication with any other entity is not possible. 

Yes. Discuss further. 

C. External Interface Security
 

1. Whether MTC device will be aware of the External Identity? or only HSS maintains the IMSI to External identity and vice versa mapping (so that the MTC device is unaware of its external identity)?. 

HSS maintains the IMSI to External Identity mapping. To delivery device trigger MTC-IWF queries HSS using external Identifier to retrieve IMSI and other routing information (e.g.  Serving node IDs, UE trigger capability, HSS trigger policy etc). 
2. What are the specific MTC device identifiers in the external interface? SA3 would like to know the format of the External Identifier.
Structure of External identifier is flexible and has two components – Domain identifier and local identifier as defined in TS 23.682. External identifier for MTC device can be of URI, NAI format and will be defined by CT groups. 
