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______________________________________________________________________________________
Background
During the SA2 discussions on triggering, the issue of spoofed SMSs has been raised several times. In section 7.1.3 of the attached Vodafone contribution S3-120171 (to this week’s SA3 and the SA2/SA3 joint meeting) a couple of approaches by which an SMS based trigger could be secured are described.
Discussion

The impact of these solutions on the existing ‘legacy’ SMS based triggering discussions in SA2 seems relatively minor. However, if new mechanisms were added to the T5 family of interfaces (MTC-IWF to VPLMN CN nodes) then some more rigorous thought would be needed.
The SA2 architecture for MTC is under development, hence S3-120171’s description of the MTC server performing the protection of the USIM application toolkit SMS can still be reviewed: e.g. with the recent SA2 developments, it may be more appropriate that the MTC IWF performs the security functions on the trigger. 
With the USAT approach for securing triggers, study of TS31.111 indicates that it may be necessary to have a new USAT command to enable the USIM to push a ‘USIM-verified trigger SMS’ out of the USIM and into the ME so that the ME can distribute it to the correct application/local destination.

With the GBA approach described in S3-120171, the message flows in TS 23.682 would need to show some interactions with the USIM within the mobile.

Proposal

It is proposed that the SA2/SA3 joint meeting discusses the proposals in S3-120171 along with the baseline trigger flows in [S2-120587] and agree one (or more) route(s) forward on the protection of the trigger messages.
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