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Abstract of the contribution: This paper proposes to trigger devices in a generic format using T5 interface.
1. Discussion

As presented in the discussion paper on “T5 based triggering methods” T5 based triggering in general has the benefit in terms of less complexity with less interfaces, nodes involved thus less implementation complexity which leads to more robustness against failures. There is reduced risk of overload and improved trigger delay / response timing. It fulfils the requirement for triggering “PS only” and “MSISDN-less” devices and allows for future evolution for other features such as small data transmission, monitoring, group device triggering etc. Direct interface makes it suitable for immediate triggering needs.

The trigger request is not bound by SMS message size. A generic format allows providing trigger handling information that could be used by the serving node – such as priority or validity time. This format can also be easily extended if additional information or functionality is needed in future releases.

More importantly, it has reduced complexities in all the involved network elements – IWF, MME, SGSN, UE. Furthermore, there is no need for core network nodes to differentiate generic formats for different purposes since this format is already well protected. Hence secure delivery of the content can be ensured and attacks due to repeated trigger messages (e.g. bogus SMS) on a low cost MTC device can be avoided. Also, if the UE without MSISDN is trying to respond to the trigger by an MO-SMS, it introduces additional complexities since replacement of MSISDN with IMSI poses security threats when sending IMSI externally, and using external id as a replacement has some issues due to the increased size and SMS format not being defined, hence potential impact on charging and backwards compatibility.

Supporting store and forward functionality in the IWF could also be achieved without much complexity by registering for “UE reachability notification” with MME (via HSS).
There seem to be general consensus that device trigger can have application information container (For e.g.: Application ID) that would be transparently delivered to the UE. In such cases there would be similar impact to the UE both SMS and Generic T5 approach as dispatch function (or, intermediate trigger routing function) has to route the trigger to appropriate application on the UE (or, in some cases sensors attached to UE).
Therefore our conclusion is that the complexity introduced in the network nodes due to triggering over T5 in SMS format significantly outweighs the complexity in introducing a new application identifier for generic format. So, our proposed way forward is to:

(1) Keep T5 based device triggering generic i.e. adopt generic format for the trigger message sent on the T5 interface.

(2) Adopt also generic format for the trigger message sent in the NAS signalling interface to the UE.
2. Proposal
It is proposed to agree the following changes to 3GPP TS 23.682.

* * * First Change * * * *
4.3.3.4
S6m Reference Point Requirements

The S6m reference point shall fulfil the following requirements:

-
connect the MTC-IWF to HSS/HLR containing subscription and UE related information; and

-
support interrogation of HSS/HLR to:

-
map E.164 MSISDN or external identifier to IMSI of the associated UE;
-
retrieve serving node information for the UE (i.e. serving SGSN/MME/MSC address);
-
retrieve UE and serving node capability information for direct triggering;

Editor’s Note: Additional message exchange support is FFS and dependent on the solutions selected as part of the conclusions reached for SIMTC.

* * * Next Change * * * *
4.4.2
MTC-IWF

To support the Indirect and Hybrid models of MTC, one or more instances of an MTC InterWorking Function (MTC-IWF) reside in the HPLMN. An MTC-IWF could be a standalone entity or a functional entity of another network element. The MTC-IWF hides the internal PLMN topology and relays or translates signaling protocols used over Tsp to invoke specific functionality in the PLMN.

The functionality of the MTC-IWF includes the following:
-
terminates the Tsp, S6m, T5a, T5b, T5c, T4 and Rf/Ga reference points;

-
may authenticate the MTC Server before communication establishment with the 3GPP network;

-
may authorize control plane requests from an MTC Server;

-
supports the following device trigger functionality:

-
reception of a device trigger request from MTC Server;
-
report to the MTC Server the acceptance or non-acceptance of the device trigger request;
-
report to the MTC Server the success or failure of a device trigger delivery; and
-
may apply MTC-IWF and/or SGSN/MME induced congestion/load control as part of the response to trigger requests.
Editor’s Note: Additional messaging between the MTC Server and the MTC-IWF are FFS and are dependent on the solutions selected as part of the conclusions reached for SIMTC.

-
an HSS resolution mechanism for use when multiple and separately addressable HSSs have been deployed by the network operator (see e.g. the SLF / Diameter Proxy agent specified in clause 5.8 TS 23.228 [10]);
-
interrogation of the appropriate HSS, when needed for device triggering, to:

-
map E.164 MSISDN or external identifier to IMSI of the associated UE;
-
retrieve serving node information for the UE (i.e. serving SGSN/MME/MSC address);
-
retrieve UE and serving node capability information for direct triggering;

-
selection of the most efficient and effective device trigger delivery mechanism and shielding this detail from MTC Server based on;

-
current UE serving node information from HSS/HLR (e.g. serving MME/SGSN/MSC address);
- 
the device trigger delivery mechanisms supported by the UE;


-
the possible device trigger delivery services supported by the HPLMN and, when roaming, VPLMN;

-
any MNO device trigger delivery policies; and/or

-
any information received from the MTC Server.

-
perform protocol translation, if necessary, and forwarding towards the relevant network entity (i.e. serving SGSN/MME/MSC or SMS-SC inside HPLMN domain) of a device trigger request to match the selected trigger delivery mechanism;

-
generation of device trigger CDRs and forwarding to CDF/CGF over instance of Rf/Ga; 

-
may support secure communications between the 3GPP network and the MTC server;
Editor’s Note: Solutions for the security related functionality described in the three bullets above are in the scope of SA WG3.

The characteristics of the MTC-IWF include the following:

-
multiple MTC-IWFs can be used with a HPLMN;

-
system shall be robust to single MTC-IWF failure;

Editor’s Note: Additional MTC functionality in the MTC-IWF is FFS and dependent on the solutions selected as part of the conclusions reached for SIMTC.
* * * Next Change * * * *
4.4.3
HSS

HSS specific functionality to support the Indirect and Hybrid models of MTC.

Functionality for triggering includes the following:

-
termination of the S6m reference point where MTC-IWFs connect to the HLR/HSS;
-
receives UE capability and serving CN node capability information for direct triggering from serving nodes;
-
stores and provides to MTC-IWF the following:

-
the mapping/lookup of E.164 MSISDN or external identifier(s) to IMSI and subscription information used by MTC-IWF for device triggering (e.g. serving MME/SGSN/MSC address);

-
mapping of E.164 MSISDN or external identifiers to IMSI of the associated UE;
-
serving node information for the UE (i.e. serving SGSN/MME/MSC address) ; and
-
UE and serving node capability information for direct triggering from serving nodes.

Editor’s Note: Additional MTC functionality in the HLR/HSS is FFS and dependent on the solutions selected as part of the conclusions reached for SIMTC.
* * * * Next Change * * * *
4.4.5
SGSN/MME/MSC

SGSN and MME specific functionality to support the Indirect and Hybrid models of MTC includes the following:

· SGSN terminates the T5a reference point;

· MME terminates the T5b reference point;

· MSC terminates the T5c reference point;

· sends UE and serving node capability information for direct triggering;

· receives device trigger from MTC-IWF;

· encapsulates device trigger information in NAS message sent to the UE used for MTC;

· receives device trigger acknowledgement from the triggering UE;

· reports device trigger delivery success/failure status to MTC-IWF; and

· may provide SGSN/MME congestion/load information to MTC-IWF.


* * * * Next Change * * * *
4.5.x
Direct triggering capabilities
A UE capable of being directly triggered by generic NAS transport message shall report this capability as part of the UE capability when it registers with the network (i.e. EPS Attach Request, Tracking Area Update Request, GPRS Attach Request and Routeing Area Update Request). A serving node capable of direct triggering shall provide an indication of the UE and serving node trigger capability to HSS (i.e. in Update Location request upon initial attach, TAU or RAU). HSS stores and provides this information to indicate the UE and serving node(s) trigger capability to the MTC-IWF.
* * * Next Change * * * *
5.1 
Control and user plane

5.1.x
Control Plane

5.1.x.a
MTC-IWF - UE
Following figure shows the protocol layering used to support the transfer of MTC application layer messages between MTC-IWF and UE. The Device trigger application PDU is carried in a generic container between the MME/SGSN and the UE.
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Figure 5.2.x.a-1: Protocol Layering for MTC-IWF to UE Signalling (T5a)
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Figure 5.2.x.a-2: Protocol Layering for MTC-IWF to UE Signalling (T5b)

NOTE: The application PDU is a generic Application Data Container which is transferred to the MTC Application on the UE. The application PDU is transparent to CN entities (MME/SGSN).
* * * Next Change * * * *
Editor’s Note: This clause is intended to replace clause 5.2.x in baseline triggering flow.
5.2.x
Trigger Delivery using T5
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Figure 5.2.x-1: T5 Trigger Delivery Flow

1.
The MTC-IWF uses the UE capabilities, serving CN node(s) capabilities retrieved from the HSS to select a suitable serving CN node capable of triggering in a generic format. The MTC-IWF sends a Submit Request (IMSI, message priority, MTC-IWF ID, reference number, single delivery attempt flag (optional), validity time (optional), Request type (trigger application), application PDU) to the serving CN node. This might involve sequential or parallel delivery attempts in SGSN and/or MME.

2.
The serving CN node indicates the Request type (trigger application) in the container type, application PDU in a generic container, MTC-IWF ID, Reference number within the NAS message and delivers it to the UE. Serving CN node generates the necessary CDR information for charging. UE provides the contents of the generic container and the container type to the corresponding application.

NOTE: if the UE is in idle mode, the serving CN node may page the UE prior to sending a NAS message for delivering the trigger.


The UE responds with the delivery status (cause), MTC-IWF ID, Reference number, Response type (trigger application) in the container type, and optionally, application PDN in a generic container.
3.
The serving CN node sends a Delivery Report (Cause, reference number, Response type (trigger application) in the container type, and if received, application PDN in a generic container) to the MTC-IWF. Cause indicates whether the Trigger-Message was successfully delivered to the UE or reason for failure.

4.
If the Trigger-Message cannot be delivered and validity period indicates that this is not requesting only a single delivery attempt, the MTC-IWF registers with the HSS for UE reachability notification. For UE reachability notification procedure offered by MME, refer to TS 23.401 Section 5.3.11. For UE reachability notification procedure offered by SGSN, refer to TS 23.060 Section 5.3.10. When MTC-IWF is notified of UE reachability, it may re-attempt to deliver the trigger request.
* * * * Next Change * * * *
A.2
Triggering with T5















* * * End Change * * * *
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8. T4
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9. PDP/PDN connection activation and update of External ID and IMSI to IP address mapping















2. MTC Trigger Submit Req
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