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Abstract of the contribution: This paper compares and contrasts the delivery of device trigger over T5 using generic format versus SMS. Also proposes a way forward for T5 based triggering.
1. Discussion

T5 based triggering method has been adopted in Annex A of TS 23.682. The format of the trigger message is left open (i.e. format of the trigger message over T5 and NAS signalling interface). Objective of this paper is to analyze the core network, UE impacts due to generic format, SMS format and propose a way forward based on the analysis.
1.1. Device trigger in generic format over T5
IWF sends the trigger message over T5 in a generic format hence the impact to IWF is minimal due to this option. From MME perspective, the NAS message to send trigger content in a generic format already exists (i.e. DOWNLINK GENERIC NAS TRANSPORT).
For stage 3, Additional primitives have to be defined to indicate the type of application protocol (i.e. container type e.g. MCP). Note this mechanism is already used for LTE positioning protocol (i.e. LPP application). Similar message and primitives have to be defined for SGSN. 

From the UE perspective, it has to interpret the content of the NAS transport message and forward it to the target application. It is also possible that the application to be triggered registers with MT (NAS) for incoming generic NAS transport messages targeted for this application. When it receives notification, it decodes the trigger content and takes appropriate action e.g. connect to the network. However, most of this is internal to the UE and does not require specification except for the primitives and the content to be defined in the NAS signalling message.

1.1.1. Benefit of T5 based generic format approach: 

It provides a real and pure trigger solution with least number of nodes involved (could be seen in the first step for defining network requested PDP context / EPS bearer activation); it fulfils the requirement for triggering “PS only” and “MSISDN-less” devices. This direct interface can also be evolved in the future to support features such as small data transmission, monitoring etc The trigger request is not bound by SMS message size. A generic format allows providing trigger handling information that could be used by the serving node – such as priority or validity time. This format can also be easily extended if additional information or functionality is needed in future Releases.

If trigger handling information is sent to the serving node, the serving node can optimize resources and handling. For example, if the UE is idle and the trigger is not high priority, the serving node can retain the trigger until the UE contacts the network.

More importantly, it has reduced complexities in all the involved network elements – IWF, MME, SGSN, UE. Furthermore, there is no need for core network nodes to differentiate generic formats for different purposes since this format is already well protected. Hence secure delivery of the content can be ensured and attacks due to repeated trigger messages (e.g. bogus SMS) on a cheap MTC device can be avoided.

1.2. Device trigger in SMS format over T5
1.2.1 Options for SMS format over T5

Following 2 options have been considered for delivering device trigger message using SMS format over T5:
Option 1: IWF constructs the SMS payload, header and sends the complete message in SMS format to the serving node (MME, SGSN). Serving node delivers the SMS to the UE transparently.
Option 2: IWF forwards the device trigger message in a generic format over T5; the serving node (MME, SGSN) constructs the complete SMS and delivers it to the UE.

Option 1:
IWF has to encode and deliver the trigger message in SMS format over T5; implement SMS state machine, handle delivery reports and acknowledgements. Hence the impact on IWF due to this option can be significant. Risk in adopting this option is that IWF becomes quite another SMSC. Furthermore, if native SMS is not supported, IWF has to implement SMSoSGs type functionalities that are currently performed by the MSC to keep the MME SMS unaware; or alternatively this functionality has to be pushed to the MME. Then we have to consider IWF-> SGSN interface. There are 2 sub-options:
Option 1a: IWF acts as SMSC (SMS-GMSC) to SGSN; IWF acts as a SMSC (SMS-GMSC) + MSC Server (i.e. SMSoSGs functionality) to MME.

Option 1b: IWF acts as SMSC (SMS-GMSC) + MSC Server (i.e. SMSoSGs functionality) to all serving nodes – MME, SGSN.

Option 1a further complicates the IWF since it has to behave differently depending on the type of serving node, making it less attractive. Option 1b keeps the IWF agnostic to the type of serving node. However, it moves the impact to SGSN i.e. SGSN compared to its legacy stack should now bypass its own SMS protocol handling (e.g. adding RL, CM layers) for SMS delivery requests from IWF. Then IWF has to know whether it communicates with rel.11 or pre-rel.11 SGSN, which additionally complicates roaming.
Option 2:

IWF delivers the trigger content in a generic format over T5. SGSN/MME constructs the device trigger content in SMS format and delivers it to the UE. Since SMSC is not involved, SGSN has the responsibility to construct the SMS payload and header and deliver it to the UE. From MME perspective, the situation is even worse since it is currently SMS unaware; MME will then have to implement both SMSC+MSC (SMSoSGs) functionalities. Other functionalities provided by SMSC (namely, store-and-forward) cannot be easily provided by MME, SGSN.
UE impact:

From the UE perspective, since the UE can already understand SMS format, impact for receiving the trigger is minimal. However, the UE will still need to distinguish between SM for device triggering and other types of SM. In addition, the functionality of interpreting the SM as a “trigger” and reacting accordingly does not exist in a standard UE (although proprietary implementations exist). 
In EPC, current specification (refer TS 24.301) requires the UE to perform combined registration in order for it to be able to send and receive SMS. This behaviour could be modified so that the UE is capable of and be allowed to send and receive SMS upon EPS attach. Similarly, for 2G/3G, the UE should be capable of and be allowed to send and receive SMS upon GPRS attach if SMS is expected to be received on the PS domain. But the drawback is that “PS only” UE that supports only T5 triggering in SMS format may not be able to receive SMS when it is roaming to a legacy network that does not support SMSoSGs or SMS on the PS domain (GPRS); for SMS support during roaming, CS support is needed.
Security impact:
Core network nodes are unable to differentiate trigger SMS from regular SMS. Unless the trigger SMS has a special format compared to the regular SMS that enables this differentiation, it is hard for the core network nodes to protect trigger message and ensure that the trigger SMS is secured. Hence it increases the possibility of attack on a MTC device (especially the impact is severe on a battery operated device) due to bogus trigger SMS from sources other than an authentic MTC-IWF (e.g. spam SMS). In fact, we have decided that the MTC-IWF will only be located in the HPLMN in order to ensure that only trigger from reliable source are accepted (responsibility of the HPLMN), but this will be broken if we rely on SMS to deliver the trigger between IWF and the serving nodes, since most 3GPP networks will deliver any incoming SM targeted to a user that they serve.
If the verification of trigger SMS can be circumvented in the network, there could be an impact on the UE side to take over the task of verification.

Triggering impact: 

SM has a very limited capacity. With a new interface, there is no reason to limit the size of the trigger request to that of SM limits. If the triggering info is in the body of the SM, then no additional information/handling that could be used by the serving node for consideration can be sent– such as priority or validity time.

2. Conclusion and way forward
T5 based triggering method in general has the benefit in terms of less complexity with less interfaces, nodes involved thus less implementation complexity which leads to more robustness against failures. There is reduced risk of overload and improved trigger delay / response timing. It fulfils the requirement for triggering “PS only” and “MSISDN-less” devices and allows for future evolution for other features such as small data transmission, monitoring, etc. Direct interface makes it suitable for immediate triggering needs.
However, delivering the trigger message in SMS format has drawbacks due to increased complexity as presented above. Triggering in SMS format also opens a security hole for attackers to abuse the triggering via bogus SMS. It is understood that the generic format has the impact on UE to understand the newly defined application id and forwarding it to the appropriate application. 
Therefore our conclusion is that the complexity introduced in the network nodes due to triggering in SMS format significantly outweighs the complexity in introducing a new application identifier for generic format. So, our proposed way forward is to:

(1) Keep T5 based device triggering generic i.e. adopt generic format for the trigger message sent on the T5 interface.
(2) Adopt also generic format for the trigger message sent in the NAS signalling interface to the UE.
3. Annex

Annex covers protocol stack, subscription, charging (IWF to OCS interface), UE capabilities, Visited network capabilities, store and forward functionality for triggering in a generic format over T5b interface.

3.1. Protocol Stack
Following figure shows the protocol layering used to support the transfer of MTC application layer messages between MTC-IWF and UE. The Device trigger application PDU is carried in a generic container between the MME/SGSN and the UE.
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Figure 5.2.x.a-1: Protocol Layering for MTC-IWF to UE Signalling (T5a)
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Figure 5.2.x.a-2: Protocol Layering for MTC-IWF to UE Signalling (T5b)

NOTE: The application PDU is a generic Application Data Container which is transferred to the MTC Application on the UE. The application PDU is transparent to CN entities (MME/SGSN).
3.2. Charging

Devices to be triggered may be charged on a per request basis. For triggering using T5 interface, MTC-IWF will generate CDRs. Charging interface defined from IWF to CDF/CGF (Rf/Ga) has to be enhanced to use external identifiers in CDRs. Charging is needed in SGSN/MME for roaming scenarios.
3.3. UE and Visited Network Capabilities

A UE capable of being directly triggered by generic NAS transport message shall report this capability as part of the UE capability when it registers with the network (i.e. EPS Attach Request, Tracking Area Update Request, GPRS Attach Request and Routeing Area Update Request). A serving node capable of direct triggering shall provide an indication of the UE and serving node trigger capability to HSS (i.e. in Update Location request upon initial attach, TAU or RAU). HSS stores and provides this information to indicate the UE and serving node(s) trigger capability to the MTC-IWF.
3.4. Store and forward

If store and forward is a required functionality to be supported for device triggering, it is possible for MTC-IWF to support this for triggering MTC devices.

3.5. Format for device trigger content
Proposal is to re-use the existing format defined for the container within DOWNLINK GENERIC NAS TRANSPORT message (refer TS 24.301).

---------------------------------------------------------------------------------------------------------------------------
9.9.3.42
Generic message container type
The purpose of the generic message container type information element is to specify the type of message contained in the generic message container IE.
The generic message container type information element is coded as shown in table 9.9.3.42.1.

Table 9.9.3.42.1: Generic message container type information element

	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	Reserved

	0
	0
	0
	0
	0
	0
	0
	1
	
	LTE Positioning Protocol (LPP) message container (see 3GPP TS 36.355 [22A] )

	0
	0
	0
	0
	0
	0
	1
	0
	
	Location services message container (see 3GPP TS 24.171 [13C])

	0
	0
	0
	0
	0
	0
	1
	1
	
	Can be used for MTC

	to
	
	Unused

	0
	1
	1
	1
	1
	1
	1
	1
	
	

	1
	0
	0
	0
	0
	0
	0
	0
	
	

	to
	
	Reserved

	1
	1
	1
	1
	1
	1
	1
	1
	
	

	
	
	
	
	
	
	
	
	
	

	


9.9.3.43
Generic message container

This information element is used to encapsulate the application message transferred between the UE and the network.
The generic message container information element is coded as shown in figure 9.9.3.43.1 and table 9.9.3.43.1.

The generic message container is a type 6 information element.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Generic message container IEI
	octet 1

	Length of generic message container contents
	octet 2

	
	octet 3

	
	octet 4

	Generic message container contents
	

	
	octet n


Figure 9.9.3.43.1: Generic message container information element

Table 9.9.3.43.1: Generic message container information element

	Generic message container contents (octet 4 to octet n); Max value of 65535 octets

	

	The coding of the contents of the generic message container is dependent on the particular application.

	


An unused Generic message container type will be allocated to MTC. And accordingly the Generic message container is used to carry the MTC APDU described in section 3.1. The size of MTC APDU is of limited size and is depending on operator policy (e.g. negotiated with MTC service provider).
3.5. UE Impact

The UE delivers the trigger content to the application. Whether the trigger is delivered using SMS or generic format, the trigger has to be delivered to the MTC application and this functionality impacts the UE. This aspect is however internal to the UE and outside the scope of 3GPP specification.
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