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Abstract of the contribution: This paper proposes to introduce a proxy function in the IWF for identifier translation at the egress of the 3GPP network.
1. Discussion

MSISDN is currently provided by the 3gpp network at external interfaces to other networks like corporate networks, e.g. via Gi/SGi to a corporate AAA server (using RADIUS or DIAMETER) to authenticate corporate users and allocate an IP address. Replacing the MSISDN in the network by the newly defined external identifier (NAI, FQDN, etc.) would require updates to a lot of internal interfaces (e.g. HSS to MME/SGSN/MSC, SGSN to GGSN and MME to S/PGW). In addition, the external identifier may be several times larger than the MSISDN, so enhancing all these internal interfaces only for the purpose to provide the external identifier at the egress of the network (e.g. at Gi and SGi), while internally the IMSI is used, seems not justified. This necessitates the need to define a solution that does not require the external identifier to be included at every internal interface while at the same time ensure that IMSI is not exposed outside the operator domain (e.g. to the corporate AAA server).

Proposal is to define a new functional entity in the architecture called “MTC-Proxy” that resides at the egress of the network (similar to the MTC-IWF which resides at the ingress of the network) and replaces the network internally used IMSI by the external identifier. The MTC-Proxy can be a standalone entity or collocated with other network elements. It is preferable to collocate it with the MTC-IWF. The MTC-Proxy is in the routing path of messages that contain the IMSI for which the destination is outside the network. Thus it can replace the IMSI with the external identifier before it leaves the network boundaries.

In case of Gi/SGi, the MTC-Proxy should be configured as a first hop in the GGSN/PGW for corporate APNs. For those APNs the RADIUS/DIAMETER requests are finally destined for an AAA server in the external corporate network. The MTC-Proxy receives AAA requests and responses. It replaces the IMSI with the external identifier and vice versa before routing the request/response further on. So the impact to GGSN/PGW is limited to update in the configuration.
The destination (external) AAA server is simply configured per APN in the MTC-Proxy as done today in the GGSN/PGW. The MTC-Proxy may query the HSS with the IMSI to retrieve the corresponding external identifier and store this mapping for further usage. To avoid too many queries the MTC-Proxy can cache the IMSI/external Id mapping or request the HSS to be notified of change in the mapping (e.g. due to OA&M) for external identifier(s) stored in the MTC-Proxy, which should not happen often. The MTC-Proxy may also store the GGSN/PGW (originator of the request) information corresponding to the request. This may help the MTC-Proxy to forward the response back to the GGSN/PGW upon receiving the response from the AAA server. Alternatively it can use routing information provided in routing headers of AAA request/response messages.

If the MTC-Proxy is collocated with the MTC-IWF, the IWF needs to query the HSS anyhow when it receives an incoming device trigger request via Tsp interface and stores the IMSI/external identifier mapping. If the device trigger request leads to the establishment of a PDN connection and GGSN/PGW sends an AAA request via Gi/SGi to the MTC-Proxy (as configured per APN), the proxy as collocated with the MTC-IWF knows the IMSI/external identifier mapping already and can easily replace the IMSI by the external identifier before routing the request further on.

MTC-Proxy functionality when it is used as Gi/SGi proxy:

· Identifying the destination external AAA server for messages from GGSN/PGW based on configuration information (corporate APN -> external AAA server mapping).

· Replace IMSI with external identifier for messages from GGSN/PGW to external AAA server.

· Replace external identifier with IMSI for messages from external AAA server to GGSN/PGW.

· Forwarding the response from external AAA server to the appropriate GGSN/PGW.

· Cache IMSI -> external identifier mapping to avoid multiple HSS queries.

· May request HSS for “mapping change notification” for cached IMSI -> external identifier mapping.

2. Proposal
It is proposed to agree the following changes to 3GPP TS 23.682.

* * * First Change * * * *
4.2
Architectural Reference Model 

Figures 4.2-1 shows the architecture for a UE used for MTC connecting to the 3GPP network (UTRAN, E-UTRAN, GERAN, etc) via the Um/Uu/LTE-Uu interface. The architecture covers the various architectural models described in clause 4.1. 
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Figure 4.2-1: 3GPP Architecture for Machine-Type Communication
NOTE 1:
Refer to TS 23.002 [5], TS 23.060 [6] and 23.401 [7] for the 3GPP network-internal reference points not shown in figure 4.2-1.
NOTE 2:
The MTC Server is controlled by the operator of the HPLMN or by a MTC Service Provider. 

NOTE 3:
In the non-roaming case, all 3GPP network entities providing functionality for MTC are in the same PLMN. In the roaming case, 3GPP architecture for MTC supports both the home routed (illustrated in Figure 4.2-1) and the local-breakout roaming (not illustrated) scenarios. For the home routed scenario, the MTC Server/Application User Plane communication is routed through the HPLMN.  In the local breakout scenario, the User Plane communication is routed directly through the serving PLMN.
NOTE 4:
The Gi/SGi interface between GGSN/P-GW and MTC-IWF does not encompass the user plane but only the RADIUS/DIAMETER protocol used on this interface.
The MTC Server is an entity which connects to the 3GPP network to communicate with UEs used for MTC and the MTC-IWF in the HPLMN or a SMS-SC for device triggering.
The API between the MTC Server and the MTC Application in the external network is outside the scope of 3GPP   specifications. It is solely used as abstracts to show an example of an end-to-end view for MTC and simplify mapping to MTC specifications of other standardization organizations. The MTC Application in the external network can be collocated with the MTC Server.

For the roaming scenario, the MTC-IWF shall have the connection with HSS and SMS-SC within the home network only and with serving SGSN/MME/MSC in the visited network. 

Editor’s Note: The final set of entities and interfaces in the MTC architecture figures of this clause are FFS and are subject to the final set of trigger delivery mechanism solutions selected as part of the conclusions reached for SIMTC.
* * * Second Change * * * *
4.4.2
MTC-IWF

To support the Indirect and Hybrid models of MTC, one or more instances of an MTC InterWorking Function (MTC-IWF) reside in the HPLMN. An MTC-IWF could be a standalone entity or a functional entity of another network element. The MTC-IWF hides the internal PLMN topology and relays or translates signaling protocols used over Tsp to invoke specific functionality in the PLMN.

The functionality of the MTC-IWF includes the following:
-
terminates the Tsp, S6m, T5a, T5b, T5c, T4 and Rf/Ga reference points;

-
may authenticate the MTC Server before communication establishment with the 3GPP network;

-
may authorize control plane requests from an MTC Server;

-
supports the following device trigger functionality:

-
reception of a device trigger request from MTC Server;
-
report to the MTC Server the acceptance or non-acceptance of the device trigger request;
-
report to the MTC Server the success or failure of a device trigger delivery; and
-
may apply MTC-IWF and/or SGSN/MME induced congestion/load control as part of the response to trigger requests.
Editor’s Note: Additional messaging between the MTC Server and the MTC-IWF are FFS and are dependent on the solutions selected as part of the conclusions reached for SIMTC.

-
an HSS resolution mechanism for use when multiple and separately addressable HSSs have been deployed by the network operator (see e.g. the SLF / Diameter Proxy agent specified in clause 5.8 TS 23.228 [10]);
-
interrogation of the appropriate HSS, when needed for device triggering, to:

-
map E.164 MSISDN or external identifier to IMSI of the associated UE;
-
retrieve serving node information for the UE (i.e. serving SGSN/MME/MSC address);
Editor’s Note: The final set of subscription and UE related information stored in HSS that is retrieved by MTC-IWF for device triggering is FFS and is dependent on the solutions selected as part of the conclusions reached for SIMTC.

-
selection of the most efficient and effective device trigger delivery mechanism and shielding this detail from MTC Server based on;

-
current UE serving node information from HSS/HLR (e.g. serving MME/SGSN/MSC address);
- 
the device trigger delivery mechanisms supported by the UE;

Editor’s Note: How the MTC-IWF can acquire the device trigger delivery mechanisms supported by the UE if FFS.

-
the possible device trigger delivery services supported by the HPLMN and, when roaming, VPLMN;

-
any MNO device trigger delivery policies; and/or

-
any information received from the MTC Server.

-
perform protocol translation, if necessary, and forwarding towards the relevant network entity (i.e. serving SGSN/MME/MSC or SMS-SC inside HPLMN domain) of a device trigger request to match the selected trigger delivery mechanism;

-
generation of device trigger CDRs and forwarding to CDF/CGF over instance of Rf/Ga; 

-
may support secure communications between the 3GPP network and the MTC server;
Editor’s Note: Solutions for the security related functionality described in the three bullets above are in the scope of SA WG3.
-
function as AAA proxy (MTC-Proxy) and support the following functionalities:

-
identifying the destination external AAA server for messages from GGSN/P-GW based on configuration information;
- 
replace IMSI with external identifier for messages from GGSN/PGW to external AAA server;

- 
replace external identifier with IMSI for messages from external AAA server to GGSN/PGW;

- 
forwarding the response from external AAA server to the appropriate GGSN/PGW;

- 
may query HSS with IMSI to retrieve the external identifier and may cache IMSI/external identifier mapping to avoid multiple HSS queries;

- 
may request HSS to be notified when IMSI/external identifier mapping has changed.

The characteristics of the MTC-IWF include the following:

-
multiple MTC-IWFs can be used with a HPLMN;

-
system shall be robust to single MTC-IWF failure;

Editor’s Note: Additional MTC functionality in the MTC-IWF is FFS and dependent on the solutions selected as part of the conclusions reached for SIMTC.
* * * End Change * * * *
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