SA WG2 Temporary Document

Page 1

3GPP TSG SA WG2 Meeting #89
TD S2-120710
06 – 10 February 2012, Vancouver, Canada                      
Source:
Huawei, Hisilicon
Title:
Trigger Flow Functions
Document for:
Approval
Agenda Item:
9.7.4
Work Item / Release:
SIMTC / Rel-11

Abstract of the contribution: This contribution proposes enhancements and clarifications for the trigger flows on top of  the rearranged flows generated by combining T4 and T5 variants of TS 23.682 informative Annex A. 
Discussion

Some ongoing discussions concern the trigger information. For determining that information it is useful to consider the options that exist for implementing MTC devices/UEs. Below there is the basic model that is used by 3GPP specifications for data services. A fully integrated UE having all functionality in a single device without offering external access or interfaces. It includes also the Terminal Equipment (TE) representing the functions/services to the user. In the scope of MTC the application may be considered as the user of the UE.
A simple distributed UE has perhaps just a single TE with a single application using the services of the ME and accesses the ME provided services via a simple interface. The other figure shows a quite complex ME model that offers PLMN services e.g. via a local network interface (e.g. a PAN) to multiple connected devices/sensors/applications. These example are merely for showing that it is probably not possible to assume a specific UE type or implementation for the triggering. It may be however derived that triggering should not cause limitations for implementing MTC UEs and should not assume or require specific protocol support from the MTC application level protocol.

Based on that it is suggested to provide two categories of trigger information. The first is plain application level information, i.e. completely defined outside 3GPP, and transferred as an Application-PDU transparently by the trigger functions. Also for avoidance of introducing any unnecessary restrictions for UE/device/application design we may postulate that an Application-PDU that is transferred via trigger functions should be handled by the UE in the same way as Application-PDUs that are transferred via user plane bearers.

The second category is management information that enables the trigger service requester to reset or initialise the UE’s MTC functionality independently, more independent from the UE’s and/or applications operational status. It may be compared to the actions performed by a UE side application/device when the communication services fail, i.e. comparable to “power-cycle” the communication service. I may be assumed that this also causes the MTC application to contact its server by means of application level signalling. It is FFS whether it is feasible to have both categories in the same trigger as a UE, for example, might need to store an Application-PDU while it resets the communication service.
As the UE/device/application can be assumed as being configured with all communication parameters as this is also needed e.g. during powering up there is not necessarily any need for providing such parameters with the triggering.

Another open question is about the authorisation of requesting servers by the HSS as shown in the current trigger flow versions. An HSS is mainly a database, which makes it undesirable to allocate functions like authorisation. It is proposed to use an implicit authorisation instead. Also because it can be potentially a larger number of servers that is allowed to access device related services like triggering. A single subscription can have multiple external IDs differing in the domain or sub-domain. Thereby the authorisation can be split into an authorisation of servers for permission to access devices of a specific domain or sub-domain, which is performed by the MTC-IWF, and an authorisation of a specific device subscription belonging to that domain/sub-domain by the existence or non-existence of a related external ID for that device subscription with that domain/sub-domain.
Basic UE reference model used in 3GPP specifications
Such models can be found e.g. in 27 series specifications. Example of a fully integrated UE. Definitions from TS 21.905.
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Figure 2: UTRAN Iu mode PLMN Access Reference Configuration

Mobile Termination (MT): The Mobile Termination is the component of the Mobile Equipment (ME) which supports functions specific to management of the PLMN access interface (3GPP or non-3GPP). The MT is realized as a single functional entity.

Mobile Equipment (ME): The Mobile Equipment is functionally divided into several entities, i.e.one or more Mobile Terminations (MT) and one or more Terminal Equipments (TE).
Terminal Equipment (TE): Equipment that provides the functions necessary for the operation of the access protocols by the user. A functional group on the user side of a user-network interface (source: ITU-T I.112).
User Equipment (UE): Allows a user access to network services. For the purpose of 3GPP specifications the interface between the UE and the network is the radio interface. A User Equipment can be subdivided into a number of domains, the domains being separated by reference points. Currently the User Equipment is subdivided into the UICC domain and the ME Domain. The ME Domain can further be subdivided into one or more Mobile Termination (MT) and Terminal Equipment (TE) components showing the connectivity between multiple functional groups. 
In the context of Fixed Broadband Access to IMS, TISPAN defines the term UE in ETSI TR180 000 [5].
Model of a complex UE serving multiple externally connected devices/applications
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Proposal

It is proposed to agree to do the following changes for TS 23.682.
* * * First Change * * * *
5
Functional Description and Information Flows 
5.1 
Control and user plane

<This section specifies the protocol stacks on the control and user planes for each of the interfaces required for MTC>

5.2  
Device triggering procedures
5.2.1
Device triggering procedure over Tsp
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Figure 5.2.1-1: Device triggering procedure over Tsp

1.
The MTC Server determines the need to trigger the device. If the MTC Server has no contact details for an MTC-IWF, it may determine the IP address(es)/port(s) of the MTC-IWF by performing a DNS query using the External Identifier of the device to be triggered.

2.
The MTC Server sends the MTC Device Trigger Submit Request (External Identifier, Trigger Reference Number, validity period, priority, Management Info, Confirm Address and Application-PDU) message to the MTC-IWF.
The MTC Server may include an Application-PDU, i.e. a Protocol Data Unit that is defined and used by the MTC application,  which is transparently transferred to the UE and processed by the UE as if it was received via a user plane connection. Management Info may be included to request the UE and/or device to perform management actions, e.g. a request to (re-)establish the connectivity with the sever, which the UE performs in the same way as when the UE and or device initiates the connection with the server, like performed during powering up. The UE/device uses the communication parameters that are configured in the UE/device for UE/device side initiated setting up of communications, like IP address or server name, port number, credentials for a secure session layer, …  Confirm Address indicates that a delivery confirmation is requested and where it should be delivered to.
Editor’s note: What information is explicitly available and which information is sent transparently through the 3GPP network is FFS. Additional information in the device trigger request is FFS.
3.
The MTC-IWF checks that the MTC Server is authorised to send trigger requests and that the MTC Server has not exceeded its quota or rate of trigger submission. The MTC Server is authorised by verifying that the Server is permitted to access a specific domain or sub-domain of external identifiers. Access is permitted to any UE that has an external ID belonging to the requested domain or sub-domain.
4.
If the MTC-IWF has not cached the IMSI that corresponds to the External Identifier and the T5 address(es) of the UE’s serving CN node(s), the MTC-IWF sends a [modified from Rel 10] SRI for SM (External ID, MTC Server ID) message to the HSS to retrieve the T5 address(es) of the UE’s serving CN node(s). The MTC-IWF may also cache which of the CN nodes performed the last successful trigger message delivery.

5.
The HSS checks that this MTC Server is authorised to send Trigger Requests to this UE. This check is implicit as only allowed subscriptions have an external ID for the domain/sub-domain that the MTC server has access permissions. If there is no external ID for that domain the HSS will not find any data base entry corresponding to the request.

6.
The HSS returns the Routing Information (MSC address and/or SGSN address and/or MME address for MAP and/or T5) and IMSI. HSS policy (possibly dependent on the VPLMN ID) may influence which network entity address(es) are returned. 

7a. The MTC-IWF selects trigger delivery procedure based on the information received from HSS and local policy. If T5 delivery procedure is selected, MTC-IWF attempts T5 trigger delivery procedure as per clause 5.2.x. Upon successful completion of T5 delivery procedure, MTC Trigger Delivery Report is sent to MTC Server as per step 8 and step 8 onwards procedure is executed. 

7b. If T5 delivery is unsuccessful or if T4 delivery is selected during step 7a, MTC-IWF attempts T4 trigger delivery procedure as per clause 5.2.y.

8.
The MTC-IWF sends the MTC Trigger Delivery Report message to the MTC Server with cause indicating whether the trigger delivery succeeded or failed. The MTC Server records the success or failure in a CDR.

9.   In response to a received Device Trigger, an application, sensor or local-network-device typically sends some application level information. If not yet established it may initiate UE IP communications with the MTC Server or an MTC Application Server or reply using a messaging service. If a new PDP/PDN connection is established in response to the received trigger, the GGSN/P-GW causes the HPLMN’s mapping tables of External Identifier and IMSI to IP address(es) to be updated.

Editor’s note: the details of this mapping of External Identifier and IMSI to IP address(es) step need to be worked out, e.g. how does the P-GW/GGSN obtain the address of the MTC-IWF.

5.2.x
Device trigger delivery using T5

[image: image4.emf]UE

MSC/

SGSN/

MME

PGW/

GGSN

HSS MTC Server DNS SMS-SC MTC-IWF

1. Submit Trigger

3. Delivery Report

2.Transfer Trigger


Figure 5.2.x-1: T5 device trigger delivery Flow

1.
The MTC-IWF formats a Trigger-Message with the trigger information (Application-PDU, Management Info) and sends a Submit Trigger (IMSI, Trigger-Message, priority, validity period, etc.) message to the serving CN node(s). This might involve sequential or parallel delivery attempts in MSC, SGSN and/or MME. Validity period indicates whether only a single delivery attempt is requested.

2.
The serving CN node performs a single attempt of transferring the Trigger-Message to the UE, which succeeds or fails. The Trigger-Message is processed and handled UE internally. An Application-PDU is forwarded to the related or addressed UE-internal or UE-external application. This is done in the same way as if that Application-PDU was received via a user plane connection. Management Info is forwarded to the related management entity for performing the requested action, e.g. to (re-)initialise the user plane connection including a potential (secure) session layer in the same way as done during powering up using the UE/device configured communication parameters (IP address or server name, port number, credentials, …).
Editorial Notes: Details of this step is FFS. 

3.
The serving CN node sends a Delivery Report (cause) message to the MTC-IWF. Cause indicates whether the Trigger-Message was successfully delivered to the UE. If the Trigger-Message cannot be delivered and validity period indicates that this is not requesting only a single delivery attempt the serving node sets the message waiting flag. 

5.2.y
Device trigger delivery using T4
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Figure 5.2.y-1: T4 device trigger delivery Flow

1.
The MTC-IWF selects a suitable SMS-SC. The MTC-IWF formats a Trigger-Message (Application-PDU and/or Management Info) for delivery as a SMS MT and sends the Submit SMS (External Identifier, IMSI, MTC Server ID, Trigger Reference Number; Trigger-Message, information from the MTC Server??; visited node address(es); list of visited nodes to which T5 procedures have failed) message to the SMS-SC.

2.
The SMS-SC sends a Submit Confirm message to the MTC Server to confirm that the submission of data for SMS transfer  has been accepted by the SMS-SC. 

3.
The MTC-IWF sends a MTC Trigger Submit Confirm message to MTC Server to confirm that the Device Trigger Request has been accepted for delivery to the UE. 

4.
The SMS-SC generates a CDR.

Editorial Notes: Details of this step is FFS. 

5, 6, 7.
The SMS is delivered to the UE (see MT SMS procedures specified in TS 23.040[XX]). This might involve sequential or parallel delivery attempts in MSC, SGSN and/or MME. The SMS-SC and the other CN nodes generate the necessary CDR information including the MTC Server ID (only in SMS-SC). 
The SMS-delivered Trigger-Message is processed and handled UE internally. An Application-PDU is forwarded to the related or addressed UE-internal or UE-external application. This is done in the same way as if that Application-PDU was received via a user plane connection. Management Info is forwarded to the related management entity for performing the requested action, e.g. to (re-)initialise the user plane connection including a potential (secure) session layer in the same way as done during powering up using the UE/device configured communication parameters (IP address or server name, port number, credentials, …).

NOTE: the SMS-SC does not perform an SRI for SM with the HSS, instead it uses the visited node address information received in step 1.

8.
If a delivery report was requested the SMS-SC sends the Message Delivery Report to the MTC-IWF. This message contains the Trigger Reference Number and the MTC Server ID that the MTC-IWF needs to send the MTC Trigger Delivery Report onto.
* * * End of Changes * * * *
3GPP
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