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Discussion
This document proposes to update chapter 6 “Policy and QoS interworking” in TS 23.139 to include policy and QoS control for NS-WLAN offload traffic as described in TR 23.839 and the result of the two LSs response from BBF listed in [1] and [2].
1. Removing editor’s note that assumes BBF AAA sending access type set to Fixed Broadband Access network. 
BBF confirms that the BBF AAA can inform the 3GPP AAA regarding the 3GPP UE’s access is via BBF as part of the 3GPP Access Authentication signalling, this was described in LS response [1]: “… please consider that during the recent 3GPP-BBF WS, a decision was made to have a generic BBF Access type – i.e. it would be only a single value. For the case where 3GPP Access Authentication is performed, this value can be passed across the STa/SWa interface to indicate to the 3GPP AAA that the 3GPP UE access is via BBF”. The clause describing the general principles for the QoS interworking solution in 23.139 is updated.
2. BNG performs DL DSCP packet marking for offloaded traffic. 
BBF confirms that BNG can identify IP flows and performs DSCP marking as indicated over R interface. BBF is reluctant to perform this in the BNG since it believes that this can be done at the other side of the A10 interface (e.g. server that is source of the media), this was described in the LS response [2]: “… this assumption is valid – however be aware that there are some concerns with need for this” and “BBF believes that the DSCP will be set by the mobile provider router at their side of A10 interface”. The proposal is to include the assumption that the DL DSCP marking is performed at the BNG or alternatively beyond BNG, in the router that is the source for the media when it is deployed in the same domain.

3. BNG performs rate policing for offloaded traffic.
BBF confirms that BNG can perform traffic policing either per IP flow or per UE (i.e. for those cases when the UE is not behind a NAT). This was described in the LS response [1]: “As per the assumption is confirmed, but only for those cases where policing is done for an IP 5-tuple. Note that there may be limitations with present BNG implementations with respect to the level of granularity of the enforcement. Since most BBF networks will not have the visibility of the host (e.g. UE) at the BNG. 3GPP should request bandwidth limits based on IP 5-tuples instead. The proposal is to include the assumption that for offloaded traffic the BNG performs rate policing per IP flow based on the QoS Rules (QCI, MBR) received over S9a interface, rate policing per UE and DSCP code for those cases when the BNG can identify the traffic for a UE when it is not behind a NAT.
4. The BPCF may map the request received over E/G interface to the right S9a session
This scenario was described in the LS response [1]. “At this time there is no disagreement with this assumption but detailed requirements on this procedures are for further study…”. This proposal is to include the assumption that the BPCF binds the request from the AF to an existing IP-CAN session over S9a. BBF also clarified that there is no work planned to standardize E/G interface either.

5. Policy control of NS-WLAN offloaded traffic is feasible only when the UE is not behind a NAT. 
BBF confirmed that there are ongoing activities in BBF and IETF to define mechanisms for BNG to identify traffic of a UE behind a NAT, however, the standards are not ready yet.
Reference
1. S2-120424. Answer to 3GPP LS on status and assumptions to BBF (bbf2011.1514)

2. S2-120423. Answer to 3GPP LS on questions for BBF to be discussed during the BBF-3GPP workshop (bbf2011.1291 and bbf2011. 1330) and the status of the activities after the 11Q4 BBF meeting.
Proposal

It is proposed to update TS 23.139 as shown below:

****** 1st Change ******
6
Policy and QoS interworking

6.1
General
6.1.1 Principles for EPC-routed traffic
Policy control for EPC routed traffic is provided when either 3GPP access authentication or tunnel based authentication is performed.
Multi Access PDN Connectivity for WLAN access located in a Fixed Broadband Access Network implies that a 3GPP UE with multi access PDN connectivity capabilities can connect to WLAN access located in a Fixed Broadband Access Network as described in TS 23.401 [2] and TS 23.402 [3].

Integrity and confidentiality protection for S2c trusted scenarios can be optionally activated by the UE or the PDN GW as defined in TS 23.402 [3]. In the case of confidentiality protection the Fixed Broadband Access Network does not have visibility of the inner header, similarly to what happens to the untrusted S2c case. However, given that DSCP of the outer header is used for packet differentiation, the procedures to support interworking with Fixed Broadband Access Network do not need to change due to the activation of confidentiality protection.

If the H(e)NB is located behind a NATed RG, the H(e)NB local IP address is provided to the H(e)NB by the SeGW as part of the set up of the security tunnel with the SeGW using IKEv2 signalling.

A new HNB local IP address is provided by the SeGW to the HNB and then included in Iu signalling (refer to the definition of DIRECT TRANSFER Message in TS 25.413) to the SGSN.

A new H(e)NB local IP address is provided by the SeGW to the H(e)NB and then included in Iu signalling (refer to the definition of Initial UE Message in TS 25.413) to the MME.
6.1.2 Principles for Non-seamless WLAN-offload traffic

Policies for a UE's NS-WLAN offloaded traffic are sent from the EPC Network to the Fixed Broadband access network via S9a.
Policy interworking via S9a for NS-WLAN offloaded traffic in this release is supported for scenarios without NAT in the BBF domain,
Policy control for NS-WLAN offloaded traffic is provided only if 3GPP access authentication is performed.

For architecture scenario A in sub-clause 4.2.4, the PCRF shall bind the request from AF with an existing IP-CAN session using the UE local IP address received from AF and the subscriber ID (e.g. IMSI), if available.
For architecture variant B in sub-clause 4.2.4, it is assumed that BPCF binds the request from AF with an existing IP-CAN Session on S9a using the UE local IP address received from AF and the subscriber ID (e.g. IMSI), if available.

For architecture variant C in sub-clause 4.2.4, in solicited mode, the PCRF shall start the Sd session with the TDF when an indication of IP-CAN session establishment is received over S9a for the UE local IP address. In unsolicited mode, the TDF notifies the PCRF of the detected service using the Sd interface. The Fixed Broadband Network may be configured in such a way that the traffic determined to be subject to packet inspection is routed via the TDF.  Traffic that is not subject to packet inspection may physically bypass the TDF. 
The UE may simultaneously have a connection to the HPLMN and a connection to NS-WLAN using the same local IP address. In order to allow the BNG to distinguish and to enforce separated QoS control for EPC routed traffic (tunnelled using SWu, S2c) and for WLAN offload traffic QoS rules sent by PCRF shall include in IP filter the destination IP address of the IPSec outer IP header, i.e the ePDG IP address (for S2b and untrusted S2c access) and PDN GW IP address (for trusted S2c) or the UDP source port for used by IPSec tunnel traffic.
6.2
Application of PCC to Fixed Broadband Access interworking

Fixed Broadband Access networks that support BBF Policy Framework and EPC network that supports the PCC interworked via procedures specified in TS 23.203 [4], Annex P.

6.3
QoS solution for 3GPP and Fixed Broadband Access Interworking

6.3.1
Generic

This clause describes how to detect and classify IP packets for the purpose of QoS treatment in the Fixed Broadband Access network. The solution is based on DSCP marking of packets traversing the Fixed Broadband Access network. The Fixed Broadband Access network (e.g. BNG) makes packet classification based on the DSCP of the incoming packets. The solution assumes functionality in the BBF domain, all these functions are out-of-scope for 3GPP; also, these functions may or may not be implemented depending on the agreement between 3GPP and Fixed Broadband Access operator, these functions are described for information only.
Fixed Broadband Access network currently supports the DSCP marking as specified in BBF TR-092 [20] for BRAS, in BBF TR‑101 [8] for Access Nodes and Aggregation Nodes and in BBF TR-124 Issues 2 [21] for the RG.
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Figure 6.3.1-1: Packet classification and packet forwarding treatment in a 3GPP-Fixed Broadband Access interworking scenario for traffic routed to EPC

[image: image2.emf] 

Fixed

Access Node

Mobile

Terminal

Residential

Gateway BNG PDN-GW

Internet

Video

Voice

Ensuring QoS here (e.g., on WIFI) is out-of-scope

Different Possibilities with Different Levels of Granularity 

Packet filters (TFTs). PDN GW 

performs DSCP marking in down-link 

based on QCI of packet.

Fixed

Access Node

Mobile

Terminal

Residential

Gateway BNG PDN-GW

Internet

Video

Voice

Ensuring QoS here (e.g., on WIFI) is out-of-scope

Different Possibilities with Different Levels of Granularity 

Packet filters (TFTs). PDN GW 

performs DSCP marking in down-link 

based on QCI of packet.


Figure 6.3.1-2: Packet classification and packet forwarding treatment in a 3GPP-Fixed Broadband Access interworking scenario for NS-WLAN offload traffic
The figure 6.3.1-1 and the figure 6.3.1-2 are simplified and the intermediate transport network entities in both figures are not shown. The details of traffic handling in the Fixed Broadband Access domain are out of 3GPP scope.
In order to support QoS in Fixed Broadband Access:

-
The BPCF needs to map the QoS information (QCI, bit rates, ARP) received over S9a to access-specific parameters applicable in the Fixed Broadband Access network as specified in WT-203 [6].

-
The BRAS/BNG can perform QoS treatment and QoS remapping based on DSCP value of the outer IP header as specified in BBF TR-059 [26]. For NS-WLAN offload traffic, the BRAS/BNG can support per-flow DSCP marking on each packet based on the QoS information received via R interface.
-
The RG can perform QoS treatment and QoS remapping based on DSCP value of the outer IP header based on pre-provisioned rules in the RG as specified in BBF TR-059 [26].

-
For both EPC routed traffic and NS-WLAN offload traffic cases, if the UE implements reflective QoS and the Fixed Broadband Access network needs to be protected from a misbehaving UE, Fixed Broadband Access needs to implement protective measures (e.g. per-UE bandwidth limitation in the RG or in the BNG).

•
The decision to apply Reflective QoS is performed as part of the AAA signalling for UE authentication. The 3GPP AAA takes the decision to apply Reflective QoS based on the capabilities of the UE, the type of access and local policies then informs the UE. 

•
If the UE supports Reflective QoS then the UE shall indicate to the 3GPP AAA server during the authentication procedure using EAP-AKA signalling. 

•
In response to the UE indication, the 3GPP AAA may provide an indication to the UE on whether Reflective QoS shall be applied during the UE authentication procedure using EAP-AKA signalling. When access authentication is performed the BBF AAA informs the 3GPP AAA that the UE is attached via BBF-defined Fixed Broadband access network in over STa/SWa. When authentication is performed as part of IKEv2 signalling the 3GPP AAA determines if the UE is connected via a BBF-defined WLAN access based on UE Local IP address received in EAP-AKA signalling over SWm or S6b.   


6.3.2
Downlink
6.3.2.1
EPC routed traffic
For the WLAN case, the PGW in the 3GPP domain sets a per-flow DSCP marking on each packet outer header, as defined in TS 23.402 [3]. In un-trusted scenarios where traffic is sent in an IPSec tunnel from ePDG to the UE, the ePDG shall copy that marking to the new outer header unless DSCP remapping is performed as defined in clause 6.3.4.
For the H(e)NB case, the PGW in the 3GPP domain sets a per-flow DSCP marking on each packet outer header, as defined in TS 23.401 [2]. The SeGW shall copy that marking to the new outer header unless DSCP remapping is performed as defined in clause 6.3.4.

The BRAS/BNG located in between the H(e)NB and the SeGW/H(e)NB GW and between the UE and ePDG/PDN GW, may perform QoS treatment and QoS remapping based on DSCP value of the outer IP header.
For the control plane in the H(e)NB case, the QoS associated with control plane traffic (e.g. H(e)NB management traffic, Iu/S1 messages) could be preconfigured in the relevant network entity (e.g. H(e)MS, MME/SGSN) for downlink. The relevant message traffic thus may be marked with the appropriate DSCP according to the preconfigured QoS. The SeGW shall copy this DSCP if it exists from the inner header to the outer header.

NOTE:
It is assumed that the MME/SGSN set the DSCP value of signalling traffic independently whether there is H(e)NB or not.
6.3.2.2
NS-WLAN offloaded traffic

For the WLAN case, the BNG/BRAS in the BBF domain may set a per-flow DSCP marking on each packet header. Alternatively, for operator deployments when the BNG is not at the network edge, the BNG performs QoS treatment based on the DSCP value of the packet IP header.  
6.3.3
Uplink

For the WLAN case, including EPC-routed traffic and NS-WLAN offload traffic, DSCP marking may be performed by the UE by means of reflective QoS. The UE creates a 5-tuple rule from the corresponding downlink 5-tuple derived from the downlink IP traffic. It associates that uplink rule with the DSCP received in corresponding downlink 5-tuple. Each uplink packet matching that uplink rule is marked with the associated DSCP.
For IP flows initiated from the UE, uplink packets will not be marked until a marked downlink packet is received with the downlink n-tuple that matches the received uplink n-tuple.

Some clarifications to the function of reflective QoS in the UE (this describes only the logical function for the reflective QoS marking, the implementation might be differently):

-
For each incoming downlink IP packet the UE checks if a DSCP marking rule for the n-tuple of this IP packet exists. If the rule does not exist, then a new marking rule is added. Otherwise, the DSCP value and the time stamp for this marking rule are set.

-
The uplink n-tuple in each marking rule is made from the downlink n-tuple of that rule by swapping address (and port) destination and source.

-
For each outgoing IP packet the UE checks if a marking rule for this IP packet exists. If the n-tuple of the packet matches the uplink n-tuple of a marking rule, then the DSCP value of the packet is set to the DSCP value of that marking rule. The time stamp for that rule is set.

-
For tunneled scenarios, the n-tuples correspond to the n-tuples of the inner header of the packet. In all scenarios, the DSCP value of the marking rule is the DSCP value of the outer header of the packet. This in both downlink and uplink direction.

-
A marking rule is removed when a certain period of time has passed since the time stamp.

-
The function of reflective QoS will overwrite DSCP markings set by the UE application.

The Fixed Broadband Access implements bandwidth limitation on a per-line granularity. However, at this point in time, Fixed Broadband Access does not implement per-device bandwidth limitation in the RG. Therefore, the UE may take more uplink resources between RG and PDN GW then it was entitled to by S9a admission control (e.g. the UE might set the DSCP incorrectly). Fixed Broadband Access might implement a number of mechanisms to protect the Fixed Broadband Access network from a misbehaving UE :

-
The RG might have pre-configured rules to allow only 3GPP UEs to set DSCP. Distinguishing 3GPP UE from other devices might for example be based on authentication (always EAP-AKA for 3GPP UEs) or from packet destination address (always ePDG/PGW for S2b/S2c).

-
The BNG may enforce UE bandwidth limitation based on the information (including QoS rules) received over S9a via the BPCF. These rules may have a different granularity as determined suitable for the Fixed Broadband Access network (e.g. in a scenario with user place confidentiality protection). The granularity may be on a per UE and DSCP or per UE and IP flow basis.

For the H(e)NB case, DSCP marking is performed by the H(e)NB according to the QoS information of the EPS bearer/PDP context. The H(e)NB shall copy the marking to the outer header. Based on H(e)NB configuration either the QCI mapping or the Reflective QoS may be used.
The RG and BNG located in between the H(e)NB and the SeGW/H(e)NB GW and between the UE and ePDG/PDN GW may perform QoS treatment and QoS remapping based on DSCP value of the outer IP header.

For the control plane in the H(e)NB case, the QoS associated with control plane traffic (e.g. H(e)NB management traffic, Iu/S1 messages) could be preconfigured in the H(e)NB for uplink. The H(e)NB marks the relevant message traffic with the appropriate DSCP according to the preconfigured QoS. It then copies the DSCP from the inner header to the outer header to ensure the correct QoS treatment in the tunnel before it gets into it.

6.3.4
DSCP remapping

NOTE:
This section is only applied to EPC routed traffic case.
Since different domains and operators might use different DSCP values, the scheme above only works if there are agreed re-mappings of the DSCP values. E.g., there might be an edge router in inter-operator domain boundaries that re-maps the DSCPs.

It is assumed that there are appropriate inter-operator agreements (e.g. SLAs) in place to ensure that such re-mapping is consistent and predictable. If there is no such inter-operator agreement, the DSCP re-mapping may not be consistent and predictable.
6.3.5
Correlating admission control with DSCP marking

NOTE:
This section is applied to both EPC routed case and NS WLAN-offload traffic case.
In Fixed Broadband Access the admission control decision may be performed by the BPCF or be delegated by the BPCF to another Fixed Broadband Access node. Based on the admission control decision, the BPCF accepts or rejects the request received over S9a. The Fixed Broadband Access operator may also want to ensure that the traffic for a specific UE is not exceeding the traffic agreed by admission control and communicated over S9a. In order to do so, the BPCF may provide policies to the BNG. These policies are based on the QoS Rules received over S9a but may have a different granularity as determined suitable for the Fixed Broadband Access network.

Regardless of the access method used, the BPCF shall be able to translate QCI received in QoS Rules on S9a into the DSCP that the BNG will see. To do this, the BPCF shall know the relation between QCIs and DSCPs for the traffic that enters the Fixed Broadband Access domain. The QCI to DSCP mapping used in BBF access network in under BBF responsibility.

The correlation function mentioned above is Fixed Broadband Access-internal and therefore out-of-scope for 3GPP.

6.3.6
Multiple IPSec Child SAs support
NOTE:
This section is only applied to EPC-routed case.
RFC 4301 [27] clarifies that if different classes of traffic (distinguished by DSCP bits) are sent on the same IPSec Security Association (SA) and if the receiver is employing the optional anti-replay feature available in both AH and ESP; this could result in inappropriate discarding of lower priority packets due to the windowing mechanism used by this feature. If this anti-replay feature is implemented then the ePDG/SeGW (downlink) and UE/H(e)NB (uplink) should map IP flows of different DSCP to different child SA to avoid this problem.

When the UE initial access through S2b, or s2c with extended security enabled or when H(e)NB power on, depending on the operator's policy, multiple IPSec child SAs with or without different DSCP are established between UE and ePDG or between H(e)NB and the SeGW. Both the uplink and downlink IP flows should be encapsulated and transferred within the appropriate child SA identified by the DSCP, if security association for different DSCP values are established, as described in RFC 4301 [27].

When a right child SA is not found a new child SA shall be created by the ePDG/SeGW (downlink) and UE/H(e)NB (uplink).

The increase of the anti-replay window size can also be used but it does not guarantee that packets will not be discarded.

****** End of contribution ******
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