SA WG2 Temporary Document

Page 5

SA WG2 Meeting #89
S2-120754
06 - 10 February 2012 - Vancouver, Canada
(revision of S2-12xxxx)
Source:
Research In Motion UK Limited
Title:
Proposed modifications on Device Triggering procedure
Document for:
Approval
Agenda Item:
9.7.4
Work Item / Release:
SIMTC-Reach / Rel-11
Abstract of the contribution: This contribution analyzes four issues and proposes a way forward with regard to the addressed issues on the Device Triggering procedure. The proposals include (1) The MTC-IWF performs translating the external ID into IMSI. (2) The MTC-IWF authorizes if the MTC-server is authorized to send the Device Trigger to the destined UE. (3) The MTC-IWF is utilized with store and forward functionality. (4) The Trigger message includes the application ID which uniquely identifies the destined application within the mobile device.
Discussion

As Rel-11 works are supposed to be frozen at this meeting, we need to find the simplest solution that works and backward/forward compatible. This paper analyzes a few issues and proposes a way forward on the device trigger delivery procedure.

Issue 1. Translation of External ID into IMSI
It has been discussed that which network entity is the most suitable for translation of external ID into IMSI, and general consensus was HLR or HSS would be the best place to put the functionality. Based on this decision, the message flows in Annex A of TS 23.682 show that MTC-IWF interacts with HLR/HSS by means of MAP_SEND_ROUTING_INFORMATION service. The identifier on the service routing information request message will be the external ID as the MTC-IWF has not performed the translation. The format of the external ID has not been specified yet, and the parameter has not been defined in Mobile Application Part (MAP). Considering the external ID is likely to be URI type identifier, it would require extensive modification on MAP to adopt the external ID as an identifier. If the MTC-IWF translates the received external ID into IMSI, the Send Routing Information (SRI) message may have IMSI as the destination device identifier, which requires no additional modification on MAP.

Furthermore, translating the external ID at MTC-IWF would be more efficient than translating at HLR/HSS in terms of database access efficiency as explained in S2-114984.
Proposal 1. Translating the External ID into IMSI shall be performed at MTC-IWF.

Issue 2. Authorization of the MTC-Server and authorization of the trigger message
Figure A.3.1-1 of TS 23.682 shows that two separated phases of authorizations are required. In the first phase, the MTC-IWF verifies if the MTC-Server is allowed to send device triggers, and HSS authorizes the MTC-server is allowed to send the device triggers to the specific UE in a separate step. If we accept the proposal 1, the MTC-IWF has enough information to verify if the MTC-server is allowed to send the trigger to the destination UE. Therefore, the authorization can be done at once. 

In addition to the fact that this simplifies the procedure, this approach eliminates unnecessary information transfer, such as MTC-Server identification, from MTC-IWF to HSS, which would again require modification in MAP protocol. We do not want to modify the existing protocol as much as possible.
Proposal 2. Authorization of the device trigger shall be done at MTC-IWF before interrogating with HLR/HSS.

Issue 3. Store and Forward functionality at MTC-IWF

We discussed the possibility of having store and forward functionality at MTC-IWF in SA2 #88. At that time, the conclusion was that T4 delivery procedure will be used for the re-attempted deliveries if the first attempt of delivery over T5 fails. The major reason for the conclusion was that the store and forward functionality already exists at SMS-SC, thus it would be better to reuse what is already available instead of re-inventing the wheel. However, this contribution proposes to revisit the decision as it turned out that the previous conclusion complicates the system even further. 

Suppose that T5 delivery is used only for the first delivery attempt and T4 delivery procedure will be used for re-attempted deliveries. When MTC-IWF submits SMS to the SMS-SC after T5 delivery fails, the MTC-IWF needs to indicate that the previous delivery attempt failed. SMS-SC does not try to deliver the SM immediately and set Message Waiting Flag at HLR/HSS. As a result, we need to modify the functional module of SMS-SC including state machine as well as the protocol. This requires extensive modifications in the SMS-SC and MAP protocol. 
If we put store and forward functionality, the exactly same functionality of SMS-SC, more precisely the functionality of Gateway MSC (GMSC), will be implemented at MTC-IWF. If the first attempt fails, the MTC-IWF acts as if it is a GMSC and requests the HSS to put the MTC-IWF on a list of service centers wanting to be notified when the destination UE becomes available again using the MAP_REPORT_SM_DELIVERY_STATUS procedure. Once the destination device becomes available, the HSS will notify the MTC-IWF and the MTC-IWF is able to re-attempt to deliver the trigger. Even though this duplicates the part of GMSC functionality at MTC-IWF, this does not require modifications on the procedure at any entity other than MTC-IWF and required work would be porting the existing module to MTC-IWF. Thus it requires minimum effort to implement.
Proposal 3. MTC-IWF shall have the store and forward functionality and re-attempt failed T5 deliveries over T5 once the destination device becomes reachable.
Issue 4. How to deliver the trigger to the application at the device
It is possible that more than one application are utilizing device trigger feature in a single device. When a trigger arrives at the UE, the trigger dispatcher module shall be able to identify the corresponding application at the receiver side. One may argue that it can be achieved by letting the trigger dispatcher examine the contents of the application PDU in the trigger message. However, this approach violates the communication model. The application PDU should be purely application protocol specific and the trigger dispatcher should not be able to access the contents of the container. Furthermore, application layer may adopt some encryption mechanism. If so, the trigger dispatcher does not have access to the container at all. Therefore, the trigger dispatcher shall be able to identify the destined application with other information. 
Defining a globally unique application ID is not easy to achieve as there is no single authority to manage the IDs. Also, we need to consider that there could be great number of applications that utilizes the device trigger feature in the future. When the trigger dispatcher relays the trigger to the application, the sufficient condition is that the identification is unique within the destination device. When an application begins to use the device trigger feature, the application registers with the trigger dispatcher. The trigger dispatcher assigns an ID to the application and the ID is unique in the scope of the trigger dispatcher service range. Delivery of this application ID from the application on the mobile device to the application on the server can be done over the application layer.
Proposal 4. Device Trigger message shall include the target application ID which is unique at the receiving device.

Conclusion
It is proposed to agree to make the following changes for TS 23.682 based on above discussions.
* * * First Change * * * *
5.2.1
Triggering procedure over Tsp
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Figure 5.2.1-1: Device Trigger Procedure
1.
The MTC Server needs to trigger the device. If the MTC Server has no contact details for an MTC-IWF, it may determine the IP address(es)/port(s) of the MTC-IWF by performing a DNS resolution using the External Identifier of the UE to be triggered.

2.
The MTC Server submits a MTC Device Trigger Request (External Identifier, Trigger Reference Number, validity period, priority, Application ID and Application-PDU) to the MTC-IWF.
Editor’s note: What information is explicitly available and which information is sent transparently through the 3GPP network is FFS. Additional information in the device trigger request is FFS.
3.
The MTC-IWF translates the External ID into the corresponding IMSI, checks that the MTC Server is authorised to submit trigger requests to this UE and that the MTC Server has not exceeded its quota or rate of trigger submission. 

4.
The MTC-IWF sends a [modified from Rel 10] SRI for SM (IMSI) message to the HSS to retrieve the T5 address(es) of the UE’s serving CN node(s). The MTC-IWF may also cache, which of the CN nodes performed the last successful trigger message delivery.


5.
The HSS returns the Routing Information (MSC address and/or SGSN address and/or MME address for MAP and/or T5). HSS policy (possibly dependent on the VPLMN ID) may influence which address(es) are returned. 

6. The MTC-IWF selects trigger delivery procedure based on the information received from HSS and local policy. If T5 delivery procedure is selected, MTC-IWF attempts T5 trigger delivery procedure as per clause 5.2.x. If T4 delivery procedure is selected, MTC-IWF attempts T4 trigger delivery procedure as per clause 5.2.y. 


7.
The MTC-IWF sends the MTC Trigger Delivery Report to the MTC Server with cause indicating whether the trigger was delivery succeeded or failed. The MTC Server records the success.

8.   In response to a received Device Trigger, an application, sensor or local-network-device typically sends some application level information. If not yet established it may initiate UE IP communications with the MTC Server or an MTC Application Server or reply using a messaging service. If a new PDP/PDN connection is established in response to the received trigger, the GGSN/P-GW causes the HPLMN’s mapping tables of External Identifier and IMSI to IP address(es) to be updated.

Editor’s note: the details of this mapping of External Identifier and IMSI to IP address(es) step need to be worked out, e.g. how does the PGW/GGSN obtain the address of the MTC-IWF.


5.2.x
Trigger Delivery using T5
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Figure 5.2.x-1: T5 Trigger Delivery Flow

1.
The MTC-IWF formats a Trigger-Message with the trigger information and sends a Submit Trigger (IMSI, Trigger-Message, priority, validity period, etc.) to the serving CN node. The Trigger-Message consists of Application ID and Application-PUD. This might involve sequential or parallel delivery attempts in MSC, SGSN and/or MME. Validity period indicates whether only a single delivery attempt is requested.

2.
The serving CN node performs a single attempt of transferring the Trigger-Message to the UE, which succeeds or fails.

Editorial Notes: Details of this step is FFS. 

3.
The serving CN node sends a Delivery Report (cause) to the MTC-IWF. Cause indicates whether the Trigger-Message was successfully delivered to the UE. If the Trigger-Message cannot be delivered and validity period indicates that this is not requesting only a single delivery attempt the serving node sets the message waiting flag. 
4a.
If the trigger was delivered or if all the delivery attempts failed and the trigger request (Validity period) was requesting one delivery attempt only, the MTC-IWF sends a Delivery Report (cause) to the MTC server. Cause indicates that the trigger request was accepted, and was delivered or delivery failed, respectively. If so, the procedure ends after this step. 
4b.
If all the delivery attempts failed and the Validity period is still valid, the MTC-IWF sends Device Trigger Confirm message to the MTC Server, and move to step 5.
5.
The MTC-IWF sets the Message Waiting Flag in the HSS.

6 to 8.  UE activity causes a CN node to contact the HSS (either since the Message Waiting Flag is set, or as part of a LAU/RAU/TAU/Attach in a MME/SGSN/MSC).
9 to 11.  Corresponds to step 1 to 3 above.
5.2.y
Trigger Delivery using T4

[image: image3.emf]UE

MSC

MME

SGSN

PGW

GGSN

HSS

MTC

Server

DNS

5. Forward Message

6. Transfer Message

7. Delivery Report

SMS-SC

MTC

IWF

1. Submit SMS

2. Submit Confirm

8. Msg Delivery Report

4. CDR 

Generation

3. MTC Trigger Submit Confirm 


Figure 5.2.y-1: T4 Trigger Delivery Flow

1.
The MTC-IWF selects a suitable SMS-SC. The MTC-IWF formats a Trigger-Message (App ID, Application-PDU) as a SMS MT and submits the Device Trigger Request (External Identifier, IMSI, MTC Server ID, Trigger Reference Number; Trigger-Message, information from the MTC Server) to the SMS-SC.

2.
The SMS-SC sends a Submit Confirm message to the MTC Server to confirm that the Device Trigger Request has been stored in the SMS-SC. 

3.
The MTC-IWF sends a MTC Trigger Submit Confirm message to MTC Server to confirm that the Device Trigger Request has been accepted for delivery to the UE. 

4, 5, 6, 7.
The SMS is delivered to the UE (see MT SMS procedures specified in TS 23.040[XX]). This might involve sequential or parallel delivery attempts in MSC, SGSN and/or MME. The SMS-SC and the other CN nodes generate the necessary CDR information including the MTC Server ID (only in SMS-SC). 


NOTE: the SMS-SC does not perform an SRI for SM with the HSS, instead it uses the visited node address information received in step 1.

8.
If a delivery report was requested the SMS-SC sends the Message Delivery Report to the MTC-IWF. This message contains the Trigger Reference Number and the MTC Server ID that the MTC-IWF needs to send the MTC Trigger Delivery Report onto.
* * * Next change * * * *





























































* * * End of Changes * * * *
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23. MTC Trigger Delivery Report
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1-7. steps same as in A.2.1
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9. PDP/PDN connection activation and update of External ID and IMSI to IP address mapping
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