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Introduction 

In R3-113148, RAN3 kindly asks SA2 to clarify the deployment scenario and architecture for network sharing for H(e)NB. This discussion paper attempts to answer the question.
The discussion applies to both LTE and 3G. In Section 2 we consider the LTE case where there is no HeNB-GW deployed. Then in Section 3, we consider the case of HeNB-GW deployment. This section is also applicable to 3G architecture where HNB-GW is not optional. Finally conclusions are presented in Section 4. 
1.0  Macro network sharing architectures
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Figure 1 – GWCN (left) and MOCN (right). 23.251
TS 23.251 defines two types of network sharing

· GWCN (Gateway Core Network): The core network operators share the radio access network nodes, and the MMEs serving the shared radio access network nodes.

· MOCN (Multi-Operator) Code Network: The core network operators only share the radio access network nodes. 

1.1 HeNB Architecture 
The HeNB architecture from TS 36.300 is shown below:
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Figure 4.6.1-1: E-UTRAN HeNB Logical Architecture. [TS 36.300]
Clearly the HeNB-GW and HeNB are in the RAN and the EPC consists nodes shown in TS 23.401.
2.0 LTE Network Sharing architectures without HeNB-GW
In this section, we consider network sharing architecture without HeNB-GW deployment
2.1 GWCN without HeNB-GW

The GWCN architecture is straight-forward and shown in the figure below. The shared MME/SGW connects to the HeNB via the SeGW which is located at the border of the operator’s security domain. There are no architectural issues with this deployment scenario.
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Figure 2.1-1 –GWCN HeNB Architecture. 
2.2 MOCN without HeNB-GW

The two options for MOCN deployment without HeNB-GW are shown below.
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Figure 2.2-1 –MOCN HeNB Architecture Options. (a) Single SeGW with interconnections (Za security) to core networks of other shared operators. (b) One SeGW per shared network operator
In the first option (a) in the figure above, there is a single SeGW in the operator-A security domain. This is the operator that owns/manages the RAN network where the HeNB is deployed. The S1AP and S1-U connections to the MME/S-GW of the other operators sharing the HeNB is via the SeGW of operator-A. The MME/S-GW of other operators connect to the SeGW in Operator’s A domain using Za inter-domain security as specified by SA3. The HeNB-MS is in Operator-A’s domain.
In the second option (b) in the figure above, the HeNB connects to each operator’s network viaa separate SeGW. The HeNB would need to establish different IPsec tunnels to different SeGWs. Such multiple tunnels are no security risks, as long as their establishment is authenticated and authorized. As in option-a, there is only a single managing HeMS in operator-A’s network. Operator-A owns/manages the RAN network where the HeNB is deployed. 
NOTE:
As long as Tr-069 is used as management protocol, there will be only one HeMS. The Tr-069 mode of operation depends on the assumption that one CPE (HeNB) can only interact with  one ACS (Auto configuration Server) -  here HeMS - at the same time.
Option-b, while being allowed (in our understanding) by RAN3, SA3 and SA5 specifications, posses a few deployment issues. One of them being:

1. This would require provisioning multiple SeGW addresses (and possibly multiple operator root certificates) to the HeNB, also via Tr-069 (in SA5/BBF remit). Or if the provisioning is done via S1(from the first MME), then also SeGW address and operator root cert have to be provisioned that way securely.
3. LTE/3G Network Sharing architectures with H(e)NB-GW

In this section, we consider network sharing scenarios where the optional HeNB-GW is deployed. This section also applies directly to the 3G case, where the HNB-GW is not optional. 
3.1 GWCN with HeNB-GW

The network architecture for GWCN is shown in the figure below. The shared MME/SGW connects to the HeNB via the HeNB-GW and SeGW which are located in the operator’s domain. There are no architectural issues with this deployment scenario.
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Figure 3.1-2. GWCN HeNB-GW Architecture.
3.2 MOCN with HeNB-GW

The two options that have been proposed in RAN3 for network sharing with HeNB-GW are shown in the figure below.
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NOTE-1: The H(e)NB-GW is part of the RAN (see TS 36.300). The H(e)NB is being shown in the figures above as part of CN, only to depict typical deployment scenarios.
Figure 3.2-1 –MOCN HeNB-GW Architecture Options. (a) Single HeNB-GW. (b) Multiple HeNB-GWs
The architecture option-a is similar to the case where the optional HeNB-GW is not deployed, covered in Section 2. There is a single SeGW in Operator-A’s security domain. The only difference is the MMEs from other operators connect to the HeNB-GW. Note that the S-GW from the other operators will connect directly to the SeGW, i.e S1-U does not go via the HeNB-GW. The inter-operator connections are secured via Za security.

Option-b considers the case where there are multiple SeGWs, one in each operator’s security domain. One CN operator does not know whether other CN operators deploy the HeNB-GW. In case one or more CN operator deploys HeNB-GW, the HeNB would have to connect to multiple HeNB-GW/MMEs.
Technical Issues with Option-b 
Option-b violates the following architecture design for HeNB subsystem from Rel-8 onwards (36.300 Section 4.6.2):

A HeNB hosts the same functions as an eNB as described in section 4.1, with the following additional specifics in case of connection to the HeNB GW:

-
Discovery of a suitable Serving HeNB GW;

-
A HeNB shall only connect to a single HeNB GW at one time, namely no S1 Flex function shall be used at the HeNB:

-
The HeNB will not simultaneously connect to another HeNB GW, or another MME.

That is, if the HeNB-GW is deployed, the NAS-node selection function (NNSF) is in the HeNB-GW and not in the HeNB. There are technical proposals to allow option-b, i.e possible move the NNSF function to the HeNB. Though RAN3 is best to discuss the technical issues. Here are some key problems with proposal to allow option-b:
1. The NNSF is split in HeNB and HeNB-GW: The HeNB performs partial NNSF to select the CN operator, then HeNB-GW performs the rest NNSF to select the specific MME in that CN operator. This is because the HeNB-GW may hide the fact that there are multiple MMEs north of the HeNB-GW from the HeNB. Actually, the HeNB only has S1 with the HeNB-GW rather the MMEs, so it is not possible for HeNB to select the specific MME according to the GUMMEI. The HeNB can only select the HeNB-GW to which the MME is connected. In addition, this will still require the HeNB-GW to have the full NNSF in order to support the Pre-Rel-11 HeNBs that does not have NNSF.
2. The NNSF split will not work in several deployments: In current RAN spec, the HeNB-GW appears as a MME to the HeNB. Since the NNSF is performed in HeNB-GW instead of the HeNB. There is no need for HeNB to know the specific MME information. It is up to the HeNB-GW’s implementation whether totally hide the MME information to the HeNB, or include some or all MME information in the S1 Setup Response message to the HeNB. Consider the following deployment scenario. Operator’s A HeNB-GW appears to the HeNB as a single MME and hides the two MME behind the HeNB-GW. The HeNB-GW advertises, say, MME-0 to HeNB. North of the HeNB-GW are two MMEs with ID MME-1 and MME-2.  In addition the HeNB is also connected to MME-3 of Operator-B. In this scenario, if a UE provides GUMEI equal to MME-1 in its RRC message where should the HeNB forward the UE’s message? According to existing standards, the HeNB will randomly pick either operator’s A’s network or operator-B’s network.  NNSF does not work in such a scenario, without requiring backwards incompatible changes to standards. One can argue that the HeNB can use the PLMN to send the message to CN Operator-A. However, this will need to be stated specifically. In general, there will be issue when an operator deploys S1-flex  to HeNB along with HeNB-GW 
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Figure 3.2-2 –Problem scenario for MOCN with HeNB-GW where part of NNSF function is moved to HeNB.

3. In addition the following CRs to 36.413 will need to be revised and updated.

	44
	RP-090640
	0458
	3
	NNSF for HeNB GW deployment scenario
	8.6.0


Current 36.413 states that HeNB may include the GUMMEI (to HeNB-GW) if the HeNB does not support NNSF. If adopt option-b, the HeNB needs to include the GUMMEI in the S1 INITIAL UE MESSAGE on some interfaces (to Operator-A and Operator-C) and not on other S1 interfaces (operator-B). However, based on configuration (see TS 32,592), the HeNB either includes GUMMEI on S1 or does not. If HeNB always includes GUMMIE, this can cause issue to CN operators (Operator-B in our case) that doNOT deploy the HeNB-GW. The MME is not supposed to receive the GUMMEI in the S1 INITIAL UE MESSAGE. If the MME receives the GUMMEI message, the MME shall terminate the procedure and initiate the Error Indication procedure, and use cause value “Abstract Syntax Error (Falsely Constructed Message)” according to the error handling in the S1 spec (TS 36.413). 

4. Will require changes to 23.401 Step 2 of attach/TAU procedure. In case one CN operator deploys HeNB-GW, the HeNB only know the "MME ID" of the HeNB-GW, rather the actual MMEs. According to current step 2, the HeNB considers that MME pointed by GUMMEI is not available, but actually that MME is available and can be selected by the HeNB-GW. 
Business Motivation for Option-b Deployment
In most deployments, one of the network sharing partners owns or manages the RAN in a particular environment, or the operators coordinate as a single entity for managing the RAN. In the figures above, though we show the HeNB-GW in one of the operator’s core-network, other deployment options where the SeGW and the HeNB-GW is a common area jointly managed by the different operators is also allowed. 

One objective of operators to deploy HeNB-GW is to hide the a large number of HeNBs from the MME. However, if we use the model that one operator manages RAN in a specific area, it is not difficult for the operators to share the HeNB-GW in that specific area.

So far we have not found a compelling reason to deploy the scenario where a HeNB needs to connect to multiple HeNB-GWs, or supporting S1-flex to multiple operators where one operator deploys HeNB-GW. Appreciate operators to provide feedback if such a deployment is needed to be supported.  
Proposal 1: Operators to consider, whether deployment scenario where one HeNB connects to multiple HeNB-GWs is required and cannot be solved otherwise. If no compelling reasons are determined, SA2 rules out the option where HeNB connects to multiple HeNB-GWs or where HeNB is expected to support S1-flex when HeNB-GW is also deployed.
4. Conclusion and Proposals

Unless compelling business reasons are identified, SA2 provides response to RAN3 that the following network sharing architectures should be supported for H(e)NB subsystem.
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Figure 4-1. GWCN Network sharing for H(e)NB Subsystem. 
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NOTE-1: HeNB-GW is optional in the figures above.

Figure 4-2. MOCN Network sharing for H(e)NB Subsystem. 
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