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Abstract of the contribution: This contribution discusses some issues related to the reflective QoS.
Discussion

In the BBAI, we introduce the new concept ‘Reflective QoS’ and have following agreements.
•
The 3GPP AAA makes the decision to apply Reflective QoS based on the capabilities of the UE, the type of access and the local policies, it will then inform the UE during the access authentication or IPSec tunnel establishment authentication. 

•
If the UE implements reflective QoS, the Fixed Broadband Access network is expected to be able to detect the misbehaving UE and protect itself.
However, the following open issues have not been addressed:
1) QoS authorization and traffic treatment for the UE implementing reflective QoS
Reflective QoS implies the QoS (i.e. QCI and ARP) treatment for the downlink and uplink is the same for service data flow.  Based on the reflective QoS indication from the network (i.e.3GPP AAA), the UE can implement the reflective QoS.  However, in the current TS 23.139, there is no requirement for the PCRF to implement reflective QoS, and this will introduce inconsistent treatment on the UE’s traffic transported over the BBF network.  It is because, the 3GPP AAA informs the UE to implement the reflective QoS while the PCRF still make the QoS authorization which could assign different QoS policy to the downlink and the uplink (i.e. the QCI and/or ARP are different) traffic with the following possible scenarios: 
For EPC-routed traffic:
a) If the PCRF provisions the BBF network with different QoS policies for the uplink and downlink traffic to request admission control, this will introduce inconsistency on how the BBF and UE handle the QoS treatment for the UE’s traffic that may or may have not been applied the reflective QoS. 
b) If the PCRF policy is provisioned to the ePDG (GTP-based S2b) or to the P-GW. The ePDG or P-GW could decide the DSCP that was marked by the UE based on  reflective QoS is not correct, and the packet could be discarded or re-marked.  As a result, end-to-end QoS can’t be guaranteed even if the BBF network honours the DSCP marking done by the UE. 
For offloaded traffic :
Similar with the EPC-routed traffic, the result of the admission control accepted by the BBF network could introduce inconsistency of the treatment to the UE’s traffic if the reflective QoS is also implemented by the UE. The BNG/BRAS could discard packet or re-mark the DSCP of the packet based on the PCRF’s policy even though the AAA has informed the UE to implement the reflective QoS.

Conclusion 1: PCRF should be involved in authorizing the reflective QoS for the UE to access the BBF network even though the UE is informed by the AAA to implement the reflective QoS in order to ensure the end-to-end QoS handling consistency.
2) Network protection from a misbehaving UE
In TS 23.139, the requirement has been agreed that BBF network shall be protected from a misbehaving UE, e.g. The BNG may enforce UE bandwidth limitation based on the information (including QoS rules) received over S9a via the BPCF. The granularity may be on a per UE and DSCP basis. During the joint 3GPP and BBF discussion, BBF believes that BBF network does not need to implement such bandwidth limitation for the EPC-routed traffic, because the 3GPP network element (e.g. P-GW) can enforce the bandwidth limiting. 

For the offload traffic, BBF confirmed that BNG can enforce policy on per UE and IP flow granularity.
If the PCRF can inform the P-GW or the BNG for the correct QoS policy of the UE which is allowed by AAA to implement the reflective QoS, the BBF network can then be protected from the misbehaving UE according to current uplink verification function on per UE and IP flow granularity.

The possible solution is described as follows:

a) PCRF is informed regarding the permission for the UE to implement the reflective QoS during the access authentication or IPSec tunnel establishment authentication as described as follows:
· access authentication: BPCF is informed with the decision whether the UE is permitted to implement the reflective QoS and it will then relay the decision to the PCRF over S9a

· IPSec tunnel establishment authentication: ePDG (untrusted S2c or S2b) or P-GW (trusted S2c) is informed with the decision whether the UE is permitted to implement the reflective QoS and it will then relay the decision to the PCRF over Gxb* or Gx

b) PCRF will then determine if the UE is permitted to implement the reflective QoS and set the QoS policy accordingly.
Conclusion 2: PCRF shall be the one to authorize the reflective QoS for the UE in order to provision the appropriate QoS policy in the BBF network which can then be protected from the misbehaving UE.
Proposal

Conclusion 1 shall be adopted,  if the reflective QoS is authorized by the AAA to the UE,  to ensure the appropriate end-to-end QoS treatment on the UE’s traffic with the 1st change as shown below.
******** 1st change ********

6.3.1
Generic

This clause describes how to detect and classify IP packets for the purpose of QoS treatment in the Fixed Broadband Access network. The solution is based on DSCP marking of packets traversing the Fixed Broadband Access network. The Fixed Broadband Access network (e.g. BNG) makes packet classification based on the DSCP of the incoming packets. The solution assumes functionality in the BBF domain, all these functions are out-of-scope for 3GPP; also, these functions may or may not be implemented depending on the agreement between 3GPP and Fixed Broadband Access operator, these functions are described for information only.
Fixed Broadband Access network currently supports the DSCP marking as specified in BBF TR-092 [20] for BRAS, in BBF TR‑101 [8] for Access Nodes and Aggregation Nodes and in BBF TR-124 Issues 2 [21] for the RG.
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Figure 6.3.1-1: Packet classification and packet forwarding treatment in a 3GPP-Fixed Broadband Access interworking scenario

The figure 6.3.1-1 is simplified and the intermediate transport network entities are not shown. The details of traffic handling in the Fixed Broadband Access domain are out of 3GPP scope.

In order to support QoS in Fixed Broadband Access:

-
The BPCF needs to map the QoS information (QCI, bit rates, ARP) received over S9a to access-specific parameters applicable in the Fixed Broadband Access network as specified in WT-203 [6].

-
The BRAS/BNG can perform QoS treatment and QoS remapping based on DSCP value of the outer IP header as specified in BBF TR-059 [26].

-
The RG can perform QoS treatment and QoS remapping based on DSCP value of the outer IP header based on pre-provisioned rules in the RG as specified in BBF TR-059 [26].

-
If the UE implements reflective QoS and the Fixed Broadband Access network needs to be protected from a misbehaving UE, Fixed Broadband Access needs to implement protective measures (e.g. per-UE bandwidth limitation in the RG or in the BNG).

•
The decision to apply Reflective QoS is performed as part of the AAA signalling for UE authentication. The 3GPP AAA takes the decision to apply Reflective QoS based on the capabilities of the UE, the type of access and local policies then informs the UE. 

•
If the UE supports Reflective QoS then the UE shall indicate to the 3GPP AAA server during the authentication procedure using EAP-AKA signalling. 

•
In response to the UE indication, the 3GPP AAA may provide an indication to the UE on whether Reflective QoS shall be applied during the UE authentication procedure using EAP-AKA signalling. When access authentication is performed the BBF AAA informs the 3GPP AAA that the UE is attached via BBF-defined Fixed Broadband access network in over STa/SWa. When authentication is performed as part of IKEv2 signalling the 3GPP AAA determines if the UE is connected via a BBF-defined WLAN access based on UE Local IP address received in EAP-AKA signalling over SWu or S6b.   

NOTE: 
The assumption that the BBF AAA informs the 3GPP that UE is attached via BBF defined Fixed Broadband Access Network needs to be verified with BBF.

•
In order to guarantee the End to End QoS for the UE which apply Reflective QoS, the PCRF shall authorize the Reflective QoS when the PCRF makes the PCC decisions.
******** End of 1st change ********

Conclusion 2 shall be adopted, if the reflective QoS is authorized by the AAA to the UE, to protect the BBF network from misbehaving UE with the 2nd change as shown below.
******** 2nd change ********

6.3.1
Generic

This clause describes how to detect and classify IP packets for the purpose of QoS treatment in the Fixed Broadband Access network. The solution is based on DSCP marking of packets traversing the Fixed Broadband Access network. The Fixed Broadband Access network (e.g. BNG) makes packet classification based on the DSCP of the incoming packets. The solution assumes functionality in the BBF domain, all these functions are out-of-scope for 3GPP; also, these functions may or may not be implemented depending on the agreement between 3GPP and Fixed Broadband Access operator, these functions are described for information only.
Fixed Broadband Access network currently supports the DSCP marking as specified in BBF TR-092 [20] for BRAS, in BBF TR‑101 [8] for Access Nodes and Aggregation Nodes and in BBF TR-124 Issues 2 [21] for the RG.
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Figure 6.3.1-1: Packet classification and packet forwarding treatment in a 3GPP-Fixed Broadband Access interworking scenario

The figure 6.3.1-1 is simplified and the intermediate transport network entities are not shown. The details of traffic handling in the Fixed Broadband Access domain are out of 3GPP scope.

In order to support QoS in Fixed Broadband Access:

-
The BPCF needs to map the QoS information (QCI, bit rates, ARP) received over S9a to access-specific parameters applicable in the Fixed Broadband Access network as specified in WT-203 [6].

-
The BRAS/BNG can perform QoS treatment and QoS remapping based on DSCP value of the outer IP header as specified in BBF TR-059 [26].

-
The RG can perform QoS treatment and QoS remapping based on DSCP value of the outer IP header based on pre-provisioned rules in the RG as specified in BBF TR-059 [26].

-
If the UE implements reflective QoS and the Fixed Broadband Access network needs to be protected from a misbehaving UE, Fixed Broadband Access needs to implement protective measures (e.g. per-UE bandwidth limitation in the RG or in the BNG).

•
The decision to apply Reflective QoS is performed as part of the AAA signalling for UE authentication. The 3GPP AAA takes the decision to apply Reflective QoS based on the capabilities of the UE, the type of access and local policies then informs the UE. 

•
If the UE supports Reflective QoS then the UE shall indicate to the 3GPP AAA server during the authentication procedure using EAP-AKA signalling. 

•
In response to the UE indication, the 3GPP AAA may provide an indication to the UE on whether Reflective QoS shall be applied during the UE authentication procedure using EAP-AKA signalling. When access authentication is performed the BBF AAA informs the 3GPP AAA that the UE is attached via BBF-defined Fixed Broadband access network in over STa/SWa. When authentication is performed as part of IKEv2 signalling the 3GPP AAA determines if the UE is connected via a BBF-defined WLAN access based on UE Local IP address received in EAP-AKA signalling over SWu or S6b.   

NOTE: 
The assumption that the BBF AAA informs the 3GPP that UE is attached via BBF defined Fixed Broadband Access Network needs to be verified with BBF.

•
The PCRF shall be aware whether the UE is allowed to apply the Reflective QoS.  When 3GPP access authentication is performed, the BPCF informs the PCRF regarding the AAA’s the decision on the reflective QoS during the Gateway Control session establishment over S9a. When authentication is performed as part of IKEv2 signalling, ePDG informs the PCRF the decision during the Gateway control session establishment over Gxb* or P-GW informs the PCRF the decision during the IP-CAN session establishment over Gx. If the UE is allowed to apply the Reflective QoS, the PCRF shall authorize the Reflective QoS when making the PCC decisions; otherwise, the PCRF shall not authorize the Reflective QoS when making the PCC decisions 
******** End of 2nd change ********
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