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Abstract of the contribution: This paper proposes user plane based device triggering. 
Discussion
The TR 23.888 discusses various options for Online Device Trigger – NAS based, enhanced MT-SMS based, HSS-based, user plane based triggering etc. This paper discusses the advantages of using user plane based triggering over other proposed mechanisms for Online device triggertring.
Firstly, the user plane based triggering is very scalable since it uses the data plane to deliver the device triggers. The core network nodes have already been designed to handle large volumes of user data. It is indeed envisioned that the signalling channels used by other approaches will be stressed by the large amount of device triggers necessary to handle the high number of MTC devices. 
Secondly, the user plane solution also works when the UE is connected to non-3GPP access technologies such as WLAN, 3GPP2 etc. which allows the operators to deploy MTC services with greater flexibility.
Finally, using the control plane to deliver trigger data can increase the load on the control plane nodes which are typically used to perform other important functions such as mobility management etc. It is not clear how the extra load (due to device triggering for a very high number of devices) on the control nodes will affect system performance.

It is understood that the user plane solution cannot be used all the time – for e.g., when the UE has a PDP context established without an IP address assigned or no PDP context. In those scenarios, the network can fall back on the new NAS based mechanism or MT-SMS for the delivering the device trigger. However, even if both user plane and control plane solutions need to be supported, the presence of user plane solution makes sure that the control plane nodes are not overloaded.
Proposal

We propose to add the changes in the next section to TR 23.888.

Changes

### First Change ###

6.X User plane based device Triggering
6.X.1
Problem Solved / Gains Provided

Clause 5.8 
"Key Issue – MTC Device Trigger",
6.X.2 High level information flow for Device Triggering using user plane
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1.  The MTC server submits a Device Trigger Request providing the external device identifier and optionally a validity period.
2.
The MTC-IWF authorises the trigger request. The IWF interrogates the HSS with the external device identifier to derive the IMSI and any additional information needed for trigger delivery.

   The MTC-IWF optionally queries other entitities (such as DNS server etc) to obtain the IP address of the MTC Device. If the MTC Device had previously registered its IP address with the MTC-IWF through application layer signaling, the MTC-IWF does not have to query the DNS Server.

3.
The IWF delivers the trigger request to the MTC device over the user plane. This message is seen as a data packet by the EPC.
4.
The MTC UE sends a delivery ack.

5.
The delivery or non-delivery is acknowledged to the MTC server.

6.
The application on the device communicates with the MTC server.
6.X.3  Proposals for MTC-IWF to determine IP address of MTC device

This section discusses various alternatives for the MTC-IWF to obtain the IP address of the MTC device
6.X.3.1 Alternate 1 – Explicit Registration based

In this alternative, the MTC device explicitly registers with the MTC-IWF through application layer signaling.
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1. The UE initiates EPS attach procedure as per 3GPP TS 23.401
2. The application on the MTC device registers its IPv4/IPv6 address with the MTC-IWF.

3. The MTC-IWF receives a trigger over MTCsp from the MTC server.
4. The MTC-IWF queries its local database to obtain the IPv4/IPv6 address of the UE. 
5. The MTC-IWF sends the trigger to the MTC device using the IPv4/IPv6 address.

6. The PGW delivers the packet to the UE over the EPS bearer.
Evaluation:

- This solution needs to define an application layer signaling message between MTC device and MTC-IWF to transport/register the IP address assigned to the MTC device.

- The MTC device needs to listen on specific port to receive & process the MTC trigger.
6.X.3.2 Alternate 2 – DNS based

This section discusses possible alternate solutions for the DNS to be populated by different network entities with the MTC device’s IP address.

6.X.3.2.1 MME/HSS based DNS update

The flow/procedures for this option is specified in section 6.1.

6.X.3.2.2 PGW based DNS update
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1. The UE initiates EPS attach procedure as per 3GPP TS 23.401
2. The PGW updates the DNS server with the IP address assigned to the UE.

NOTE 1: In case of the IPv6, the UE is configured to form its global IPv6 address as the concatenation of the IPv6 Prefix and the Interface Identifier provided by PGW.
NOTE 2: The PGW can update the DNS using Dynamic DNS.
3. The MTC-IWF receives a trigger over MTCsp from the MTC server.
4. The MTC-IWF queries the DNS server for the IPv4 and/or IPv6 address that corresponds to the UE's FQDN.

5. The DNS Server replies with the IPv4 and/or IPv6 address for the UE.

6. The MTC-IWF sends the trigger to the MTC device using the IPv4/IPv6 address.

7. The PGW delivers the packet to the UE over the EPS bearer.
NOTE 3: When the UE detaches, the PDN GW would would remove the DNS name from DNS server.
Evaluation:

- This solution requires the PGW to update/maintain the DNS record of the MTC device.
- In case of IPv6, the global IPv6 address is constructed using the concatenation of the IPv6 prefix and the Interface ID  provided by the PGW.
### Second Change ###

7.2.2
MTC Device Triggering – Key Issue 5.8

Editor's note: The conclusions do not imply a decision whether there will be one or multiple triggering methods standardised.

This clause contains the agreed conclusions corresponding to Key Issues 5.8. 3GPP Release 11 specifications should be developed in the following areas:
1)  Delivery of device trigger information from 3GPP system to UE:

All device triggering should provide mechanism to ensure authenticity.

The following device trigger delivery mechanisms shall be developed/supported:
a) MT-SMS for the following cases:

a. For UE subscriptions with an E.164-MSISDN assigned, submitted to SMS-SC of 3GPP system over MTCsms.

i. This solution is especially applicable for providing triggers via legacy networks, i.e. networks that don’t deploy any specific trigger delivery mechanism that might be introduced with Rel-11.

b. For UE subscriptions with or without an E.164-MSISDN assigned, submitted to MTC-IWF of 3GPP system over MTCsp.

i. When UE subscription does not have an E.164-MSISDN assigned, the MTC-IWF shall allow the IMSI as the destination address for submission of the MT-SMS to the SMS-SC.

Editor’s Note: Considerations for alternative to IMSI as the destination address for MTC-IWF submission of the MT-SMS to the SMS-SC is FFS.
For devices that may camp on E-UTRAN cells, this trigger delivery solution is applicable only when the UE also has a CS domain subscription and the UE and network support SMS using SMSoSGs, as defined in TS 23.272, or the UE and HPLMN are using SMS over IMS. 

Editor’s Note: It is FFS if MT-SMS procedures will be enhanced in Rel-11 to support MT-SMS to overcome the above limitations.
Editor’s Note: In order to avoid upgrades to legacy networks a protocol within the SMS body to carry the triggering information identified in 6.40 is FFS.
b) Improvements to MT-SMS that:
- ensure the SMS can be delivered to a PS-only device with only one HPLMN-VPLMN interaction, as SMS over SGs without improvement would entail an ‘MSC’ delivery attempt followed by an SGSN delivery attempt;
- permit the replacement of MAP interfaces with more IETF friendly interfaces (e.g. Diameter); and
- ensure that the MTC device can verify the authenticity of the trigger. 

As a result of these improvements, a new reference point might be defined (e.g. between MTC IWF and SGSN and/or MME and/or MSC.
c) User plane based trigger delivery as specified in section 6.X. In case the MTC device is not reachable over the user plane, as a fallback, the network can use any of the control plane defined trigger mechanisms to reach the UE.
Editor’s Note: Whether any additional trigger delivery mechanisms are to be supported in Rel-11 is FFS.
### End of Changes ###
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6. Packet delivered in EPS bearer
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7. Packet delivered in EPS bearer
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