SA WG2 Temporary Document

Page 1

SA WG2 Meeting #88
S2-114854
14 - 18, November 2011, San Francisco, USA
(revision of S2-11xxxx)
Source:
ZTE
Title:
Clarifications for application in DIDA
Document for:
Approval
Agenda Item:
9.6
Work Item / Release:
DIDA/ Rel-11
Abstract of the contribution: This document clarifies that Support for DIDA should enable applications to be identified in the UE even though encryption is enabled, and the applications in DIDA should be known and and controllable by operators.
Discussion

The scope of this TR describes proposed extensions to ANDSF ISRP to provide to operators a better control of the network resources used not only for each IP flow, but also for each application. All the traffic of an application may be encrypted using SSL/TLS, such as online bank or ebay payment, which also should be supported to be identified by the DIDA.
To enable an application to be identified by the application based ANDSF policies, the IP filter rules should include the globally identifier of this application. It is possible for the operators to assign these IDs for the applications which are controlled or operated by themselves, and for some applications which have the contract between operator and service provider (e.g. Skype) as well. However, the user may also access to some other applications provided by the third party service providers (e.g. downloaded from android market or apple store), and it is not easy for the operator to allocate the globally unique application ID for each of them. 
It is considered that some applications may not be controllable by the operators. For example, if the operators want to control FACEBOOK or Real Time Communication by Application IDs, but they can be accessed via HTTP based WEB Browser, it is considered they are not controllable by the operator. In this case, they can only be identified as HTTP applications from the operator and UE’s perspectives.
Proposal
We propose to clarify the points above with the following change in TR 23.855. 

First change

4.2
Architectural requirements

The following architectural requirements apply for the DIDA solution(s):

-
Support for DIDA should enable applications or IP flows to be identified in the UE even though encryption is enabled e.g. using SSL/TLS; 
Next change

5.1.3
ISRPs based on application

To enable ANDSF policies based on application, the Filter Rules include:

· A globally unique identifier of the application 

NOTE 1: 
Detailed definition of these IDs and respective namespace is left to stage 3. 
NOTE 2:
This solution assumes that the UE can bind the connection request with the application which generated that request. 
NOTE 3: This solution assumes that the application is known and controllable for the operators.
For example, when the UE receives an ISRP with an application identifier in the filter and WLAN as preferred access technology, it should route all traffic generated by that application(s) through WLAN. 
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