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Abstract of the contribution: This contribution provides comparison of control plane solutions for “online device triggering”, such as the solutions in clause 6.39 and 6.41 of TR23.888; and proposes to adopt the SGSN/MME based device trigger solution.
1. Discussion
There has been an understanding at SA2#87 that a control plane online device trigger solution is needed, as well as MT-SMS based device trigger solution.
Currently there are two candidate control plane online device trigger solutions:
(1) HSS based device trigger solution (e.g, clause 6.39);
(2) SGSN/MME based device trigger solution, i.e. via an interface between MTC-IWF and SGSN/MME (clause 6.41).
The following table provides a comparison of the two solution approaches and proposes to adopt the SGSN/MME based approach.
	
	HSS based solution
	SGSN/MME based solution

	Enhancements to HSS
	Yes. 

HSS needs to support following additional functionalities:

· receive and store device trigger request

· deliver device trigger request to the next entity (e.g., SGSN/MME)
· monitor the expiration of the device trigger
· receive and provide device trigger delivery report
	No.
Note: Interrogating HSS for UE routing information could be based on existing mechanisms.
Note: Enhancements to HSS for mapping external identifier to internal identifier is the same for both solutions, hence not considered as a difference.

	Enhancements to MME
	Yes.
MME needs to support following functionalities:

· receive and store device trigger request

· deliver device trigger request to UE via NAS signalling
· monitor the expiration of the device trigger
· report success/failure of delivery of device trigger request
	Yes.
Same as HSS based solution

	Impacts to existing interfaces
	Impacts to S6a
Might impact S1 interface also
	No impacts to S6a
Might impact S1 interface

	New interface required
	No requirement

Note: MTC Server may use Sh interface to communicate with HSS
	Yes.
T5a/T5b interfaces between SGSN/MME and MTC-IWF

	Cache point for device trigger request
	3 cache points:
- MTC-IWF

- HSS

- SGSN/MME
	2 cache points:
- MTC-IWF

- SGSN/MME

	Possibility to support small data transmission
	Less support
Small data transmission path: UE(SGSN/MME(HSS(MTC-IWF

Small data transmission through HSS may cause heavy load to HSS.
	Well supported
Small data transmission path:
UE(SGSN/MME(MTC-IWF



	Possibility to support MTC monitoring
	Less support
Same disadvantage as support for small data transmission
	Well supported



Based on the above analysis, SGSN/MME based solution has advantages over the HSS based solution; such as less impacts to network entities and the possibility to support other MTC features (e.g. small data transmission, MTC monitoring). Therefore, it is proposed to adopt SGSN/MME based solution as the control plane device trigger solution.
2. Proposal
It is proposed to conclude the Key Issue: MTC Device Trigger, and adopt the SGSN/MME based solution as the selected approach for online device trigger. It is proposed to make the following changes to TR23.888:
-  Remove solution comparison table from clause 5.8.3.1;
-  Update clause 5.8.3.2, adopting SGSN/MME based solution;
-  Update clause 7.2.2, adopting SGSN/MME based solution as the conclusion for device trigger delivery method.
*******************************************FIRST CHANGE*************************************************************

5.8
Key Issue - MTC Device Trigger

5.8.1
Use case description

For many M2M applications there may be an interest to have poll model for communications between MTC devices and the MTC Server. This may be because the MTC User wants to be in control of communication from MTC Devices, and does not allow MTC Devices to randomly access the MTC Server. Also for applications where normally the MTC Devices initiate communications, there may occasionally be a need for the MTC Server to poll data from MTC devices.

If an MTC Server has an IP address available for the device it needs to poll data from, it tries to communicate with the device using the IP address. If the communications fails, or if no IP address is available for the device, the MTC Server can use the MTC Device Trigger to try to establish the communication. This may cause a PDP/PDN connection to be established if it didn’t exist or re-established if it wasn’t working e.g. after an error condition in the network. It is important that it can be guaranteed to the MTC User that MTC Devices can only be triggered by authorized MTC Servers. If the network is not able to trigger the MTC Device, e.g. due to network congestion, the network may report the trigger failure to the MTC Server. The MTC Device Trigger is a service provided by the 3GPP system for the MTC server over control plane signalling.
Triggering of MTC Devices is based on the use of an identifier identifying the MTC Device that needs to be triggered. The identifier used by the MTC User in the triggering request to the MTC Server can be different from the identifier used by the MTC Server in the triggering request to the PLMN network.
5.8.2
Required Functionality

The following functionality is required to trigger MTC Devices:

-
The PLMN shall be able to trigger MTC Devices to initiate communication with the MTC Server based on a trigger indication from the MTC server.

-
The network shall provide a mechanism such that the MTC Device can only receive trigger indications from authorized MTC Servers.

-
Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network shall be able to provide the details of the source (e.g. address) to the MTC User. 

-
The network shall provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).
-
The trigger mechanism shall be able to provide a scalable transmission of trigger request and trigger response messages for multiple MTC Devices in the PLMN and on the interfaces to the MTC Server.

-
The main characteristic of the device trigger feature is the control plane interaction between the MTC Server and the 3GPP system that initiates all necessary functions or procedures within the 3GPP system and towards the MTC Server to enable the MTC Server to send user plane data towards the MTC Device. Any triggering activity on MTC application level, which results in traffic being transferred by the 3GPP system transparently as user plane data, is not considered as device trigger (feature).

-
A MTC Device shall be able to receive trigger indications from the network and establish communication with the MTC server when receiving the trigger indication. Possible options are:

-
Receiving trigger indication in detached state and establish communication.

-
Receiving trigger indication in attached state and the MTC device has no PDP/PDN connection.

-
Receiving trigger indication in attached state and the MTC device has a PDP/PDN connection.

NOTE 1:
There are currently available solutions to trigger MTC Devices (e.g. unanswered CS call attempts, sending an SMS). However, these have disadvantage when used at a large scale (e.g. they are based on MSISDNs), and work only for attached MTC Devices. This key issue will investigate possible improvements over the currently available means for triggering.

NOTE 2:
In reference to the three sub-bullets above (beginning with “Receiving trigger indication in…”), the trigger indication denotes a control plane indication specific to the MTC Device Trigger feature, including the case of the MTC device having a PDP/PDN connection. Reasons for recurring to device triggering in the latter case are e.g. when the MTC Server does not know the IP address assigned to the MTC Device, or when the MTC device does not respond after using MT IP communication e.g. due to network problems or that the IP address has become obsolete, or when the MTC device is not user plane reachable by a MTC Server over the currently established PDP/PDN connections, or because of other reasons where user plane communication needs to be initiated from the MTC device side.

-
A HPLMN supporting the MTC device trigger feature shall provide an interface for reception of a trigger indication into the PLMN in order to be delivered by the network to the addressed MTC device. This MTCsp interface:

-
shall be globally consistent (i.e. the same) across PLMNs supporting the MTC device trigger feature.
-
shall not require the MTC server to have prior knowledge of the current reachability state (e.g. attachment and PDP context/PDN connection states) of the targeted MTC device.
 -
shall allow for providing a validity or life time that indicates how long the network should store the trigger request when it cannot be delivered to the UE, e.g. when the UE is not reachable or when load control prevents immediate delivery

-
PLMNs supporting the MTC device trigger feature shall be able to collect appropriate CDRs for each trigger delivered to a UE.

NOTE 3:
This interface does not preclude an MTC server from interrogating/monitoring the network for the current reachability state of a MTC device.

NOTE 4:
For backwards compatibility reasons, this interface does not preclude a MTC server from using a pre-existing interface (e.g. submitting an SMS-based trigger indication directly to an SMS-SC).  However, the intention would be for MTC service providers to migrate towards utilizing this new interface for device triggering.
-
The network shall be able to report the success or failure of delivery of the trigger request (e.g. due to network congestion) to the MTC server, if so requested by the MTC Server.
-
It shall be possible to provide a load control mechanism for the trigger requests, e.g. controlling the ingress rate of triggers from a specific MTC server at the MTC-IWF or the aggregate ingress rate from all MTC servers at the MTC-IWF or by some other means to reduce the load on the network.

-
NAS level congestion control assumes that the network will not trigger the UE as long as the particular congestion situation remains. Trigger load control mechanisms shall ensure that the network congestion is not exacerbated by UEs that respond to triggers.
Editor’s note: It is FFS how existing or new congestion control mechanism works with the selected triggering solution to control trigger requests.
-
In the triggering request to the PLMN the MTC Server shall use an external identifier to indicate the UE used for MTC that is required to be triggered. 

NOTE 5:
The identifier used by the MTC User in the triggering request to the MTC Server can be a different identifier than the one used by the MTC Server in the triggering request to the PLMN. The identifier used by the MTC User is out of scope of 3GPP standardisation and may e.g. be an application specific identifier.

5.8.3
Evaluation

5.8.3.1
Void
	

	
	

	

	
	
	

	
	

	


	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


5.8.3.2 Delivery of device trigger information from 3GPP system to UE

When it is possible for an MTC device to receive MT-SMS (e.g., currently over E-UTRAN requires a CS or IMS subscription) and to be associated with an individual MSISDN, for reasons of minimizing impact on the existing system, keeping complexity low and facilitating migration from triggering solutions used today, an MT-SMS based solution shall be supported for delivering trigger information from 3GPP system to the device. This would also allow roaming in other PLMNs without any upgrade in the visited network. 

A 3GPP network supports trigger delivery method using pre-Rel-11 SMS delivery without any system enhancements.

Additionally, the 3GPP network may support other trigger delivery methods to cope with different capability and deployment conditions, such as:
-   enhanced MT-SMS for triggering an MTC device to which no E.164-MSISDN is assigned;

-  control plane device trigger delivery via a direct interface between MTC-IWF and SGSN/MME.

5.8.3.3 Submission of device trigger requests from MTC server to 3GPP system

The 3GPP network shall support standardized control signalling between the MTC Server and the 3GPP system via the MTCsp reference point for submission of the device trigger requests. The MTCsp is provided by an MTC-IWF.

In order to provide an automated, reliable and scalable mechanism for an MTC Server to determine the address/route of the assigned MTC-IWF(s) for a UE used for MTC to be triggered, e.g. DNS resolution of the address of assigned MTC-IWF for each UE used for MTC that can be triggered over MTCsp may be supported.
The MTC-IWF performs PLMN related control functionality such as MTC Server authentication, trigger request authorization and charging, and shields the MTC Server from the actual trigger delivery mechanism used within the PLMN.

The protocol used from the MTC Server for submitting device trigger requests to the 3GPP system (and subsequent protocols within the PLMN) should support an option where the UE can be identified without the use of an E.164-MSISDN.
MTCsp shall always be provided by the HPLMN and the MTC-IWF will only accept a device trigger for a UE subscribed with the HPLMN. This removes the need for the MTC-IWF in the VPLMN to map the external identifier and forward the trigger request to the HPLMN of a roaming device.

Additionally, the 3GPP network shall support control signalling between the MTC Server and the 3GPP system via the MTCsms reference point for submission of the device trigger requests as part of user data of a MT-SMS. The MTCsms is provided by an SMS-SC. 

5.8.3.4 3GPP system internal handling of device triggers
The protocols within the PLMN should support an option where the UE can be identified without the use of an E.164-MSISDN. A PLMN may support delivery of MT-SMS with an IMSI as destination address instead of an E.164-MSISDN. However, in order to avoid exposure of IMSI outside the MNO domain, this shall only be allowed for SMEs located in the MNO domain. 

The MTC-IWF interrogates HLR/HSS, when needed, to map external identifier to IMSI and gather routing information, possibly UE reachability and configuration information, selects the trigger delivery mechanism and performs protocol translation if necessary, e.g. to reformat the trigger request to match the selected trigger delivery method, and routes the request towards the relevant network entity. Validity time is used for the delivery of device trigger requests to the UE.
The MTC-IWF may use the following information to select the most efficient and effective device trigger delivery method: UE routing information, MNO policy for the delivery of device trigger, device trigger delivery mechanisms supported by the UE, etc.
Synergies might be possible with MTC Small data transmission where MT-SMS or other trigger delivery services are also a candidate for small data transmission.

Editor’s Note: The MT-SMS should be further detailed, including how E.164-MSISDN-less operation is done. This detailing may include both the existing MT-SMS and possible future evolutions.
********************************************THIRD CHANGE**********************************************************

7.2.2
MTC Device Triggering – Key Issue 5.8

Editor's note: The conclusions do not imply a decision whether there will be one or multiple triggering methods standardised.

This clause contains the agreed conclusions corresponding to Key Issues 5.8. 3GPP Release 11 specifications should be developed in the following areas:
1)  Delivery of device trigger information from 3GPP system to UE:

All device triggering should provide mechanism to ensure authenticity.

The following device trigger delivery mechanisms shall be developed/supported:
a) MT-SMS for the following cases:

a. For UE subscriptions with an E.164-MSISDN assigned, submitted to SMS-SC of 3GPP system over MTCsms.

i. This solution is especially applicable for providing triggers via legacy networks, i.e. networks that don’t deploy any specific trigger delivery mechanism that might be introduced with Rel-11.

b. For UE subscriptions with or without an E.164-MSISDN assigned, submitted to MTC-IWF of 3GPP system over MTCsp.

i. When UE subscription does not have an E.164-MSISDN assigned, the MTC-IWF shall allow the IMSI as the destination address for submission of the MT-SMS to the SMS-SC.

Editor’s Note: Considerations for alternative to IMSI as the destination address for MTC-IWF submission of the MT-SMS to the SMS-SC is FFS.
For devices that may camp on E-UTRAN cells, this trigger delivery solution is applicable only when the UE also has a CS domain subscription and the UE and network support SMS using SMSoSGs, as defined in TS 23.272, or the UE and HPLMN are using SMS over IMS. 

Editor’s Note: It is FFS if MT-SMS procedures will be enhanced in Rel-11 to support MT-SMS to overcome the above limitations.
Editor’s Note: In order to avoid upgrades to legacy networks a protocol within the SMS body to carry the triggering information identified in 6.40 is FFS.
b) Improvements to MT-SMS that:
- ensure the SMS can be delivered to a PS-only device with only one HPLMN-VPLMN interaction, as SMS over SGs without improvement would entail an ‘MSC’ delivery attempt followed by an SGSN delivery attempt;
- permit the replacement of MAP interfaces with more IETF friendly interfaces (e.g. Diameter); and
- ensure that the MTC device can verify the authenticity of the trigger. 

As a result of these improvements, a new reference point might be defined (e.g. between MTC IWF and SGSN and/or MME and/or MSC.

Editor’s Note: Whether any additional trigger delivery mechanisms are to be supported in Rel-11 is FFS.
c) Enhancements to NAS signalling for delivery of device trigger, such that:
- MTC-IWF interrogates HSS for UE routing information, and sends device trigger to SGSN/MME via an interface between MTC-IWF and SGSN/MME;
- SGSN/MME delivers device trigger to UE, encapsulated in NAS signalling.
2)  Submission of device trigger requests from MTC server to 3GPP system:
a) The standardised protocol used from the MTC Server to the 3GPP system via reference point MTCsp should support both triggering with unique E.164-MSISDN (for backward compatibility) and without such an MSISDN. The MTCsp is provided by an MTC-IWF. It is transparent for the MTC server how the triggering information is delivered by the 3GPP system to the UE. 

b) It shall be possible for an MTC server to resolve the MTC-IWF(s) address(es) for a particular UE, e.g. by DNS
c) The MTC-IWF performs PLMN related control functionality such as MTC server authentication, trigger request authorization and charging, and shields the MTC server from the actual trigger delivery mechanism used in the PLMN.
d) MTCsp shall always be provided by the HPLMN. The MTC-IWF will only accept a device trigger request for a UE whose HPLMN is the operator of the MTC-IWF. 
e) The MTC Server uses validity time over MTCsp.

3)  3GPP system internal handling of device triggers:
a) The protocols within the PLMN should support an option where the UE can be identified without the use of an E.164-MSISDN. A PLMN may support delivery of MT-SMS submitted with an IMSI as destination address instead of an E.164-MSISDN. However, in order to avoid exposure of IMSI outside of MNO domain, this shall only be allowed for SMEs located in the MNO domain.
b) The 3GPP system shall support MTC-IWF interrogation, when needed, of HLR/HSS to map an external identifier to IMSI and gather information stored in HLR/HSS required for device triggering. 

c) The MTC-IWF shall support selection of the trigger delivery mechanism and perform protocol translation if necessary, e.g. to reformat the trigger request to match the selected trigger delivery method, and route the request towards the relevant network entity.
d) When SMS service is selected as the trigger delivery mechanism, validity time over MTCsp is mapped to Validity Period in SMS delivery.
*******************************************END OF CHANGE**********************************************************
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