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Abstract of the contribution: This contribution discusses on Handling MTC Device triggering message in UE. It is proposed to agree the described changes for inclusion in TR 23.888.
1. Discussion

Currently, MTC device triggering has two methods such as using direct SGSN/MME delivery and MT-SMS. The purpose of MTC device triggering is to start a UE to run a specific MTC application. For this, triggering information for the specific MTC application is sent to the UE by using the above two delivery mechanisms. When UE receives the message containing triggering information, the UE needs to be able to identify the message as a device triggering message.
In case of direct SGSN/MME delivery, the triggering information can be provided via NAS message and it is assumed that the UE will be able to identify its purpose by addition of a new indication in the header of the NAS message container. 
In case of MT-SMS, the issue is how to add this new indication while minimising system impact. The UE needs to be able to discriminate SMS carrying triggering information from SMS used for other purposes, such as displaying short message, device management via OTA, etc.
From above two delivery mechanisms, following enhancements are needed for a UE to identify the purpose of triggering message.
i) NAS message: From the section 6.60, MTC-IWF sends MTC triggering information directly to SGSN/MME. Then SGSN/MME sends it to UE through NAS message. UE should identify its purpose from the NAS message. Therefore, new information elements need to be added to the NAS message container header so that the UE can identify the purpose of the message. Alternatively, new indication can be added in the message body.
ii) SMS: SMS-SC needs to include an indication when the MT-SMS is used for device triggering. For this, elements in SMS-DELIVER type can be used. One possible solution is to update the Information Element Identifier (IEI) in TP-UD by adding a new value that identifies MTC device triggering. Alternatively, a new value in the TP-Protocol-Identifier can be used to identify MTC device triggering.
2. Proposal 
We propose to agree the clarification for MT-SMS described in the discussion section and the following changes to be added in TR 23.888.
* * * First Change * * * *
6.44
Solution – Device Triggering reuse of MT SMS

6.44.1
Problems solved / Gains provided

See Clause 5.7 "Key Issue –MTC Device Trigger".
6.44.2
General

The solution described and evaluated below addresses the Key issue “MTC Device Triggering” and allows an MTC server to trigger registered devices (i.e. IMSI attached or GPRS attached) without a PDP connection to establish a connection making communication with the MTC server possible.

The MTC-IWF (e.g. potentially collocated with SMS-SC) would use a standardized protocol over the MTCsp interface point. The Service Centre resides at the edge of the operators’ network (see figure 6.44.2-1). The MTC Server could request the Service Centre to deliver a device trigger over the MTCsp.

The role of the MTC-IWF (clause 6.45 Solution- Device trigger gateway solution) is to hide the details of the triggering mechanism in the operator’ domain and provide the MTC Server a generalized interface for it to make a device triggering request. 

The functionality includes:
· 
Support for a function for MTC device triggering and acknowledgement over the MTCsp reference point between the MTC server and the MTC-IWF.  
· 
May be collocated with the SMS-SC
· 
May operate in PS domain only or it may operate in both PS and CS domain. In the latter case it may do the triggering through the MSC 

· 
Reuse of a existing SMS infrastructure and protocols 

· 
Reuse of existing functionality in the terminal to trigger the application (i.e. no terminal impact). 
·    Mapping the validity time in MTCsp to the Validity Period for SMS delivery.
A first solution can allow the MTC Server to request a Device Trigger using the new externalidentifier (see clause 6.38 Solution – Device identifier used over MTCsp). This new external identifier could be mapped by the MTC-IWF to the MSISDN and allow for delivery of device trigger using the existing MT SMS functionality. This approach allows reuse of the SMS nodes with no system impact.

A later evolution could be a MSISDN-less mode of operation allowing SMS-GMSC to interrogate the HLR using the new identifier for retrieval of the corresponding IMSI and routing information. In conjunction with updates allowing for a MSISDN-less mode (e.g. SMS interfaces and nodes would be impacted) the MT SMS would be delivered using the IMSI. 
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Figure 6.44.2-1  MTC-IWF at edge of Mobile Operator Domain

NOTE:
If MTC server uses MTCsms to send an SMS for triggering, then similar principles applies as if MTC-IWF forwards the trigger towards SMS entities. Whether MTCsms is enhanced e.g. to support non-E.164 MSISDNs is out of scope.

From 23.040 [6] clause 4.1 the follow entities are in the provision of SMS.
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Figure 6.44.2-2 Entities involved in the provision of short message

The MTC-IWF takes the role of the SME (Short Message Entity). The MTC-IWF may be co-located with the SMS-SC. As per 23.040[6] the Service Centre may be integrated with the SMS GMSC/SMS IWMSC.

Steps for the MTC Server to request a device trigger include:

· 
The MTC-IWF would receive the Device Trigger Request over the MTCsp interface point. The Device Trigger request may use the new external identifier as per Solution – Device Identifier used over MTCsp (clause 6.38) or using private numbering plans as detailed below.

· 
When the MTC-IWF decides to trigger via the SMS SC, the SMS Service Centre receives the device identifier and initiates a message transfer that eventually results in a MT SMS that triggers the MS to establish a PDP connection. 
· The SM TP SUBMIT DELIVERY message needs to carry an indication when the MT-SMS carries device triggering information. 
· The SM TP User Data may contain further details for the MTC device on what PDP connection to establish if this is not implicit for the MTC application. The format of this information can be application specific. An example would be to use SMS application port addressing with an URL embedded in the payload similar as once defined for WAP Push and nowadays used for MMS triggering).

·    Mechanisms similar to Authentication and security headers as for USIM download could be contained in the TP-User_Data to ensure that an authorized MTC servers has triggered the MTC device.

· 
The existing flow as per clause 10 of 23.040 [6] would be triggered by the Service Centre without impacts (i.e. for the MSISDN case) to the SMS interfaces and involved nodes. The Service Centre sends the short message to the SMS GMSC. The SMS GMSC interrogates the HLR to retrieve routing information necessary to forward the short message, and then sends the message to the relevant MSC or SGSN, transiting other networks if necessary. The MSC or SGSN then sends the short message to the MS.
· 
The MTC Server receives Device Trigger Report from the Service Centre
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NOTE 1):
This operation is not used by the SGSN.

Figure 6.44.2-3 Successful short message transfer attempt via the MSC or the SGSN
A further evolution of the MT SMS device trigger mechanism could be considered for a MSISDN-less mode of operation on the SMS provisioned interfaces.

The MAP message the SMS-GMSC uses to interrogate the HLR to retrieve routing information necessary to forward the short message currently carries the MSISDN. The HLR uses the MSISDN to retrieve the IMSI as well as other necessary information (e.g. Network Node Number/GPRS Node indicator) to which to forward the short message. 

The MSIDSN usage for MT SMS would have to be replaced by a new device identifier. Two possibilities include:

· 
The MTC-IWF could maintain a mapping of the Device Identifier to the IMSI by interrogating the HLR. The intent would be to use the IMSI instead of the MSISDN in the MAP message possibly introducing a new IMSI IE. The HLR would subsequently be interrogated by the SMS-GMSC use the received IMSI as the index to retrieve the subscriber record containing the routing information. This approach requires 2 interrogations and is not efficient (unless the MTC-IWF also receives the routing information to be forwarded to the SC and used by the SMS-GMSC).

· 
Alternately, and more efficiently, the device identifier used on the MTCsp interface could be stored in the subscription information and would be propagated to the SC and used by the SMS-GMSC to interrogate the HLR which would return the IMSI and routing information based on the new device identifier. 
·    Either option requires introduction of new Device Identifier IE to replace the MSISDN in the existing MAP message (i.e. SendRoutingInfoForShortMsg).
NOTE: Typically the MSISDN (e.g. using MNC, MCC) and/or IMSI number series is used to determine which HLR to interrogate. If a solution is pursued such that the Service Centre does not map the new device identifier to an existing 3GPP Identifier (i.e. MSISDN, IMSI) an alternate means to determine which HLR to interrogate would be required and be FFS.

MAP services that may be influenced by a new identifier to replace the MSISDN include: MAP-SEND-ROUTING-INFO-FOR-SM , MAP-REPORT-SM-DELIVERY-STATUS , MAP-ALERT-SERVICE-CENTRE and MAP-INFORM-SERVICE-CENTRE. Correspondingly the following nodes that use these services would be influenced: HLR, SMS-GMSC, SMS-IWMSC, SMS-Router and IP-SM-GW.

Originator and destination address as defined in TS 23.040 are qualified with "Type‑of‑number" (TON) and "Numbering plan identification" (NPI). This fields allow to define a private numbering plan other then E.164 MSISDN type number. Such a private numbering plan could be used as External Identifier for identifying UEs used for MTC that have to be reachable only from the operator domain to which they are subscribed. An advantage of such an Operator Specific External Identifier would be that existing SME SMS-SC protocols can be used on the MTCsp interface as established protocols typically expose the TON and NPI fields.

Editor's Note: Whether the structure of the private numbering plan and the exact use of TON and NPI has to be specified by 3GPP or whether this is Operator specific is FFS.
6.44.3
Impacts on existing nodes or functionality

6.44.3.1 Impacts for MT-SMS device trigger - MSISDN based
In the case of a solution using MT SMS and the existing MSISDN based SMS interfaces it is expected that the entities and interfaces (i.e. interfaces 1 thru 5 of figure ZA below) are not impacted.  

Impact on GPRS/EPS architecture
· 
None, a SMS Service Center receiving triggers for MTC is identical to a SMS-SC as currently defined in the GPRS/EPS architecture. 

Impact on the SMS-SC:

· 
May be impacted for solution that co-locates the MTC-IWF with the SMS-SC 
Introduction of a new protocol over the MTCsp interface point between MTC Server and the MTC-IWF. Depending on the external identifier format selected it will even be possible to use established protocols defined between SME and SMS-SC.

The Device Trigger Request could contain new device identifier (e.g. URI based or SMS-SC private address scheme) that the Service Centre will map to an existing 3GPP identifier (i.e. MSISDN) thereby eliminating impacts to interfaces 2-5 in figure 6.44.3-1 below.

6.44.3.2 Impacts for MT-SMS and MSISDN-less based

Impacts include the above along with SMS entities and related interface to allow MT-SMS based on IMSI 

The main network structure from 23.040 [6] illustrated in figure 6.44.3-1 below highlights potential scope of impacts.
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NOTE 1:
Reference point 4 is not used for SMS transfer via the SGSN

NOTE 2:
The SMS Router is an optional entity that may be present in the MT case only. If it is not present, reference point 3 extends from the SMS-GMSC directly to the MSC/SGSN.
Figure 6.44.3-1  Main network structure and reference pts

MSISDN usage in existing messages on interfaces 1-5 would have to allow for an equivalent MSISDN-less mode. MSISDN usage primarily appears in operation in interface pts 1, 2, 3(SMS Router) and 4. On interface 5 IMSI appears to be use and may not be impacted by an MSISDN-less mode of operation. 
HLR

· 
The interrogation to the HLR to retrieve routing information, interface 2, would be based on new device identifier. HLR would store and access information based on this new device identifier. 
·    Handle updated MAP messages:
· MAP-SEND-ROUTING-INFO-FOR-SM 

· MAP-REPORT-SM-DELIVERY-STATUS

· MAP-INFORM-SERVICE-CENTRE

· MAP-ALERT-SERVICE-CENTRE
NOTE 3:
The HLR is already capable of retrieving routing information based on IMSI for applications other than SMS.
SMS-GMSC

· 
Interrogation of  the HLR to retrieve routing information will be based on the new device identifier
·    Handle updated MAP messages:

· MAP-SEND-ROUTING-INFO-FOR-SM 

· MAP-REPORT-SM-DELIVERY-STATUS

· MAP-INFORM-SERVICE-CENTRE
SMS-IWMSC

· Handle updated MAP message: MAP-ALERT-SERVICE-CENTRE

SMS-Router

· Handle updated MAP messages:

· MAP-SEND-ROUTING-INFO-FOR-SM

· MAP-INFORM-SERVICE-CENTRE

IP-SM-GW

· Handle updated MAP messages:

· MAP-SEND-ROUTING-INFO-FOR-SM 

· MAP-REPORT-SM-DELIVERY-STATUS
Other non SMS functionality may be affected by the absence MSISDN in the subscriber record. For example charging records generated by the SGSN may be populated with the MSISDN. See Annex A for further MSISDN dependencies and impacts for supporting MSISDN-less subscriptions which is a prerequisite for MSISDN-less/MT-SMS functionality.

Further MAP messages are impacted in case SMS is enhanced for MSISDN-less subscriptions for the general case i.e. not only for MT-SMS used for online triggering. 

6.44.3.3
Properties of the solution
This solution for MSISDN-less MT-SMS device triggering implies that:
a)
The MTC-IWF shall behave as a Short Message Entity towards the SMS Service Centre

b)
The MTCsms interface pt shall maximize reuse of existing SME (MTC-IWF) SMS Service Centre protocols. SMPP is a main target for support.;

c)
A decision needs to be taken whether the MTCsms interface shall be brought into 3GPP or whether to continue having it outside the 3GPP specification (as per existing 23.040 support) and be referenced using existing TS 23.039, to identify updated defacto standards(s);

d)
For MTCsms: usage of other numbering plan than “ISDN/telephone numbering plan (E.164/E.163)” between the SME and SMS service centre may be considered if that minimize system impacts;

e)
Necessary MAP (29.002) updates for MSISDN-less MT-SMS may require techniques (e.g. use of dummy MSISDN, MSISDN Alert values) to populate mandatory fields allowing introduction of new identifier information elements in a manner that minimizes system impacts;

NOTE:
Similar way to extend MAP will be required to introduce MSISDN-less support for PS only subscriptions in general;

f)
Consideration to exclude CAMEL support for MSISDN-less MT-SMS if not deemed essential for Rel-11 device triggering; and

g)
Deployment of MSISDN-less MT-SMS is dependent on and requires general MSISDN-less subscription system support, or shared/dummy MSISDNs used by multiple subscriptions.
6.44.4
Evaluation
This solution minimizes system impacts by building on and extending the existing SMS functionality.  

Benefits for both solutions include:

· Allows for use of new Device identifier within the MTC Server Provider domain

· Provides over a standardized interface the means for the MTC Server to trigger a device to establish a connection and to start to communicate with the MTC Server. 

· The MTCsp interface can be a stable interface to the MTC Server, while allowing device triggering methods internal in the PLMN to evolve (e.g. MT SMS – MSISDN-less, or even new non-SMS triggering techniques). 

· Can be used as a first phase in a migration towards a more optimized triggering solution. The interface towards the MTC Server is stable regardless what triggering method is used internally in the PLMN.

· Well established protocols for SME SMS-SC can be re-used on the on the MTCsms interface.

· Also addresses "Key issues" for small data transmission.

Drawbacks for both solutions include:

· SMS infrastructure and interface  impacts

MT-SMS - MSISDN based

Benefits

· MTC-IWF that performs MTCsp device id mapping to MSISDN allows for complete  re-use of MT-SMS and associated infrastructure with no impacts to the SMS nodes and interfaces

· Address part of the “Key Issue - MTC Identifiers” by using non E164 numbering plans.

MT-SMS– MSISDN-less

Benefits
· Re-uses existing SMS infrastructure (though with impacts)

· Address part of the “Key Issue  - MTC Identifiers” whereby PS-Only MT SMS can be delivered without MSISDN

* * * Second Change * * * *
7.2.2
MTC Device Triggering – Key Issue 5.8

Editor's note: The conclusions do not imply a decision whether there will be one or multiple triggering methods standardised.

This clause contains the agreed conclusions corresponding to Key Issues 5.8. 3GPP Release 11 specifications should be developed in the following areas:
1)  Delivery of device trigger information from 3GPP system to UE:

All device triggering should provide mechanism to ensure authenticity.

The following device trigger delivery mechanisms shall be developed/supported:
a) MT-SMS for the following cases:

a. For UE subscriptions with an E.164-MSISDN assigned, submitted to SMS-SC of 3GPP system over MTCsms.

i. This solution is especially applicable for providing triggers via legacy networks, i.e. networks that don’t deploy any specific trigger delivery mechanism that might be introduced with Rel-11.

b. For UE subscriptions with or without an E.164-MSISDN assigned, submitted to MTC-IWF of 3GPP system over MTCsp.

i. When UE subscription does not have an E.164-MSISDN assigned, the MTC-IWF shall allow the IMSI as the destination address for submission of the MT-SMS to the SMS-SC.

Editor’s Note: Considerations for alternative to IMSI as the destination address for MTC-IWF submission of the MT-SMS to the SMS-SC is FFS.
For devices that may camp on E-UTRAN cells, this trigger delivery solution is applicable only when the UE also has a CS domain subscription and the UE and network support SMS using SMSoSGs, as defined in TS 23.272, or the UE and HPLMN are using SMS over IMS. 
UEs should be able to discriminate an MT-SMS carrying device triggering information from any other type of SMS. 
Editor’s Note: It is FFS if MT-SMS procedures will be enhanced in Rel-11 to support MT-SMS to overcome the above limitations.
Editor’s Note: In order to avoid upgrades to legacy networks a protocol within the SMS body to carry the triggering information identified in 6.40 is FFS.
b) Improvements to MT-SMS that:
- ensure the SMS can be delivered to a PS-only device with only one HPLMN-VPLMN interaction, as SMS over SGs without improvement would entail an ‘MSC’ delivery attempt followed by an SGSN delivery attempt;
- permit the replacement of MAP interfaces with more IETF friendly interfaces (e.g. Diameter); and
- ensure that the MTC device can verify the authenticity of the trigger. 

As a result of these improvements, a new reference point might be defined (e.g. between MTC IWF and SGSN and/or MME and/or MSC.

Editor’s Note: Whether any additional trigger delivery mechanisms are to be supported in Rel-11 is FFS.
2)  Submission of device trigger requests from MTC server to 3GPP system:
a) The standardised protocol used from the MTC Server to the 3GPP system via reference point MTCsp should support both triggering with unique E.164-MSISDN (for backward compatibility) and without such an MSISDN. The MTCsp is provided by an MTC-IWF. It is transparent for the MTC server how the triggering information is delivered by the 3GPP system to the UE. 

b) It shall be possible for an MTC server to resolve the MTC-IWF(s) address(es) for a particular UE, e.g. by DNS
c) The MTC-IWF performs PLMN related control functionality such as MTC server authentication, trigger request authorization and charging, and shields the MTC server from the actual trigger delivery mechanism used in the PLMN.
d) MTCsp shall always be provided by the HPLMN. The MTC-IWF will only accept a device trigger request for a UE whose HPLMN is the operator of the MTC-IWF. 
e) The MTC Server uses validity time over MTCsp.

3)  3GPP system internal handling of device triggers:
a) The protocols within the PLMN should support an option where the UE can be identified without the use of an E.164-MSISDN. A PLMN may support delivery of MT-SMS submitted with an IMSI as destination address instead of an E.164-MSISDN. However, in order to avoid exposure of IMSI outside of MNO domain, this shall only be allowed for SMEs located in the MNO domain.
b) The 3GPP system shall support MTC-IWF interrogation, when needed, of HLR/HSS to map an external identifier to IMSI and gather information stored in HLR/HSS required for device triggering. 

c) The MTC-IWF shall support selection of the trigger delivery mechanism and performs protocol translation if necessary, e.g. to reformat the triggered request to match the selected trigger delivery method, and routes the request towards the relevant network entity.
d) When SMS service is selected as the trigger delivery mechanism, validity time over MTCsp is mapped to Validity Period in SMS delivery
* * * End of Change * * * *
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