SA WG2 Temporary Document

Page 1

SA WG2 Meeting #88
S2-115184
14 - 18, November 2011, San Francisco, USA
(revision of S2-11xxxx)
Source:
Nokia Siemens Networks
Title:
Indication of Traversed Network-to-Network Interface Type during call setup
Document for:
Discussion
Agenda Item:
7.3.4 (with relations to 9.3 and 7.3.1)
Work Item / Release:
TEI11 (with relations to RAVEL and OSCAR)

Abstract of the contribution:

This contribution suggests that an indication of Traversed Network-to-Network Interface Type during call setup is introduced. This information may be provided by IMS core network elements and be used by an IBCF to adjust its behaviour. e.g. with respect to the screening of SIP signalling, for accounting, or for the control of OMR procedures. While this indication also has some benefits for call scenarios prior to RAVEL and OSCAR related work, the additional call scenarios due to this work make it more interesting.
Different Types of Inter-IMS Network to Network Interface:

The Inter-IMS Network to Network Interface (NNI) in TS 29.165 identifies that additional SIP capabilities are required over a so-called "roaming NNI", i.e. the II-NNI between a visited IMS network and the IMS home network, compared to a so-called non-roaming II-NNI, i.e. the II-NNI between IMS home networks. For the roaming NNI, some distinctions between visited-to-home request and home-to-visited requests have also been identified.
TS 29.165 call scenarios (corresponds to RAVEL home routeing)
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TS 29.165 does not yet consider call scenarios related to the ongoing SA2 RAVEL and OSCAR work, but it is likely that the RAVEL "loopback" interface and the OSCAR media control related NNI interfaces will again require different sets of SIP capabilities.
Additional Scenarios due to RAVEL:
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Additional Scenarios due to OSCAR
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While some operators (e.g. fixed-line operators) will only interoperate based on non-roaming-NNI requirements, mobile operators are likely to agree to use both a non-roaming-NNI (for calls between their subscribers) and the roaming NNI (to allow their subscribers to roam in the peer operators network) among them.

IBCFs deployed between the IMS of mobile operators are thus likely to need to support both the roaming and the non-roaming NNI, and possibly additional new NNI types due to OSCAR and RAVEL related call scenarios. The type of II-NNI will vary between SIP requests.

Use Case "Screening of SIP signalling
TS 23.228, Clause 4.14 states that the functions provided by an IBCF include "Screening SIP signalling information based on source/destination and operator policy (e.g. remove information that is of local significance to an operator) and optionally, for an IBCF located in the home network, policing the IMS Communication Service ID".

Screening policies may take into account information from TS 29.165, and different screening policies on a roaming NNI and a home NNI might be desirable (with more restrictive policing on a home NNI). TS 23.228 also mentions some policing only applicable on a home NNI.

IBCFs supporting different NNI types (varying between calls) between two IMS networks may then either apply a less restrictive screening, allowing the union set of all SIP capabilities required for any of those NNI types, or try to identify the current NNI type and apply different screening policies. 
Use Case "tracking of interoperability errors"

TS 29.165 also aims to provide guidance for an inspection of SIP signalling to identify interoperability related errors; this has been one of the motivations listed for a finalised Rel-10 work item to provide a detailed "dynamic view" of SIP messages in Annex B of TS 29.165. It is to be expected that the knowledge of the NNI type would also be very helpful for this use case.
Use Case "Disallowing communication related certain NNI types"
To protect against errors, an IBCF may also desire to reject requests relating to certain NNI types, e.g. if no corresponding interoperability agreements with peer operators exist.

Use Case "Enabling or disabling of OMR"

The requirements that various core IMS nodes can request an outgoing IBCF to provide or remove OMR related signalling from requests have already been agreed within the RAVEL conclusions in TR 23.850. Within the OSCAR work, a need to apply OMR on the related interfaces has also been identified.
Applying OMR related policies depending on NNI type could avoid the need for an extra OMR-related signalling element.
Use Case "Transcoding Control"

The IBCFs may also modify the SDP to offer transcoding capabilities, or to remove undesired codecs.. However offering transcoding or modifying codec information may be harmful for certain types of NNIs, in particular for the media control related NNI used by OSCAR. To improve speech quality, it is desirable to apply transcoding not more than one time for a given call. Operators may thus only offer transcoding at certain NNI types, for instance only at the ingress IBCF of H-PLMN B.
Use Case "Collection of CDRs"

IBCFs may collect CDRs, that can be used for inter-operator accounting. Inter-operator accounting is likely to depend on the II-NNI type, and a collection of related information is therefore desirable.

Means for Identifying NNI type
IBCFs supporting different NNI types (varying between calls) between two IMS networks may desire to identify the II-NNI type for the various use cases listed above. This detection could either be based on implicit signalling analysis (e.g. presence of "path" header) or use explicit signalling indications. However, with the advent of additional call scenarios due to RAVEL and OSCAR, an implicit selection is likely to become more and more complicated (or entirely impossible).
Within RAVEL conclusions in TR 23.850, the need for an explicit identification of the "loopback" NNI has already been agreed.

Security considerations

An explicit indication of NNI types will require trust between networks. Such an indication should not be accepted from untrusted networks. In such cases, home NNI treatment should be used as default.

Additional protection against fraud requires further study. For instance, core network nodes with better capabilities than an ingress IBCF to identify the type of an incoming request (e.g. an I-CSCF or AS) may also check NNI types and reject requests with unsuitable types. For OSCAR media control, an MRB may reject other NNI types than the Media control related NNI. IBCFs could have policies to only forward requests to certain nodes depending on NNI type.
Backward compatibility

An explicit indication of NNI types was not supported in previous releases. While IMS roaming was supported in theory, based on GSMA discussions realistic deployments of IMS roaming are likely to follow RAVEL principles. A reasonable backward compatibility policy if no indication of NNI type is received could thus be to assume a non-roaming NNI as default.

Summary.

IBCFs deployed between the IMS of mobile operators are thus likely to need to support both the roaming and the non-roaming NNI, and possibly additional new NNI types due to OSCAR and RAVEL related call scenarios. The type of II-NNI will vary between SIP requests.

An explicit indication of the NNI type with respect to a SIP request, to be supplied by core network nodes and used by the IBCF, is suggested to be applied either only on certain (e.g. roaming, RAVEL  loopback and/or OSCAR media control) related NNI types, or on all NNI types.
Such an indication has already been agreed for the "loopback" NNI of RAVEL. It could also replace an extra OMR-control related indication, as currently agreed by RAVEL.
Feedback and discussion related to those proposals is invited.
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