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Definitions, Symbols and Abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

SectorID or Sector Address Identifier: This identifier is defined in 3GPP2 C.S0024-A v2.0 [32] and is used to identify an HRPD AN. The Network operator shall set the value of the SectorID according to the rules specified in clause 14.9 of 3GPP2 C.S0024-A v2.0 [32].

IFOM capable UE: A UE that is capable of routing different IP flows to the same PDN connection through different access networks (see TS 23.261 [55]).

Non-seamless WLAN offload capable UE: A UE that is capable of non-seamless WLAN offload as defined in clause 4.1.5.

MAPCON capable UE: A UE that is capable of routing different simultaneously active PDN connections through different access networks.
WLAN: A Wireless Local Area Network as per IEEE Std 802.11 [x4]
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ANDSF
Access Network Discovery and Selection Function

DSMIPv6
Dual-Stack MIPv6

EPC
Evolved Packet Core

ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

FACoA
Foreign Agent Care-of-Address

GW
Gateway

H‑ANDSF
Home-ANDSF

HRPD
High Rate Packet Data

HS‑GW
HRPD Serving Gateway

IFOM
IP Flow Mobility

IPMS
IP Mobility management Selection

LMA
Local Mobility Anchor

MAG
Mobile Access Gateway

MAPCON
Multi Access PDN Connectivity

MIPv4
Mobile IP version 4

MIPv6
Mobile IP version 6

MME
Mobility Management Entity

MTC
Machine-Type Communications

P‑GW
PDN Gateway

PMIP/PMIPv6
Proxy Mobile IP version 6

SectorID
Sector Address Identifier

S‑GW
Serving GW

V‑ANDSF
Visited-ANDSF
******* Next Change *********
Annex X (normative):
Architecture for using a WLAN as Trusted Non-3GPP IP Access Network

X.1
Introduction
The solution presented in this Annex enables the use of WLAN as a Trusted Non-3GPP IP Access (Trusted WLAN Access in the rest of this Annex) to access EPC over S2a without any UE impact. There is no functionality added to a R11 UE with respect to a R10 or pre-R10 UE specifically for the support of the solution decribed in this Annex.

NOTE: 
The decision on whether a non 3GPP access is considered trusted or untrusted is made by the HPLMN operator and is not a characteristic of the non 3GPP access network. More details on it are provided in subclause 4.3.1.2. The HPLMN operator however while making a decision on trust worthiness of a non 3GPP access can also take into consideration security aspects of the access network.
The following assumptions for WLAN access to EPC through S2a are taken:
· The UE and the EPC are assumed to mutually authenticate through the WLAN Access as defined in subclause 4.9.1.
· It is assumed that UE traffic over the WLAN air link may be confidentiality and integrity protected as defined by IEEE Std 802.11 [x4].
· It is assumed that there is a point-to-point link between UE and non-3GPP access GTP peer or PMIP MAG.
The backhaul, through which WLAN accesses to EPC, may be secured, e.g., through IPsec, to build a secure access to the EPC.
The support of multiple PDN connections in the WLAN access would require the UE to signal the APN. Since this would require changes in existing UEs, this Annex only considers a single PDN connection in WLAN. This does not preclude multiple PDN connections through 3GPP and WLAN as long as there is only one PDN connection using WLAN access.
This Annex only considers mobility without IP address preservation as the preservation on WLAN of the IP address the UE used on the 3GPP access would require changes in existing UEs. 
X.2
Architecture Description
X.2.1
General
The architecture and procedures described in this Annex are based on the S2a bearer creation and deletion between a Trusted WLAN Access network and the 3GPP HPLMN be driven by the AAA signalling between these two. 
X.2.2
Reference model
The shaded area in Figures refers to Trusted WLAN Access functionality, which is a special case of the Trusted Non-3GPP IP Access.
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Figure X.2.2-1: Non-roaming reference model
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Figure X.2.2-2: Roaming reference model with Home Routed
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Figure X.2.2-3: Roaming reference model with Local Breakout

X.2.3
Network elements

X.2.3.1
UE

For the purpose of accessing a Trusted WLAN Access the UE is assumed to be unmodified and has the following standard functions:

-
WLAN Access Network authentication based on EAP methods as specified in 3GPP TS 33.402 [x3];
-
Configure an IP address and operate the WLAN interface using the relevant IETF standards, depending on the specific WLAN deployment:

· For IP version 4: IPv4 as per IETF RFC 791 [y1], ARP as per IETF RFC 826 [y2], DHCP as per IETF RFC 2131 [28]. Optionally, Detecting Network Attachment in IPv4 (DNAv4) as per IETF RFC 4436 [x1]. 
· For IP version 6: IPv6 as per IETF RFC 2460 [y3], Transmission of IPv6 Packets over Ethernet Networks as per IETF RFC 2464 [y4], Neigbor Discovery as per IETF RFC 4861[59], Stateless Address Autoconfiguration (SLAAC) as per IETF RFC 4862 [58], and optionally stateless DHCPv6 as per IETF RFC 3736 [30]. Optionally, Detecting Network Attachment in IPv6 (DNAv6) as per IETF RFC 6059 [x2].
X.2.3.1
Trusted WLAN AAA Proxy

The Trusted WLAN AAA Proxy (TWAP) function includes:

-
Relaying the AAA information between the Trusted WLAN Access and the 3GPP AAA Server or Proxy in case of roaming;
-
Establishing Binding of UE IMSI with UE MAC address in the Trusted WLAN Access Network into (IMSI, MAC) tuple via snooping on the AAA protocol carrying EAP-AKA exchange;
-
Detecting layer 2 Attach of UE to the WLAN Access Network via snooping on the AAA protocol for EAP-Success message;
-
Detecting layer 2 Detach of UE from the WLAN Access Network via snooping on the AAA protocol for Accouting-Request STOP message;
-
Informing the Trusted WLAN Access Gateway of WLAN Attach and Detach events for UE with (MAC, IMSI) tuple;
-
Protocol conversion when the Ta and STa reference points do not use the same protocol (e.g., Ta based on RADIUS);
-
Transfer necessary information for suitable per-UE layer 2 encapsulation between the WLAN Access Network and the Trusted WLAN Access Gateway (e.g., layer 2 unicasting, IEEE 802.1Q VLAN, MPLS, CAPWAP).

The Trusted WLAN AAA Proxy functionality can reside in a separate physical network node, it may reside in the Trusted WLAN Access Gateway or any other physical network node.
X.2.3.1
Trusted WLAN Access Gateway

The Trusted WLAN Access Gateway (TWAG) function includes:

-
For IP version 4: 

· Default IPv4 Router; 

· DHCP server as per IETF RFC 2131 [28]. The TWAG allocates to the UE the IPv4 address that is allocated to the UE by the PDN GW.

-
For IP version 6:

· Default IPv6 Router as per IETF RFC 4861 [38].

-
Enforcement of routing of packets between the UE MAC address and the GTP tunnel for that UE;
-
Enforcement of per-UE layer 2 encapsulation of traffic to/from the UE. The specifics of the encapsulation method in use (e.g., layer 2 unicasting, IEEE 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network deployment and out-of-scope for 3GPP.
NOTE: 
There is a per-UE point-to-point link and subnet between the UE and the Trusted WLAN Access Gateway that acts as the default router. This link model is used for S2a in the main body of this specification.
X.2.4
Reference Points

X.2.4.1
Ta reference point
The Ta reference point applies to Trusted WLAN Access and its specification is out of scope 3GPP.
The Ta reference point connects the WLAN Access Network to the Trusted WLAN AAA Proxy. The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and accounting related information. The reference point has to accommodate also legacy WLAN Access Networks.

EAP authentication shall be transported over the Ta reference point.

The functionality of the reference point is to transport AAA frames:

-
Carrying data for authentication signalling between UE and 3GPP Network. As a side effect, allowing the Trusted WLAN AAA Proxy to detect layer 2 attach of the UE;
-
Carrying data for authorization (including the authorization information update) signalling between WLAN Access Network and 3GPP Network;
-
Carrying accounting signalling per WLAN user, e.g., for  charging purposes. As a side effect, allowing the Trusted WLAN AAA Proxy to detect layer 2 detach of the UE;
-
Carrying keying data for the purpose of radio interface integrity protection and encryption;
-
Informs WLAN Access Network of per-UE layer 2 encapsulation information to be used with the Trusted WLAN Access Gateway. The specifics of the encapsulation method in use (e.g., layer 2 unicasting, IEEE 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network deployment and out-of-scope for 3GPP;
-
Purging a user from the WLAN Access Network for immediate service termination.
X.2.4.2
Tg reference point
The Tg reference point applies to Trusted WLAN Access and its specification is out of scope of 3GPP.

The Tg reference point connects the Trusted WLAN AAA Proxy to the Trusted WLAN Access Gateway. This is a AAA interface used to:
-
Trusted WLAN AAA Proxy notify Trusted WLAN Access Gateway of WLAN attach and detach events;
-
Trusted WLAN Access Gateway Informs Trusted WLAN AAA Proxy of per-UE layer 2 encapsulation information to be used between the WLAN Access Network and the Trusted WLAN Access Gateway. The specifics of the encapsulation method in use (e.g., layer 2 unicasting, IEEE 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network deployment and out-of-scope for 3GPP.
X.2.4.3
Tn reference point

The Tn reference point applies to Trusted WLAN Access and its specification is out of scope of 3GPP.

The Tn reference point connects the WLAN Access Network and the Trusted WLAN Access Gateway and provides the following functionality:

-
Per-UE encapsulation between the WLAN Access Network and the Trusted WLAN Access Gateway. The specifics of the encapsulation method in use (e.g., layer 2 unicasting, IEEE 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network deployment and out-of-scope for 3GPP. 

X.2.4.4
Tw reference point

The Tw reference point applies to Trusted WLAN Access and its specification is out of scope of 3GPP.

The Tw reference point connects the UE to the WLAN Access Network as per IEEE Std 802.11 [x4]. The definition of IEEE Physical and Medium Access Control layers protocols is as per IEEE Std 802.11 [x4] and out of the scope of 3GPP.

The functionality of the reference point is based on IEEE Std 802.11 [x4] and transports signalling messages including:

· Attach and Detach request from the UE to the WLAN Access Network;
· Detach signal from the WLAN Access Network to the UE;
· Parameters for authentication signalling between the 3GPP AAA Server and the UE;

· Per-UE encapsulation of data frames between the UE and the WLAN Access Network.

X.2.4.5
Tu reference point

The Tu reference point applies to Trusted WLAN Access and its specification is out of scope of 3GPP.

The Tu reference point represents the point-to-point link and per-UE subnet between the UE and the Trusted WLAN Access Gateway. Transport for the Tu reference point is provided by a combination of:

· The Tw reference point provides an IEEE 802.11 association between the UE and a BSSID/ESSID in the WLAN Access Network, as per IEEE 802.11 specifications ;
· The WLAN Access Network internally provides per-UE encapsulation between the BSSID/ESSID and the Tn endpoint. The specifics of the encapsulation method in use (e.g., L2 unicasting, IEEE 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network deployment and out-of-scope for 3GPP;
· The Tn reference point provides per-UE encapsulation between the WLAN Access Network and the Trusted WLAN Access Gateway. The specifics of the encapsulation method in use (e.g., L2 unicasting, IEEE 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network deployment and out-of-scope for 3GPP. 
X.2.4.6
S2a reference point

This is the standard reference point as defined in subclause 4.2.1 of this specification extended with the additional functions defined in this Annex.
X.2.4.7 
STa reference point
This is the standard reference point as defined in subclause 4.2.1 of this specification extended with the additional functions defined in this Annex.
******* End of Changes *********
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