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Abstract of the contribution: This contribution discusses some failure scenarios for the device trigger solution and proposes associated text and information flows for section 6.45.7 of TR23.888. 
Discussion

Section 6.45 (DT-GW solution) shows various options for device triggering. Information flow for Successful  Device Trigger procedure via direct interface between MTC-IWF and SGSN/MME is illustrated in section 6.45.7. This information flow can be enhanced to address certain other scenarios also, such as: 
-  handling of the Validity Time;
-  reporting failure of delivery device trigger request;
This contribution addresses the above stated failure scenarios and proposes associated text and information flow.
(1) Handling of the Validity Time:
Validity Time provides lifetime for the delivery of device trigger request. If device trigger cannot be delivered to the UE within the validity time, device trigger request is discarded. Text and information flow associated with such behaviour is provided in this contribution.
(2) Reporting Failure of delivery of device trigger request:
As described in clause7.2.2, MTC Device Triggering can be considered as constituting of 3 parts: delivery of device trigger information from 3GPP system to UE, submission of device trigger requests from MTC server to 3GPP system, and 3GPP system internal handling of device triggers. Any node in 3GPP system that handles device trigger request could contribute to the failure of the delivery of device trigger. Some failure scenarios are considered further in the discussions below:
Case 1: MTC-IWF fails to forward trigger request
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The reasons MTC-IWF fails to forward device trigger to the next node (SGSN/MME in this case) include but not limited to: MTC-IWF failed to forward device trigger before validity period expired (e.g., network congested or overloaded), MTC-IWF can not find UE routing information from HSS, etc.
Case2: SGSN/MME fails to deliver trigger request to UE:
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The reasons SGSN/MME fails to deliver device trigger to UE include but not limited to: MTC device detached from the SGSN/MME, MTC device moves out of the radio coverage, SGSN/MME failed to deliver device trigger before validity period time expired (e.g., due to network congested or overloaded), etc.
Case3: Mobile Device returns trigger delivery failure report:
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The reason MTC device fails to receive device trigger include but not limited to: memory capacity exceeded, error in MTC device, etc.
Other cases: Some other failure scenarios related to SMS based device trigger solution are described in TS23.040, but are not discussed in this contribution to avoid duplication.
Proposal

It is proposed to update clause 6.45 to address the above staged failure scenarios.
* * * First Change * * * *
6.45
Solution – Device trigger gateway solution

... …
6.45.7
Information flows

6.45.7.1
Successful Device Triggering
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Figure 6.45.7.1-1: Device Trigger Flow 
1.
The MTC Server wants to communicate with the MTC device, but has no sufficient information for being able to send data packets to the MTC device or identified a need to recover or test IP connectivity, e.g. as the MTC device is not responding anymore. The MTC server submits a Device Trigger Request providing the external device identifier and optionally a validity period or need for recovery of the IP connectivity.
2.
The MTC-IWF authorises the trigger request. The IWF interrogates the HSS with the external device identifier to derive the IMSI and any additional information needed for trigger delivery.
Device trigger request is stored at the MTC-IWF. If validity period is received and expires before the receipt of Delivery Ack (step 5) at MTC-IWF, MTC-IWF discards trigger request and returns trigger delivery failure report to MTC server.
3.
The MTC-IWF selects the delivery method and forwards the delivery request, along with the validity period if available, to the next node involved in the delivery. 
The delivery of device trigger request arrives at SGSN/MME and if any APN is provided and known and no bearer exists for that APN, the SGSN/MME may perform APN related load control, i.e. decides whether to deliver the request to the device.
If SGSN/MME can not deliver device trigger to MTC device within validity period (if validity period is received), a failure delivery report is sent back to MTC-IWF.
4.
The SGSN/MME delivers the device trigger request to the MTC device.

5.
The success or failure of delivery of device trigger request is acknowledged to the MTC server.

6.
The MTC device activates the PDP/PDN connection if necessary.

7.
The application on the MTC device communicates with the MTC server, e.g. it registers with the application server.

6.45.7.2   Unsuccessful Device Triggering
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Figure 6.45.7.2-1: Unsuccessful Device Trigger Flow
Case 1: MTC-IWF fails to forward trigger request:
MTC-IWF fails to forward trigger request to the next node involved in the delivery. MTC-IWF returns Delivery Failure Report to MTC Server. This case is indicated by the line labelled as ‘1’ in Figure 6.45.7.2-1. 

The reasons MTC-IWF fails to forward device trigger request to the next node (SGSN/MME) include but not limited to: MTC-IWF failed to forward device trigger before validity period expired (e.g., network congested or overloaded), MTC-IWF can not find UE routing information from HSS, etc.
Case2: SGSN/MME fails to deliver trigger request to UE:
i. The SGSN/MME fails to deliver trigger to MTC Device. SGSN/MME sends Delivery Failure Report with failure cause to MTC-IWF. This case is indicated by lines labelled as ‘2’ in Figure 6.45.7.2-1.

The SGSN/MME may not return Delivery Failure Report to MTC-IWF until validity time expires; i.e. SGSN/MME may try to re-deliver trigger request to MTC device before validity time expires.

The reason SGSN/MME fails to deliver device trigger to UE include but not limited to: MTC device detached from the SGSN/MME, MTC device moves out of the radio coverage, SGSN/MME failed to deliver device trigger before validity period expired (e.g., network congested or overloaded), etc.
ii. The MTC-IWF returns Delivery Failure Report to MTC Server.

The MTC-IWF may not return Delivery Failure Report to MTC Server until validity period expires; i.e. MTC-IWF may try to forward trigger request to SGSN/MME again before validity period expires.

Case3: MTC device returns trigger delivery failure report:
i. MTC device responds with the Delivery Failure Report with failure cause to the SGSN/MME. This case is indicated by lines labelled as ‘3’ in Figure 6.45.7.2-1.

The reasons MTC Device fails to receive device trigger include but not limit to: memory capacity exceeded, error in MTC device, etc.

ii. The SGSN/MME returns Delivery Failure Report to MTC-IWF.

SGSN/MME may not return Delivery Failure Report to MTC-IWF until validity period expires; i.e. SGSN/MME may try to re-deliver trigger request to MTC device before validity period expires.

iii. MTC-IWF returns Delivery Failure Report to MTC Server.

MTC-IWF may not return Delivery Failure Report to MTC Server until validity period expires; i.e. MTC-IWF may try to forward trigger request to SGSN/MME again before validity period expires.
Note: There are some failures scenarios related to SMS based device trigger solution as described in TS23.040. Such scenarios are not listed here to avoid duplication.

* * * Next Change * * * *
7.2.2
MTC Device Triggering – Key Issue 5.8

Editor's note: The conclusions do not imply a decision whether there will be one or multiple triggering methods standardised.

This clause contains the agreed conclusions corresponding to Key Issues 5.8. 3GPP Release 11 specifications should be developed in the following areas:
1)  Delivery of device trigger information from 3GPP system to UE:

All device triggering should provide mechanism to ensure authenticity.
The following device trigger delivery mechanisms shall be developed/supported:
a) MT-SMS for the following cases:

a. For UE subscriptions with an E.164-MSISDN assigned, submitted to SMS-SC of 3GPP system over MTCsms.

i. This solution is especially applicable for providing triggers via legacy networks, i.e. networks that don’t deploy any specific trigger delivery mechanism that might be introduced with Rel-11.

b. For UE subscriptions with or without an E.164-MSISDN assigned, submitted to MTC-IWF of 3GPP system over MTCsp.

i. When UE subscription does not have an E.164-MSISDN assigned, the MTC-IWF shall allow the IMSI as the destination address for submission of the MT-SMS to the SMS-SC.

Editor’s Note: Considerations for alternative to IMSI as the destination address for MTC-IWF submission of the MT-SMS to the SMS-SC is FFS.
For devices that may camp on E-UTRAN cells, this trigger delivery solution is applicable only when the UE also has a CS domain subscription and the UE and network support SMS using SMSoSGs, as defined in TS 23.272, or the UE and HPLMN are using SMS over IMS. 

Editor’s Note: It is FFS if MT-SMS procedures will be enhanced in Rel-11 to support MT-SMS to overcome the above limitations.
Editor’s Note: In order to avoid upgrades to legacy networks a protocol within the SMS body to carry the triggering information identified in 6.40 is FFS.
b) Improvements to MT-SMS that:
- ensure the SMS can be delivered to a PS-only device with only one HPLMN-VPLMN interaction, as SMS over SGs without improvement would entail an ‘MSC’ delivery attempt followed by an SGSN delivery attempt;
- permit the replacement of MAP interfaces with more IETF friendly interfaces (e.g. Diameter); and
- ensure that the MTC device can verify the authenticity of the trigger. 

As a result of these improvements, a new reference point might be defined (e.g. between MTC IWF and SGSN and/or MME and/or MSC.
Editor’s Note: Whether any additional trigger delivery mechanisms are to be supported in Rel-11 is FFS.
It shall be possible for the MTC device to report to the 3GPP system, the success or failure of the receipt of device trigger request.
2)  Submission of device trigger requests from MTC server to 3GPP system:
a) The standardised protocol used from the MTC Server to the 3GPP system via reference point MTCsp should support both triggering with unique E.164-MSISDN (for backward compatibility) and without such an MSISDN. The MTCsp is provided by an MTC-IWF. It is transparent for the MTC server how the triggering information is delivered by the 3GPP system to the UE. 

b) It shall be possible for an MTC server to resolve the MTC-IWF(s) address(es) for a particular UE, e.g. by DNS
c) The MTC-IWF performs PLMN related control functionality such as MTC server authentication, trigger request authorization and charging, and shields the MTC server from the actual trigger delivery mechanism used in the PLMN.
d) MTCsp shall always be provided by the HPLMN. The MTC-IWF will only accept a device trigger request for a UE whose HPLMN is the operator of the MTC-IWF. 
e) The MTC Server uses validity time over MTCsp.
f) It shall be possible for MTC-IWF to report to the MTC server, the success or failure of forwarding of device trigger request.
3)  3GPP system internal handling of device triggers:
a) The protocols within the PLMN should support an option where the UE can be identified without the use of an E.164-MSISDN. A PLMN may support delivery of MT-SMS submitted with an IMSI as destination address instead of an E.164-MSISDN. However, in order to avoid exposure of IMSI outside of MNO domain, this shall only be allowed for SMEs located in the MNO domain.
b) The 3GPP system shall support MTC-IWF interrogation, when needed, of HLR/HSS to map an external identifier to IMSI and gather information stored in HLR/HSS required for device triggering. 

c) The MTC-IWF shall support selection of the trigger delivery mechanism and performs protocol translation if necessary, e.g. to reformat the triggered request to match the selected trigger delivery method, and routes the request towards the relevant network entity.
d) When SMS service is selected as the trigger delivery mechanism, validity time over MTCsp is mapped to Validity Period in SMS delivery.
e) It shall be possible for the 3GPP network entities to report to MTC-IWF, the success or failure of delivery of device trigger request.
* * * End of Change * * * *
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