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Introduction
A topic that was discussed already at SA2#87 without conclusion was how to handle policy interworking via S9a for offloaded traffic when the 3GPP UE is behind a NAT:ed RG in the BBF domain. 

Background

Today’s PCC is based on the fundamental concept of “IP-CAN session”. The IP-CAN session is defined in 3GPP TS 23.203 as: 
The association between a UE and an IP network. The association is identified by one IPv4 and/or an IPv6 prefix together with UE identity information, if available, and a PDN represented by a PDN ID (e.g. an APN). 

Note that a unique IP address per UE and PDN is assumed (possibly an IPv4 and an IPv6). This IP address must not be shared by multiple UEs. When the 3GPP UE is behind a NAT:ed RG in the BBF domain, the public IP address assigned by the NAT for the UE is typically shared by multiple devices behind the NAT. The assumption for PCC does therefore not hold in presence of NATs. 

Current status

In the BBAI work on BB1 and BB2 we can distinguish between four different cases:

1. 
3GPP UE with home-routed traffic and no NAT in RG

2. 
3GPP UE with home-routed traffic with NAT in RG

3. 
3GPP UE with offloaded traffic and no NAT in RG

4. 
3GPP UE with offloaded traffic with NAT in RG
Cases 1 and 2 are discussed in BB1 while cases 2 and 3 are discussed in BB2. It should also be noted that the UE may have simultaneous home-routed and offloaded raffic.
Current PCC principles can support cases 1-3:

· PCC can provide per-3GPP-UE policies for offloaded traffic when there is no NAT. In this case the IP address assigned by the BBF operator (BNG) to the UE can be used to identify the UE.

· PCC can also provide per-3GPP-UE policies for home routed traffic even with NATs since the PDN GW assigns a unique IP address per UE. In this case the IP address assigned by the mobile operator (PDN GW) to the UE can be used to identify the UE. 
Problem discussion
In case 4 defined above a key problem is to identify offloaded traffic from 3GPP UEs behind the NAT:ed RG since there is no longer a unique IP address per UE. For example, in the BB2 architecture scenario A in 23.839 the AF provides the UE local IP address to the PCRF via Rx. The PCRF then makes a session binding to find the correct IP-CAN session. However, in case there is a NAT:ed RG the PCRF will not be able to make session binding based on the UE local IP address since this IP address may be shared by multiple UEs. Only if the UE local IP address is unique for the UE (within the scope of the PDN) it is possible for the PCRF to make a unique session binding. 
There are different potential solutions to this problem; some of them were discussed at SA2#87.  However, a generic solution to allow S9a policy interworking for offloaded traffic in presence of NATs seems to have several implications:

- 
It would make the PCRF “NAT aware” and thus require changes to key PCC principles. PCRF would need to become aware of the ports allocated to the UE and perform session binding based on IP address and port combinations.
- 
Procedures need to be defined for how the BBF NW informs the PCRF and DRA about IP address(es) and ports allocated to a specific UE

- 
On the 3GPP side, it is expected to impact at least S9a, PCRF and DRA

- 
On the BBF side, it is expected to have impacts on RG, BNG and BPCF, e.g. the RG may need to allocate port mappings in a predictive manner and possibly provide this to BNG and BPCF. 
It is unclear if solutions with such wide-spread impacts will become widely available anytime soon. It also likely assumes that RG vendors, BNG vendors etc adopt the solutions. Furthermore, IPv6 deployments have started and these will make a general NAT solution obsolete. 
Side discussion: IMS

IMS has been working on NAT traversal support already and has defined a solution where policy control is differentiating the IP flows for different UEs behind the NAT but the IP-CAN session is for the RG IP session. The policy enforcement point is however not necessarily aware of the individual UEs behind the NAT but instead treats the policies for the RG IP session. 
A possible mapping of the IMS solution to BBF context is shown in Figure X below.
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Proposed way forward
One possibility is that policy interworking via S9a in rel-11 supports the cases 1-3 above. 

For case 4 (3GPP UE with offloaded traffic with NAT in RG) it is proposed that it is handled in a similar way as described in the IMS example above. There would be one IP-CAN session per NAT public IP address, instead of per UE behind NAT. Since the RG is a fixed device (and not a 3GPP UE) policies for the RG would not be provided via S9a. Instead policies would be provided by the BPCF according to BBF specifications. Alternatively, in a BB3 architecture, policies would be provided by a converged PCRF.
The assumption that offloaded traffic from devices behind a NAT:ed RG is not handled in rel-11 for BB2 would be similar to the scoping that was done for BB3 where only “access sessions” (IP session) visible in the PEP would be handled in rel-11. 
Proposal

It is proposed to agree that policy interworking via S9a for offloaded traffic in rel-11 is supported for scenarios without NAT in the BBF domain. Policies for offloaded traffic from devices behind a NAT:ed RG would be handled for the “access session” by the BPCF.
It is proposed to capture this in TR 23.839 as below:
**** First Change ****

6.1.1.2
Architectural requirements and assumptions

For interworking purposes, non-seamless WLAN offload as defined in TS 23.402 clause 4.1.5 is applicable.

The UE might or might not be behind a NAT. The NAT might reside in the BBF access network or in the customer premises network.
Policy interworking via S9a for offloaded traffic in this release is supported for scenarios without NAT in the BBF domain. 
NOTE: 
Policies for offloaded traffic from 3GPP UEs behind a NAT:ed RG could be provided by the BPCF for the “access session”.
For performing non-seamless WLAN offload, the UE needs to acquire a local IP address on WLAN access, but is not required to establish S2c or SWu. For policy interworking purposes, if the UE did not establish S2c or SWu, it is assumed that the UE has performed 3GPP based access authentication.

Editor's Note: (requirements related to) Charging and account is FFS.
Editor’s note: Other mechanisms for PCRF and TDF addressing/discovery, for unsolicited and solicited models respectively, are FFS

**** End of changes ****
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