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Discussion
There is currently a single solution for WLAN access to EPC via the S2a interface described in subclause 7.1.1. of TR 23.852 which relies on the use of L3 trigger to drive session and tunnel establishment to the EPC.

As pointed out during discussion held at SA2 #86, the use of L3 trigger has two shortcomings:

· L3 Attach triggers are not reliable and can be lost. In the case of an IPv6 only UE, if three RS are lost in a row, the UE would transmit no further RS: "If a host sends MAX_RTR_SOLICITATIONS solicitations, and receives no Router Advertisements after having waited MAX_RTR_SOLICITATION_DELAY seconds after sending the last solicitation, the host concludes that there are no routers on the link retransmits only.". In such a situation the UE attach at the WLAN would never trigger GTP create session request, an IPv6 prefix would neither be allocated nor advertized to the UE, and the UE would be left with no IPv6 connectivity at all. 
· L3 Detach triggers are inexistent or insufficient. There are no L3 detach triggers for an UE that loose WLAN coverage: By the time coverage is lost the UE can no longer send an L3 message to inform the network. There are also no L3 detach trigger for an IPv6-only UE that is still under WLAN coverage. Finally there are no way for the WLAN Access Network to detach the UE based on AAA/HSS command.
On the other hand, if the trigger to WLAN Access via S2a were based on AAA signaling occurring between the WLAN Access Network and the 3GPP Home Network, none of these shortcomings would occur:

· a UE that attaches to a WLAN has successfully completed the WLAN authentication procedure that is transported over AAA to the 3GPP Home network, thus a successful authentication can be used as the trigger for the GTP create session request. Following this a GTP tunnel would be created, and an IPv6 prefix would be allocated and advertized via RA sent to the UE, as a result of which the UE would be able to configure an IPv6 address via stateless address auto-configuration.

· Whether a UE detaches intentionally from a WLAN, or is detached by the WLAN after having lost coverage, the WLAN Access would signal the termination of the session to the AAA server in the 3GPP Home Network. This can be used as trigger for GTP tunnel deletion.

Consequently, this paper proposes a solution in which S2a bearer creation and deletion for WLAN Access is driven by the AAA signaling between the WLAN Access Network signaling and the 3GPP Home Network. 

Conclusion

It is proposed to agree on the following changes to TR 23.852 v0.3.0:
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Next Change
7.1.x
Solution X
7.1.x.0
General

This solution is based on the S2a bearer creation and deletion between a Trusted Non-3GPP WLAN Access and the 3GPP Home Network be driven by the AAA signalling between these two. A key difference to the solution described in clause 7.1 is that this solution uses EAP and AAA signalling to trigger establishment of the S2a session, while the solution in clause 7.1 uses L3 messages to trigger the S2a session. The interfaces towards EPC (STa and S2a) do not differ between the solutions. 
NOTE:
Although the solution is described for a GTP-based S2a, it would equally apply to a PMIP-based system were the GTP signalling be replaced by the corresponding PMIP signalling (i.e, Create Session Request replaced by Proxy Binding Update, and Create Session Reply replaced by Proxy Binding Acknowledgement, as well as the corresponding BBERF procedures between Trusted WLAN Access Gateway and PCRF). 
7.1.x.1
Reference Model

NOTE:
The shaded area in Figures 7.1.x.1-1, 7.1.x.1-2, and 7.1.x.1-3 refers to Trusted Non-3GPP WLAN Access functionality.
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Figure 7.1.x.1-1: Non-roaming reference model
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Figure 7.1.x.1-2: Roaming reference model Trusted Non-3GPP WLAN Access – Home Routed


[image: image3.emf]3GPP Home Network

3GPP AAA 

Server

HSS

3GPP Visited Network

3GPP AAA 

Proxy

PDN

GW

T

n

S2a

STa

S

G

i

S

W

d

SWx

T

g

Trusted Non-3GPP 

WLAN Access

Ta

TWAP

Tw

WLAN Access Network

UE

Tu

TWAG


Figure 7.1.x.1-3: Roaming reference model Trusted Non-3GPP WLAN Access – Local Break-Out

7.1.x.2
Network elements

7.1.x.2.1
UE

For the purpose of accessing a Trusted Non-3GPP WLAN Access the UE is assumed to be unmodified and has the following standard functions:

-
WLAN Access Network authentication based on EAP methods.

-
Configure an IP address on the WLAN using the relevant IETF standards, depending on the specific WLAN deployment:

· For IP version 4: DHCP as per IETF RFC 2131. Optionally, Detecting Network Attachment in IPv4 (DNAv4) as per IETF RFC 4436.

· For IP version 6: Stateless Address Autoconfiguration (SLAAC) as per IETF RFC 4861, and optionally stateless DHCPv6 as per IETF RFC 3736. Optionally, Detecting Network Attachment in IPv6 (DNAv6) as per IETF RFC 6059.

7.1.x.2.2
Trusted WLAN AAA Proxy

The Trusted WLAN AAA Proxy (TWAP) function includes:

-
Relaying the AAA information between the WLAN Access Network and the 3GPP AAA Server or Proxy in case of roaming.

-
Establishing Binding of UE IMSI with UE MAC address on the WLAN Access Network into (IMSI, MAC) tuple via snooping on the AAA protocol carrying EAP-AKA exchange.

-
Detecting L2 Attach of UE to the WLAN Access Network via snooping on the AAA protocol for EAP-Success message.

-
Detecting L2 Detach of UE from the WLAN Access Network via snooping on the AAA protocol for Accouting-Request STOP message.
-
Informing the Trusted WLAN Access Gateway of WLAN Attach and Detach events for UE with (MAC, IMSI) tuple.

-
Protocol conversion when the Ta and STa reference points do not use the same protocol (e.g., Ta based on RADIUS)

-
Transfer necessary information for suitable per-UE L2 encapsulation (e.g., 802.1Q VLAN tag or MPLS label) between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway.

The Trusted WLAN AAA Proxy functionality can reside in a separate physical network node, it may reside in the Trusted WLAN Access Gateway or any other physical network node.

7.1.x.2.5
Trusted WLAN Access Gateway
The Trusted WLAN Access Gateway function includes:

-
For IP version 4: 

· Default IPv4 Router. 

· DHCP server as per IETF RFC 2131. The TWAG allocates to the UE the IPv4 address that is allocated to the UE by the PDN GW.

-
For IP version 6:

· Default IPv6 Router as per IETF RFC 4861.

-
Enforces routing of packets between the UE MAC address and the GTP tunnel for that UE.

-
Enforce per-UE L2 encapsulation of traffic to/from the UE. The specifics of the encapsulation method in use (e.g., L2 unicasting [x8], 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network Deployment and out-of-scope for 3GPP..

NOTE: There is a per-UE subnet point-to-point link and subnet between the UE and the Trusted WLAN Access Gateway that acts as the default router. This link model is the same as the one used for PMIP-based S5/S8 and differs from that of GTP-based S5/S8.

7.1.x.3
Reference Points

7.1.x.3.1
Ta reference point
The Ta reference point applies to Trusted Non-3GPP WLAN Access.

The Ta reference point connects the WLAN Access Network to the Trusted WLAN AAA Proxy. The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and accounting related information. The reference point has to accommodate also legacy WLAN Access Networks.

EAP authentication shall be transported over the Ta reference point.

The functionality of the reference point is to transport AAA frames:

-
Carrying data for authentication signalling between UE and 3GPP Network; As a side effect, allowing the Trusted WLAN AAA Proxy to detect L2 attach of the UE.

-
Carrying data for authorization (including the authorization information update) signalling between WLAN Access Network and 3GPP Network. 

-
Carrying accounting signalling per WLAN user, e.g., for  charging purposes; As a side effect, allowing the Trusted WLAN AAA Proxy to detect L2 detach of the UE.

-
Carrying keying data for the purpose of radio interface integrity protection and encryption;

-
Informs WLAN Access Network of per-UE L2 encapsulation information to be used with the Trusted WLAN Access Gateway. The specifics of the encapsulation method in use (e.g., L2 unicasting [x8], 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network Deployment and out-of-scope for 3GPP.

-
Purging a user from the WLAN Access Network for immediate service termination;
7.1x.3.2
Tg reference point
The Tg reference point applies to Trusted Non-3GPP WLAN Access.

The Tg reference point connects the Trusted WLAN AAA Proxy to the Trusted WLAN Access Gateway. This is a AAA interface used to:
-
Trusted WLAN AAA Proxy notify Trusted WLAN Access Gateway of WLAN attach and detach events.

-
Trusted WLAN Access Gateway Informs Trusted WLAN AAA Proxy of per-UE L2 encapsulation information to be used between the WLAN Access Network and the Trusted WLAN Access Gateway. The specifics of the encapsulation method in use (e.g., L2 unicasting [x8], 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network Deployment and out-of-scope for 3GPP.
7.1x.3.3
Tn reference point

The Tn reference point applies to Trusted Non-3GPP WLAN Access.

The Tn reference point connects the WLAN Access Network and the Trusted WLAN Access Gateway and provides the following functionality:

-
Per-UE encapsulation between the WLAN Access Network and the Trusted WLAN Access Gateway. The specifics of the encapsulation method in use (e.g., L2 unicasting [x8], 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network Deployment and out-of-scope for 3GPP. 

7.1x.3.3
Tw reference point

The Tw reference point applies to Trusted Non-3GPP WLAN Access.

The Tw reference point connects the UE to the WLAN Access Network per IEEE 802.11 specifications. The definition of IEEE Physical and Medium Access Control layers protocols (e.g. Layer 1 and Layer 2 defined by IEEE 802.11 standards) is out of the scope of 3GPP.

The functionality of the reference point is based on IEEE 802.11 specifications and it is intended to transport signalling messages including:

· Attach and Detach request from the UE to the WLAN Access Network.

· Detach signal from the WLAN Access Network to the UE.

· Parameters for authentication signalling between the 3GPP AAA Server and the UE;

· Per-UE encapsulation of data frames between the UE and the WLAN Access Network as per IEEE 802.11 specifications.

7.1.x.3.5
Tu reference point

The Tu reference point applies to Trusted Non-3GPP WLAN Access.

The Tu reference point represents the point-to-point link and per-UE subnet between the UE and the Trusted WLAN Access Gateway. Transport for the Tu reference point is provided by a combination of:

· The Tw reference point provides an IEEE 802.11 association between the UE and a BSSID/ESSID in the WLAN Access Network, as per IEEE 802.11 specifications. 

· The WLAN Access Network internally provides per-UE encapsulation between the BSSID/ESSID and the Tn endpoint. The specifics of the encapsulation method in use (e.g., L2 unicasting [x8], 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network Deployment and out-of-scope for 3GPP.
· The Tn reference point provides per-UE encapsulation between the WLAN Access Network and the Trusted WLAN Access Gateway. The specifics of the encapsulation method in use (e.g., L2 unicasting [x8], 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network Deployment and out-of-scope for 3GPP. 
7.1x.4
Procedures

For the steps that already exist in the generic Trusted Non-3GPP Access procedure and are re-used in the Trusted Non-3GPP WLAN Access procedure, identical numbering is used, and the differences are outlined, if any. For the steps that are specific to the Trusted Non-3GPP WLAN Access procedure and do not exist in the generic Trusted Non-3GPP WLAN Access procedure, the steps are indexed with the number of the generic preceding step and a letter, and a description of the step is provided.
7.1.x.4.1
Initial Attach to Trusted Non-3GPP WLAN Access procedure
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Figure 7.1.x.4.1-1: Initial attach to Trusted Non-3GPP WLAN Access
The procedure for Initial Attach to Trusted Non-3GPP WLAN Access is represented in Figure 7.1.x.4.1-1 and described below. It is based on the generic Initial Attach to Trusted Non-3GPP Access procedure described in subclause 6.1.3.1. with the following differences: 
· At step 2, the following additions apply:

· The HSS/AAA provides to the Trusted Non-3GPP WLAN Access the APN to which the UE will be attached. in the subscription data. PDN type is indicated from HSS in this step.
· The mutual authentication between the UE and the EPC as defined in TS 23.402 [3] section 4.9.1 is carried as per IEEE 802.11 specifications through the Trusted Non-3GPP WLAN Access.
· At reception of the EAP Success, the Trusted WLAN AAA Proxy buffers it and notifies the Trusted WLAN Access Gateway of the layer 2 attach of the UE and provides MAC address and IMSI of the UE as depicted in step 2b. 
· At step 5, after the Trusted WLAN AAA Proxy informs of layer 2 attach of the UE, the Trusted WLAN Access Gateway selects the APN as per the subscription data received in step 2 and send Create Session Request to the PDN GW with the PDN type.
· At step 8, After allocating an IPv6 prefix and/or an IPv4 address to the UE, the PDN GW sends Create Session Response to the Trusted WLAN Access Gateway. Deferred IPv4 address allocation may be used.
· At step 9b, the Trusted WLAN Access Gateway notifies the Trusted Non-3GPP Access AAA Proxy of successful GTP tunnel establishment, and provides the necessary parameters for establishment of a point-to-point link towards the UE through the WLAN Access Network.

· At step 9c, the Trusted WLAN AAA Proxy delivers the buffered EAP success to the WLAN Access Network together with the necessary parameters for establishment of a point-to-point link between the UE and the Trusted WLAN Access Gateway. On receiving this, the WLAN Access Network configures the point-to-point link adequately and informs the UE of EAP success.

-
At step 11, after the UE is associated and authenticated with the WLAN Access Network, the UE performs IP layer configuration with the Trusted WLAN Access Gateway acting as the default router as per standard IETF procedures [x2] [x5] [x6] [x7].
7.1.x.4.2
UE/Trusted Non-3GPP WLAN Access Network Initiated Detach procedure
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Figure 7.1.x.4.2-1: UE/Trusted Non-3GPP WLAN Access Network Initiated Detach
The procedure for UE/Trusted Non-3GPP WLAN Access Network Initiated Detach is represented in Figure 7.1.x.4.2-1 and described below. It is based on the generic UE/Trusted Non-3GPP IP Access Network Initiated Detach procedure described in subclause 6.1.3.2.1. with the following differences:
· At step 2, the following additions apply:

· In step 2b, the UE/Trusted Non-3GPP WLAN Access Network Initiated Detach triggers AAA signalling between the WLAN Access Network and the home HSS/AAA server to terminate the session. 
· Based on the AAA signalling for session termination, the Trusted WLAN AAA Proxy sends a WLAN Detach Request to the Trusted WLAN Access Gateway.
· Step 3 is initiated by the Trusted WLAN Access Gateway based on the WLAN Detach Request received from the Trusted WLAN AAA Proxy. 

· At step 6, the following addition applies:

· In step 6b, the Trusted WLAN Access Gateway confirms session deletion by sending to the Trusted WLAN AAA Proxy a WLAN detach accept. 

7.1.x.4.3
HSS/AAA Initiated Detach procedure
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Figure 7.1.x.4.3-1: HSS/AAA Initiated Detach
The procedure for HSS/AAA Initiated Detach from Trusted Non-3GPP WLAN Access Network is represented in Figure 7.1.x.4.3-1 and described below. As for the UE/Trusted Non-3GPP WLAN Access Network Initiated Detach, it is based on the generic HSS/AAA Initiated Detach procedure described in subclause 6.1.3.2.2 with the following differences:
· At step 2, the step 2c to 6b of the UE/Trusted Non-3GPP WLAN Access Network Initiated Detach procedure described in subclause 7.1.x.4.2 are followed.
7.1.x.4.3
Other procedures
Other procedures defined for the generic Trusted Non-3GPP IP Access in subclause 6.1.3.3, 6.1.3.4, 6.1.3.5, 6.1.3.6, and 6.1.3.7 are not supported by the Trusted Non-3GPP WLAN Access without impact on the UE.

End of Changes
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