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Abstract of the contribution: This contribution discusses the MTC Device trigger issue and proposes Bearer Level Trigger method.
1. Discussion
MTC Device Trigger is for an MTC Application / MTC Server to send data to an MTC Device, e.g. to poll data from MTC Devices, as a result, the network / MTC Server / MTC Application instead of MTC Devices will be in charge of initiating the setup of the communications path. 
There are already several solutions described in TR 23.888 to achieve this MTC Device Trigger. Almost all the solutions use a common method (let’s call it Application Level Trigger method): the MTC Server sends a trigger message including the related application information to the MTC Device (how to send the trigger message varies with different trigger delivery solutions such as via SMS, DT-GW etc.), and the MTC Device then initiates communication towards the application according to those application information (maybe initiate PDP/PDN connection activation or attachment first if the MTC Device is not attached or has no PDN/PDN connection yet). 
The main procedure of the Application Level Trigger is as below:
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Figure 1.  Application Level Trigger 
The application info is not necessarily restricted in any wayI It may be a pure DL data without any response (e.g. to start a measurement period over multiple hours and report the results when finalised). 3GPP cannot ensure what the application really is and what’s UE’s behaviour towards it. The Application Level Trigger won’t necessarily trigger the UE to establish the communication path and respond the MTC Server, then this “trigger” may turn out not to be a real trigger but a DL small data transfer. 
An easier and cleaner trigger method is that the MTC Device Trigger just ensures that the PDP/PDN connection is established for the MTC Device to make it reachable for the MTC Server. If no IP address of the MTC Device is known by the MTC Server, the MTC Server just sends trigger request only including Device External ID to request the IP address of the MTC Device. If no PDP/PDN connection exists, the trigger message would be delivered to the MTC Device and trigger the MTC Device to activate the related PDP/PDN connection. Then the network returns the IP address of the MTC Device to the MTC Server. With the IP address, the MTC Server can initiate any communication, no matter it’s pure DL or also generating UL responses. If the PDP/PDN connection is established already before the trigger, the network can directly return the IP address for the PDP/PDN connection without delivering the trigger message to the MTC Device. The procedure of this trigger method (let’s call it Bearer Level Trigger method) is as below: 

[image: image2]
Figure 2.  Bearer Level Trigger 

In the above trigger, there is no need to carry application information in the trigger message. The MTC Server would send trigger message only in case it doesn’t know the MTC Device IP address or cannot communicate with the MTC Device. If the MTC Device already has IP address for the corresponding PDP/PDN connection, the network would feed back the IP address directly to the MTC MTC Server, or else, the network would deliver the trigger message to the MTC Device carrying the related information to trigger the MTC Device to establish the corresponding PDP/PDN connection. And then the IP address is responded to the MTC Server. With the IP address of the MTC Device, the MTC Server could initiate any normal communication towards the MTC Device such as to poll data from it. If NAT or firewalls are deployed, the MTC-IWF may need perform some more procedure to get and respond the global IP/port of the UE to the MTC Server.
The Application Level Trigger and Bearer Level Trigger comparison is listed as below table:

	Item \ Trigger method
	Application Level Trigger
	Bearer Level Trigger

	Function / complexity in MTC Server
	MTC Server sends trigger (application data) to the UE when it does not know the UE’s IP address.

MTC Server needs to decide to send data via trigger or via IP bearer even when it knows the UE’s IP address.

MTC server remembers UE’s IP address after the UE initiate the communication towards it from UE side due to the trigger, for future IP based communication usage. 
Consequently, the MTC Server also may need to be notified when the IP address is released.
Sometimes IP based, sometimes non-IP based (application data in the trigger message is carried in control plane) communication with UE. Or always non-IP based communication? Even for large data?

	Always IP based application level communication with UE.

As long as the MTC Server does not know the UE’s IP address or cannot communicate with the UE, it sends trigger to the MTC-IWF to get the IP address.

The server only provides the External Id of the UE to the IWF in the trigger message. There may be also signalling needed to inform the server about release of the IP address.
MTC server receives trigger response including IP address of the UE and remembers it. 



	Function / complexity in MTC-IWF
	Deliver trigger message to the UE.
	Deliver trigger message to the UE in case there is no PDP/PDN connection that can be used by the MTC Server.
Acquire UE’s IP address and respond to the MTC Server. If IWF / firewall are deployed, may need to get the global IP address/port of the UE.

	Function / complexity in UE
	UE needs some logic or extra interface to a specific  trigger application that just initiates a PDP/PDN.
Establish corresponding PDP/PDN connection if there is no existing connection and the triggered application need the UE to respond the MTC Server.

UE initiates IP based communication with the MTC Server even though the other direction’s communication is not IP based.
	Establish corresponding PDP/PDN connection when receiving a trigger.
Always IP based application level communication with the MTC Server.

	Summary
	Mix application layer trigger (asking for UL data response) and network layer trigger (establish communication path).

Communication may be IP based or may be not, between UE and MTC Server.
	Trigger is pure network layer trigger. Application layer is not considered.

Always IP based communication between UE and MTC Server


3. Conclusion and Proposal

This contribution analyzes the MTC Device Trigger, and finds some solutions of TR 23.888 propose to send application information via 3GPP network to the MTC Device and trigger the MTC Device to initiate communication towards the MTC Application / MTC Server according to the application information. This method mixes network layer trigger and application layer trigger.
As a cleaner trigger method: Bearer Level Trigger is proposed, which is to send a simple trigger message without carrying any application information and just to request the IP address of the MTC Device for the PDP/PDN connection, if no IP address is allocated, then the trigger message would be delivered to the MTC Device and trigger it to activate the related PDP/PDN connection, so that the MTC Application / MTC Server could communicate with the MTC Device normally based on IP.

As a result, there are two types of trigger method: Application Level Trigger and Bearer Level Trigger. And there are several trigger delivery solutions: SMS / NRPCA / via HSS and NAS signalling / via intermediate node / SMS WAP Push / trigger gateway, all of which can be used for the two trigger methods. The trigger method decides what information is carried in the trigger message; and the trigger delivery solution decides how to deliver the trigger message to the MTC Device no matter which trigger method is used. They are separated issues and it is proposed to add the Bearer Level Trigger method into every trigger delivery solution.
It is also proposed to adopt the following changes into TR 23.888.
1st change

4.4.2
MTC-IWF

To support the Indirect and Hybrid models of MTC, one or more instances of an MTC InterWorking Function (MTC-IWF) reside in the HPLMN. An MTC-IWF could be a standalone entity or a functional entity of another network element. The MTC-IWF hides the internal PLMN topology and relays or translates signaling protocols used over MTCsp to invoke specific functionality in the PLMN.

The functionality of the MTC-IWF includes the following:
-
terminates the MTCsp reference point;

-
may authenticate the MTC Server before communication establishment with the 3GPP network;

-
may authorize control plane requests from an MTC Server;

Editor’s Note: The set of request messages from the MTC Server to the MTC-IWF are FFS and are dependent on the solutions selected as part of the conclusions reached for SIMTC.

-
may support secure communications between the 3GPP network and the MTC server;
Editor’s Note: Solutions for the security related functionality described in the three bullets above are in the scope of SA WG3.
· maintain information of the MTC device’s IP address associated with its external identifier;
· get the MTC device’s IP address and respond to the MTC Server in case of trigger;

· deliver trigger message to the MTC Device in case there is no related PDP/PDN connection.
Editor’s Note: Additional MTC functionality in the MTC-IWF is FFS and dependent on the solutions selected as part of the conclusions reached for SIMTC.

2nd change

5.8
Key Issue - MTC Device Trigger
5.8.1
Use case description

For many M2M applications there may be an interest to have poll model for communications between MTC devices and the MTC Server. This may be because the MTC User wants to be in control of communication from MTC Devices, and does not allow MTC Devices to randomly access the MTC Server without the MTC Server’s request. Also for applications where normally the MTC Devices initiate communications, there may occasionally be a need for the MTC Server to poll data from MTC devices.

If an MTC Server has an IP address available for the device it needs to poll data from, it tries to communicate with the device using the IP address. If the communications fails, or if no IP address is available for the device, the MTC Server can use the MTC Device Trigger to try to establish the communication using a PDP/PDN connection. After the PDP/PDN connection is established, the MTC Server may get the new valid IP address of the MTC Device and communicate with the device using this new IP address. This may cause a PDP/PDN connection to be established if it didn’t exist or re-established if it wasn’t working e.g. after an error condition in the network. It is important that it can be guaranteed to the MTC User that MTC Devices can only be triggered by authorized MTC Servers. If the network is not able to trigger the MTC Device, e.g. due to network congestion, the network may report the trigger failure to the MTC Server. The MTC Device Trigger is a service provided by the 3GPP system for the MTC server over control plane signalling.
Triggering of MTC Devices is based on the use of an identifier identifying the MTC Device that needs to be triggered. The identifier used by the MTC User in the triggering request to the MTC Server can be different from the identifier used by the MTC Server in the triggering request to the PLMN network.
5.8.2
Required Functionality

The following functionality is required to trigger MTC Devices:

-
The PLMN shall be able to trigger MTC Devices to initiate communication with the MTC Server or to establish the PDP/PDN connection for use by the MTC Server based on a trigger indication from the MTC server.

-
The network shall provide a mechanism such that the MTC Device can only receive trigger indications from authorized MTC Servers.

-
Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network shall be able to provide the details of the source (e.g. address) to the MTC User. 

-
The network shall provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).
-
The trigger mechanism shall be able to provide a scalable transmission of trigger request and trigger response messages for multiple MTC Devices in the PLMN and on the interfaces to the MTC Server.

-
The main characteristic of the device trigger feature is the control plane interaction between the MTC Server and the 3GPP system that initiates all necessary functions or procedures within the 3GPP system and towards the MTC Server to enable the MTC Server to send user plane data towards the MTC Device. Any triggering activity on MTC application level, which results in traffic being transferred by the 3GPP system transparently as user plane data, is not considered as device trigger (feature).
-
After confirming the PDP/PDN connection towards the MTC Device is established, the MTC Server shall be able to initiate IP based communication towards the MTC Device.
-
A MTC Device shall be able to receive trigger indications from the network and establish communication or PDP/PDN connection for use by the MTC server when receiving the trigger indication. Possible options are:

-
Receiving trigger indication in detached state and establish communication.

-
Receiving trigger indication in attached state and the MTC device has no PDP/PDN connection.

-
Receiving trigger indication in attached state and the MTC device has a PDP/PDN connection.

NOTE 1:
There are currently available solutions to trigger MTC Devices (e.g. unanswered CS call attempts, sending an SMS). However, these have disadvantage when used at a large scale (e.g. they are based on MSISDNs), and work only for attached MTC Devices. This key issue will investigate possible improvements over the currently available means for triggering.

NOTE 2:
In reference to the three sub-bullets above (beginning with “Receiving trigger indication in…”), the trigger indication denotes a control plane indication specific to the MTC Device Trigger feature, including the case of the MTC device having a PDP/PDN connection. Reasons for recurring to device triggering in the latter case are e.g. when the MTC Server does not know the IP address assigned to the MTC Device, or when the MTC device does not respond after using MT IP communication e.g. due to network problems or that the IP address has become obsolete, or when the MTC device is not user plane reachable by a MTC Server over the currently established PDP/PDN connections, or because of other reasons where user plane communication needs to be initiated from the MTC device side.

-
A HPLMN supporting the MTC device trigger feature shall provide an interface for reception of a trigger indication into the PLMN in order to be delivered by the network to the addressed MTC device. This MTCsp interface:

-
shall be globally consistent (i.e. the same) across PLMNs supporting the MTC device trigger feature.
-
shall not require the MTC server to have prior knowledge of the current reachability state (e.g. attachment and PDP context/PDN connection states) of the targeted MTC device.
 -
shall allow for providing a validity or life time that indicates how long the network should store the trigger request when it cannot be delivered to the UE, e.g. when the UE is not reachable or when load control prevents immediate delivery

-
PLMNs supporting the MTC device trigger feature shall be able to collect appropriate CDRs for each trigger delivered to a UE.

NOTE 3:
This interface does not preclude an MTC server from interrogating/monitoring the network for the current reachability state of a MTC device.

NOTE 4:
For backwards compatibility reasons, this interface does not preclude a MTC server from using a pre-existing interface (e.g. submitting an SMS-based trigger indication directly to an SMS-SC).  However, the intention would be for MTC service providers to migrate towards utilizing this new interface for device triggering.
-
The network shall be able to report the success or failure of the trigger (e.g. due to network congestion) to the MTC server, if so requested by the MTC Server.
-
It shall be possible to provide a load control mechanism for the trigger requests, e.g. controlling the ingress rate of triggers from a specific MTC server at the MTC-IWF or the aggregate ingress rate from all MTC servers at the MTC-IWF or by some other means to reduce the load on the network.

-
NAS level congestion control assumes that the network will not trigger the UE as long as the particular congestion situation remains. Trigger load control mechanisms shall ensure that the network congestion is not exacerbated by UEs that respond to triggers.
Editor’s note: It is FFS how existing or new congestion control mechanism works with the selected triggering solution to control trigger requests.
-
In the triggering request to the PLMN the MTC Server shall use an external identifier to indicate the UE used for MTC that is required to be triggered. 

NOTE 5:
The identifier used by the MTC User in the triggering request to the MTC Server can be a different identifier than the one used by the MTC Server in the triggering request to the PLMN. The identifier used by the MTC User is out of scope of 3GPP standardisation and may e.g. be an application specific identifier.

End of changes
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Deliver trigger message in case of no related PDP/PDN connection (how to deliver the trigger message is based on trigger delivery solution which is beyond the discussion)
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MTC Device initiates communication towards the application according to the application info (possibly including attach or establishment of PDP/PDN connection )
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