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Evaluation Considerations

As already concluded in the TR, IPv6 is considered as the primary solution for IP addressing of UEs used for MTC. IPv4 based solutions are considered transition solutions and are deprecated.

This implies that when selecting a way forward, a key criteria for selecting a solution for IP addressing transition should be to minimize the impact on the existing core network as well as terminals. In fact, it is questionable if UE impact is acceptable, as there are terminals already being deployed that only support IPv4 and requires address translations. 
Out of the different solutions, it can be reflected that 6.29 Dedicated APN is a bit different that most of the other solutions, as this is only targeting a specific use case, i.e., the so called indirect model.  The Dedicated APN approach can basically be done as is today, without any (standardization) impact on the system. The main impact is network configuration. Hence, this alternative is not considered further in the below assessment as it can be done today (with the limitations it implies). 

Furthermore, for any IMS related devices, there are already existing mechanisms in TS 23.228 that can solve the NAT traversal problem without UE impacts (the so called hosted NAT traversal).  Hence, IMS based alternatives are also not considered further in the evaluation below. 

The following table summarizes the impacted functions for the different mechanisms described in TR 23.888.
	
	6.18 NATTT
	6.19 Micro Port Forwarding
	6.51 MTCsp/ MTCsms trigger
	6.54 Controlled NAT traversal
	6.55 Non-managed NATs

	Impacts on existing functions
	MME, HSS/AAA, MTC Server 
	UE, MME, HSS, PGW, MTC Server, MTC-IWF
	MTC Server, MTC-IWF
	
	MTC Server, MTC-IWF, GGSN/PGW

	Additional impacts
	Use of NATTT (NATTT box, and tunnel termination at MTC server), (D)DNS
	
	
	Use of (D)DNS, NAT control function
	STUN server / TURN relay


It can be reflected that the 6.51 triggering solution will work well with UEs that supports device triggering, to be able to traverse NATs (in this case, the NAT will be opened up from "inside" the network). And as such, it will not then impose any additional requirements in addition to other device triggering requirements. Still, it will not solve the case of handling existing UEs and might not address the core of the problem of NAT traversal with network initiated communication. 
Most of the solutions allow the MTC server to retrieve the address (and ports) of the UE from a network function within the operators network.  There are two main approaches for this, either use of DNS (solution 6.18 and 6.54), or the use of MTC-IWF (Solution 6.19 and 6.55).  The main difference between the solutions is in how the NAT is controlled and maintained, i.e., by the core network or by a separate function (outside the core network).
The use of DNS in some cases can give the advantage that the impact on MTC Server/Application is very small. The use of MTC-IWF to control NAT and retrieve ports will create more impact. 
Proposed way forward

As the NAT traversal is considered as a short term solution, it is proposed to focus on solutions that do not require large standardization impacts on the current core network. As such, device triggering, use of dedicated APN, and Solution 6.54 would satisfy such direction. 

Furthermore, it can be concluded that there are other mechanisms that are deployed today that can be used by an operator that do not affect the core network. Hence, it is only proposed to document 6.54 in an informative annex. 
For indirect model, it is proposed to also document the dedicated APN solution and device triggering as this also is a solution without any standardization impact and can work well as an intermediate solution prior migration to IPv6. 

Proposal
The following updates and conclusions are proposed to TR 23.888. 
First Change
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Next Change

6.54
Solution – NAT Traversal using controlled NAT

6.54.1
Problem Solved / Gains Provided

See clause 5.3 "Key Issue – Ipv4 Addressing" and clause 5.8 "Key Issue – MTC Device Trigger".

6.54.2
General

This alternative is intended to give a NAT traversal option that could be implemented without requiring normative impacts on existing 3GPP entities. This is one option of how this could be implemented, and other variants exist today on the market.  

This alternative is similar in nature to clause 6.18 “Solution - MT Communication with NATTT”, but with the difference that there is no need to setup a tunnel between the NAT and MTC Server (or MTC application). This solution addresses the scenario where the MTC Server/Application impact needs to be minimized, but where similar principles for DNS based lookup is considered beneficial.  In general, it is assumed that the UE applications are configured to use a few ports and that these ports are known. When the UE has received the (private) IP address from the PGW, the PLMN NAT at Gi is configured to map the configured port values to public IP ports. The values of the ports at the public side of the NAT are automatically configured in the DNS. 
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Figure 6.54-1: Overall outline of NAT solution

In this alternative, the following will take place: 

-
The UE is attached to the network, and the AAA/NAT Control function is updated with the user context, including IP address. 

-
Based on configuration or user profile data, the NAT is setup with a number of bindings for the communication between the UE and MTC Server. This could be done in similar fashion as for the Micro port forwarding in clause 6.19. The AAA/NAT Control function will be the responsible to perform this.  It is expected, that only a limited set of ports may be required to be kept in the NAT, for a specific standard set of services. 
-
The AAA / NAT Control function updates the DNS with IP address for the UE, including the ports to which it can be reached for the specific advertised services. 

-
The MTC Server will be able at anytime perform a DNS query according to normal DNS lookup procedures, and retrieve correct IP address (and port) for the device (and service on the device) it wish to contact.

6.54.3
Impacts on existing nodes or functionality

Under the assumption that M2M dedicated APNs are used with Radius forwarding performed by PGW, existing functions would not be impacted. 
6.54.4
Evaluation

Benefits:
-
No impact on existing Core Network nodes and UE;
-
The solution does not rely on alternative communication channels (e.g. SMS) for delivery of a “push” stimulus;

-
Works also for device-to-device communication;

-
No impact on MTC Server/MTC-IWF.

Disadvantages:

-
Using DDNS for exposing the IP address may case problem due to the applications and SP ignoring the TTL of the DNS bindings. 

-
For local breakout, a large number of trusted interfaces would be required to update the DNS. 

-
The solution is limited to one (or pre-defined number) of port number(s).

-
The solution is limited to the number of port bindings per IP address.

Next Change

7.2.1
IP Addressing – Key Issue 5.3

This clause contains the agreed conclusions corresponding to Key Issues 5.3.

3GPP Release 11 specifications should be developed in the following areas:

a) IPv6 as the primary solution for IP addressing of UEs used for MTC.

b) IPv4 based solutions are considered transition solutions and are deprecated. The following IPv4 based addressing solutions are documented in appropriate informative annexes as described in sub clause 8.2. 
-
For indirect model where the UE support device triggering, use the device triggering to handle NAT traversal. 

-
For indirect model UP and CP communication between the MTC Server and the UE, use of dedicated APNs (as described in clause 6.29.2);

-
For hybrid and direct model UP communication between the MTC Application and the UE, allow use of a managed NAT supporting NAT traversal mechanisms inline with Clause 6.54. 
-
Furthermore, the current IP version interworking guidelines are proposed to be followed according to TR 23.981 [xx] and TR 23.975 [xy] where applicable. 
NOTE 1:
The scenario where the MTC Server and/or its end-to-end connection to the mobile operator’s domain is dependent on IPv4 addressing will be reduced as the migration to IPv6 proceeds. However an IPv6 capable MTC Server (i.e. dual-stack) in an IPv4 public address space can still be a valid scenario for some years. For such scenarios where there is no end-to-end IPv6 connectivity, well known transition mechanisms can be used. This is considered normal network design and should be transparent to 3GPP specifications. Therefore an MTC Server using IPv6 addressing connected to IPv6 UE used for MTC over a public IPv4 address space can be considered as an IPv6 scenario (i.e. scenario A in subclause 5.3.1).

Editor's note: It is FFS if well know transition mechanisms will provide the scalability for the number of bindings required per GGSN/PGW and MTC Server/Application combinations.
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