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1. Overall Description:

MTC Feature control is discussed in section 5.7 “Key Issue – MTC Subscriptions” and there it is stated that “Based on stage1 requirements, MTC Features are subscribed and controlled by subscription.” 

During SA3#64, SA3 discussed the use of IMEI to perform MTC Feature Control, as presently described in SA2 TR 23.888 section 6.37. This raised questions on the nature of MTC Feature control in SA2 TR 23.888. SA3 thus came up with a number of questions, comments, as well as requested actions, for SA2:

· The questions, described in following section 1.1, for clarification regarding whether the Feature Control is based on Subscription, or on MTC Device identification, or, based on both. 

· A discussion of security threats, described in section 1.2, associated with the use of IMEI for Feature Control, as proposed in section 6.37 of TR 23.888. 

· SA3’s request for action by SA2, in section 2. 

1.1 Questions on the meaning of Feature Control

SA3 would like to seek clarification from SA2

1) whether Feature Control is about the features of the MTC device. In this case IMEI may be regarded as a candidate  identity to use as it identifies the device, OR 

2) whether Feature Control is about features of the MTC subscription. In this case IMSI is regarded as the preferred identity to use as it identifies the subscription.
3) whether Feature Control is about both

1.2 Security concerns for use of IMEI  for Feature Control

1) Even if IMEI is protected for integrity and confidentiality during transmission, the recipient cannot ascertain if the received IMEI is authentic or not as the IMEI may have been modified when stored on the device. 

2) On some terminals/devices, IMEI may not be integrity protected nor protected for confidentiality while in storage on the device

3) Tools are presently available in the marketplaces for purchase or rent that can be used to change the IMEI of a terminal

 2. Actions:

To SA2 group.

ACTION: 
SA3 kindly asks SA2 to provide answers to the questions in section 1.1 included in this present LS document, and to take the above information into account for their future work and decisions on the MTC Feature Control. 
3. Date of Next TSG-SA WG2 Meetings:

TSG-SA WG3 Meeting #65 
7-11 November 2011     
San Diego
 U.S.A.

TSG-SA WG3 Meeting #66       
6-10 February 2012
TBD
TBD
