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Executive Summary

The Broadband Forum decided in the Q3 2008 meeting held in Stockholm to start a direct collaboration between the 3rd Generation Partnership Project (3GPP) and the Broadband Forum (BBF) to facilitate the technical exchange of Fixed Mobile Convergence.
A liaison statement was sent to 3GPP highlighting the need for the Broadband industry to unite and benefit from the synergies that 3GPP mobility provides for converged capabilities if combined together with the BBF provided wireline standards. 3GPP SA plenary replied in September 2008 with a positive response to BBF. After the November 2008 3GPP SA1 meeting (the system architecture working group 1 in 3GPPP) a liaison was sent from 3GPP to BBF outlining some use cases on FMC. These FMC use cases were included as an annex of the TS 22.278 recommendation in 3GPP Release 8.
During the Q1 2009 meeting in New Orleans, a presentation highlighting the 3GPP FMC use cases where presented, discussed and accepted and a new document was approved.

1 Purpose and Scope

1.1 Purpose

Since the introduction of IP enabled mobile devices the overlap of wireless and wireline technologies has emerged. As the widespread growth of mobile devices continues to increase at an enormous rate and become more ubiquitous, their services offered become transparent between both fixed and wireless access networks. Fixed Mobile Convergence is a technology trend impacting almost all telecommunication and Information industries providing the subscribers access to services anywhere anytime regardless of the Access network type they are connected to and providing the Service Providers with the flexibility to ensure transparency of services to the end user.

The purpose of WT-203 is to develop architecture and requirements that facilitate FMC between BBF and 3GPP architecture

1.2  Scope
Fixed Mobile Convergence generally refers to permitting a subscriber to access services seamlessly over fixed and wireless networks. The FMC inter-working architecture shall support a service provider offering both fixed and 3GPP wireless access network as well as a single access provider offering either fixed or wireless access. 

The scope of this work targets defining the architecture framework for the underlying functions and interworking protocols necessary to support the outlined scenarios. The use cases will define the services which are within the scope of this document. This document focuses on the convergence and interworking of networks to provide services over both fixed and wireless networks and considers the following aspects:

· A Single service provider offering both fixed and 3GPP wireless accesses and services. The following functions MAY be considered:

· Converged functions that include subscriber policy management, subscriber authentication, and accounting.

· Inter-working functions that enable exchange of subscriber policies across access networks for QoS control and local breakout. (ed notes: Use cases will include: (1) An example of a subscriber policy within this scope is a 3GPP subscriber QoS profile for 3GPP access connecting over a fixed broadband connection, (2) Local breakout). 

· Security functions

· Service Assurance

· A fixed SP and 3GPP SP collaborating to deliver services across both networks. The following functions MAY be considered:

· Inter-working functions that enable 

· exchange of subscriber policies across access networks for QoS control 

· local breakout 

· Roaming across access providers including authentication and accounting of the subscriber

· Security functions

· Service Assurance

:

· Support Session continuity and/or mobility between 3GPP and BBF networks and end devices and or roaming between service providers.

1.3 Out of Scope

Mobile backhaul is out of scope for WT-203.
2 References and Terminology 

2.1 Conventions


In this Working Text, several words are used to signify the requirements of the specification. These words are always capitalized. More information can be found be in RFC 2119. 
	MUST
	This word, or the term “REQUIRED”, means that the definition is an absolute requirement of the specification.

	MUST NOT
	This phrase means that the definition is an absolute prohibition of the specification.

	SHOULD
	This word, or the adjective “RECOMMENDED”, means that there could exist valid reasons in particular circumstances to ignore this item, but the full implications need to be understood and carefully weighed before choosing a different course.

	SHOULD NOT
	This phrase, or the phrase "NOT RECOMMENDED" means that there could exist valid reasons in particular circumstances when the particular behavior is acceptable or even useful, but the full implications need to be understood and the case carefully weighed before implementing any behavior described with this label.

	MAY
	This word, or the adjective “OPTIONAL”, means that this item is one of an allowed set of alternatives. An implementation that does not include this option MUST be prepared to inter-operate with another implementation that does include the option.


2.2 References


The following references are of relevance to this Working Text. At the time of publication, the editions indicated were valid. All references are subject to revision; users of this Working Text are therefore encouraged to investigate the possibility of applying the most recent edition of the references listed below. 
A list of currently valid Broadband Forum Technical Reports is published at www.broadband-forum.org.

	Document
	Title
	Source
	Year

	[1] 3GPP TS 22.278
	Release 9
	3GPP
	2008

	[2] 3GPP TS 23.402
	Release 9
	3GPP
	2008

	[3] 3GPP TS 29.212
	Release 9
	3GPP
	2009

	[4] 3GPP TS 23.203
	Release 9
	3GPP
	2009

	[5] TR-147
	Layer 2 Control Mechanism for Broadband Multi-Service Architectures
	Broadband Forum
	2008

	[6] 3GPP TS 22.220
	Release 9
	3GPP
	

	[7] 3GPP TS 23.401
	Release 9
	3GPP
	

	[8] 3GPP TS 23.320
	Release 9
	3GPP
	

	[9] RFC 3588
	Diameter Base Protocol
	IETF
	


2.3 Definitions
The following terminology is used throughout this Working Text.
Nomadism: Ability of the user to change his network access point; when changing the network access point, the user's service session is completely stopped and then started again, i.e., there is no session continuity or hand-over possible. It is assumed that normal usage pattern is that users shutdown their service session before changing to another access point.

Roaming: This is the ability of the users to access services according to their user profile while moving outside of their subscribed home network, i.e. by using an access point of a visited network. This requires the ability of the user to get access in the visited network, the existence of an interface between home network and visited network, as well as a roaming agreement between the respective network operators.

	3GPP Allocation and Retention Priority
	The 3GPP QoS parameter ARP contains information about the priority level, the pre-emption capability and the pre-emption vulnerability. The priority level defines the relative importance of a resource request. This allows a 3GPP network deciding whether a 3GPP bearer establishment or modification request can be accepted or rejected in case of resource limitations (typically used for admission control of 3GPP GBR traffic). It can also be used by 3GPP network to decide which existing 3GPP bearers to be pre-empted during resource limitations.

The range of the ARP priority level is 1 to 15 with 1 as the highest level of priority. This parameter is defined in 3GPP TS 23.203

	3GPP Guaranteed Bit Rate 
	The 3GPP Guaranteed Bit Rate parameter (GBR) is the bandwidth value that dedicated network resources related to a service are permanently allocated to a mobile terminal. This parameter is defined in 3GPP TS 23.203

	3GPP Maximum Bit Rate
	The 3GPP Maximum Bit rate parameter (MBR) is the bandwidth value that an upper bound on the resources can be allocated to a service provided to a mobile terminal. This parameter is defined in 3GPP TS 23.203

	3GPP UE IMSI
	The 3GPP UE IMSI is defined in 3GPP TS 23.203. It is composed of three parts: 

1) Mobile Country Code (MCC) consisting of two or three digits. The MCC identifies uniquely the country of domicile of the mobile subscriber. 
2) The Mobile Network Code (MNC) consisting of two or three digits for GSM/UMTS applications. The MNC identifies the home PLMN of the mobile subscriber. The length of the MNC (two or three digits) depends on the value of the MCC. A mixture of two and three digit MNC codes within a single MCC area is not recommended and is outside the scope of this specification.
3) Mobile Subscriber Identification Number (MSIN) identifying the mobile subscriber within a PLMN

The National Mobile Subscriber Identity (NMSI) consists of the Mobile Network Code and the Mobile Subscriber Identification Number.


	3GPP QoS Class Identifier
	3GPP QoS Class Identifier (QCI) is scalar that is used as a reference to node specific set of parameters  and values that control packet forwarding treatment (e.g. scheduling weights, admission thresholds, queue management thresholds, link layer protocol configuration, etc.) to be provided for a specific mobile service. This parameter is defined in 3GPP TS 23.203

	3GPP QoS Rule
	A set of information enabling the detection of a 3GPP service data flow and defining its associated 3GPP QoS parameters. The 3GPP QoS rules are defined in 3GPP TS 23.203.

	3GPP GBR Service 
	An IP service provided to a mobile terminal with reserved (guaranteed) bitrate resources

	3GPP Non GBR Service 
	An IP service provided to a mobile terminal with no reserved (guaranteed) bitrate resources

	WLAN Access
	The WLAN access is defined by the following scenarios:

1. Access wireline services via WLAN only. A 3GPP UE supporting WLAN access may route specific IP flows without traversing the 3GPP EPC.  
2. Access 3GPP mobile services via WLAN. A 3GPP UE supporting WLAN access may route specific IP flows to the 3GPP EPC.

3. both of the above simultaneously




2.4 Abbreviations

This Working Text uses the following abbreviations:

	3GPP
	Third Generation Partnership Project

	ARP
	Allocation and Retention Priority

	BBERF
	Bearer Binding and Event Reporting Function

	DRA
	Diameter Routing Agent

	FMC
	Fixed Mobile Convergence

	GBR
	Guaranteed Bit Rate

	LIPA
	Local IP Access

	MBR
	Maximum Bit Rate

	PCC
	Policy and Charging Control

	PCEF
	Policy and Charging Enforcement Function

	PCRF
	Policy and Charging Rules Function

	QCI
	QoS Class Identifier

	SIPTO
	Selected IP Traffic Offload

	TR
	Technical Report

	UE
	User Equipment

	WG
	Working Group

	WLAN
	Wireless Local Area Network.

	WT
	Working Text


3 Working Text Impact

3.1 Energy Efficiency 
WT-203 has no impact on Energy Efficiency. 
3.2 IPv6

WT-203 has an/no ? impact on IPv6. 
3.3 Security

WT-203 has an/no ? impact on Security. 
3.4 Privacy

Any issues regarding privacy are not affected by WT-203
4 Reference Architecture

Figure 1 below shows the reference architecture with the noted interfaces used for Interworking between the Fixed Broadband Network and the 3GPP Wireless Access Network and Policy Control elements which are interconnected via the S9* interface.
[image: image18.jpg]


Figure 1 Trusted Interworking Reference Architecture

It is recommended that the S9 interface be used for inter connecting Policy Managers between fixed and wireless service provider domains.
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Figure 2 Untrusted Interworking Reference Architecture

5 Use Cases for Interworking between Next Generation Fixed and 3GPP Wireless Access

The following use cases for the interworking between Next Generation Fixed and 3GPP Wireless Access shall include public and enterprise network access types and reasonable permutations of wireline access types such as WiFi provided by Non-3GPP SP, wireline access such as Ethernet and H(e)NB and wireline access locations such as BB Home Networks, public Hot Spots, Community WiFi and Business Intranets and Public Zones.
5.1 Internet Access with Parental control and personal firewall

The kids leave their house and go to a fast-food establishment for a burger and fries – taking their gaming system with them
. The operator specific services, like parental control and personal firewall, are invoked for specific devices (associated with the kids)  from both home network and from mobile network; this allows the kids to get the same service and filtering inside the home, in the bus going to the restaurant and at the restaurant. In this use case the gaming system uses G.hn at home, 3GPP access on the bus and WiFi hot spot at the restaurant. The home, 3GPP network and WiFi hotspot are all operated by different network providers – but the services will still be provided by the service provider where the family has a subscription. This assumes that the provided IP service to the devices is anchored in the home service provider network of the kids. 
[image: image1.emf] 
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Figure 3 Kids moving from home connected network to 3GPP Access traveling to WiFi at the restaurant
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Figure 4 Kids accessing services from the Home Service Provider
5.2 Voice/Multimedia and Charging

The father travels to work while talking on the phone with his colleague.

The ongoing Voice/Multimedia call between the father and his colleague is maintained while switching over between 3GPP Wide area and the Enterprise Femtocell installed at the business office location.  A different charging scheme for Enterprise-based access – is applied when at the office. Bandwidth and QoS is maintained for the duration of the call to guarantee the same service delivery
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Figure 5 Father travels while call ongoing originally initiated from 3GPP Wide Area to Enterprise Network in Office
5.3 Video

The kids in the backseat of the car are watching an Internet TV show on their laptop using LTE while driving home from the grandparent’s house. 
The TV show is sent from an Internet TV provider. Once home the terminal detects indoor WLAN coverage where the subscriber has a WiFi Residential Gateway connected to his Fixed Broadband network. The user or the terminal automatically MAY select to switch the IP connection to the wireline broadband connection and enable the user to resume watching the same TV show on the same laptop, possibly with a better quality picture as allowed by the available bandwidth, user-specific policy, network policy and QoS setting.
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Figure 6 Kids watching IPTV show over LTE while driving Home
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Figure 7 Kids arrive home and IPTV session is continued over the Fixed WiFi Broadband connection

5.4 3 G Femto Cell

A subscriber desires to improve coverage and access speed for their 3G device in their home. They purchase and install a small eNodeB (Femtocell AP) device for their home which attaches to the home LAN and establishes a connection back to the subscriber’s mobility service provider network. The mobility provider cooperates with the broadband access provider to deliver proper bandwidth and QoS to support a good QoE for calls and data sessions made within the home that access services from the mobility network. The Femtocell also allows some types of data traffic to be shared with the home LAN, including traffic for Internet applications. Local traffic can be discerned and accounted for differently than traffic that is carried on the mobile network.
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Figure 8 Subscriber installs Femtocell AP in the Home Network and Fixed SP has an agreement with mobility provider for service delivery back to the Mobile network
5.5 Application Mobility

A subscriber desires to use an application on their mobile device, and then wishes to change the device they are using to a fixed, Home Network attached device. Like UC2*, a multimedia call is handed over from the mobility macro network to a home network, but instead of remaining on the same device, the father chooses to transfer the multimedia call to a STB with a large screen TV display and resumes the call on that device. Bandwidth and QoS is maintained for the large screen experience to be meaningful. Accounting and settlement is supported among the application and network service providers.
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Figure 9 Application Mobility, session moved from 3GPP macro network to fixed broadband network and different device attached to Fixed network only
5.6 Dual-WAN connected device

A subscriber has an RG or host connected through the fixed broadband network. The RG also has an embedded 3G modem that allows backup of his services through the 3GPP mobile network, when the fixed broadband network is unavailable. 

The subscriber is using broadband services, such as IP telephony, IPTV and web access, when the fixed broadband network gets disconnected inadvertently. Some of the ongoing communications are automatically switched through the 3GPP network: the voice conversation is not disturbed by this event and continues seamlessly; HD-TV is interrupted as the bandwidth of the mobile network does not support that service; Internet service is maintained, but with a reduced bandwidth. 

Reversely, when the fixed broadband network gets reconnected, communications ongoing through the 3GPP network switch back seamlessly to the fixed broadband network, without interruption perceivable by the end-user.
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Figure 10 Dual WAN Connected CPE with LTE as backup connection 

6 Requirements

This section describes requirements that MUST be satisfied by the 3GPP-fixed access interworking solutions. First, common requirements applicable across different technologies and applications are described. More specific requirements applicable to specific technologies and/or specific areas relevant to the interworking solutions are described in subsequent subsections.  

Interworking Functions and Architecture
This document describes the required Interworking functions from the view of the BBF fixed access network. Interworking needs to be looked at from user plane and control plane perspective. The following picture displays those two aspects:
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Figure 3Interworking Architecture
A 3GPP UE attaches to a BBF network and intends to access a service provided by the EPS. Irrespective of whether WiFi access or femto cell access is used, there are two types of required Interworking areas identified: Control Plane Interworking and User Plane Interworking.
Every kind of traffic from and to the UE that is transparent to the BBF network is regarded by the BBF network as user plane traffic. This includes

· Traffic related to the service over the S1 or Iuh reference point (e.g. VoIP)

· Traffic related to communication of the UE with components inside the EPS over the S2a, SWu (IPsec) and S2c reference point (e.g. attachment, mobility signaling)

Traffic where the control planes from both networks need to interconnect is control plane traffic. This comprises

· AAA interconnection (STa, SWa) in case 3GPP UEs are authenticated in the BBF network using identities provided by the 3GPP network

· Policy interconnection (S9*) in case policy requests, responses or events are to be exchanged. The involved reference points on the BBF side are A, B and R. S9* would act as an implementation of the BPCF’s I reference point.

Note: a local user plane traffic breakout in the BBF network is not shown in the figure. 

Editors Note: it is FFS to determine whether local breakout scenarios have impact on the high level Interworking picture.
Note: 
6.1 Common Requirements

This section describes the common requirements that the 3GPP – fixed access interworking MUST satisfy.

[R-1]  The Interworking solution MUST support UE connectivity to a mobile provider over the broadband network via WiFi or wireline or femtocell. 


[R-2]  The Interworking solution MUST support service continuity between 3GPP access systems and fixed broadband systems for UEs supporting two or more radios (e.g. 3GPP and WiFi) or 3GPP radio and wireline access.

[R-3] The Interworking solution service capability set shall include, as a minimum, support for the following categories of services: Voice, Video, Text Messaging, Instant messaging, Data Services
[R-4] The Interworking solution MUST be capable of uniquely identifying the UE connected to the Fixed Broadband that is authenticated by the Home 3GPP network.   

[R-5] The Interworking solution MUST provide security so that a breach in one access network would not compromise security of other accesses or networks. 

[R-6] The Interworking solution SHOULD provide protection against threats and attacks including those present in the Internet and MUST not create an opening for attacks.

[R-7] The Interworking solution MUST provide a security solution that provides for secure access between the UE and mobile operator EPC Core network

[R-8] The interworking solution shall ensure that the security policy for the UE is under the control of the mobile home operator. 
[R-9] The security solution SHOULD not interfere with service delivery or inter-access handovers in a way that is noticeable to end-users or service providers.
[R-10] The Interworking solution shall provide appropriate mechanisms to enable Lawful Intercept in the presence of local breakout

[R-11] The Interworking solution shall ensure that no unauthorized user can obtain a legitimate IP address that can be used to establish communication or enable malicious attacks on mobile operator or fixed broadband operator core network entities.
[R-12] If a UE is under the coverage of 3GPP access and the fixed broadband access, it MUST be possible for the UE to communicate using both 3GPP access and fixed broadband (e.g., WiFi) access simultaneously.

[R-13] The interworking solution MUST provide a mechanisms to support contractual QoS agreements between the 3GPP mobile network provider and the fixed broadband network provider.
[R-14] The Interworking solution MUST provide a mechanism to hide network topologies between 3GPP and BBF network operator on the S9* reference point.
6.1.1 Requirements for Authentication of a 3GPP Device
This section provides a set of requirements for authenticating a 3GPP User Equipment device in Fixed Broadband Access Network and provides examples of applications that can be enabled by such authentication.  

Two Authentication models exist when a 3G device is connected to a non-3GPP Access network and is authenticated to the 3GPP Network. These two models are based on whether the Non-3GPP Network is considered Trusted or Untrusted by the home 3GPP Network.

· Authentication Model #1: The Non-3GPP Access Network is considered Trusted Non-3GPPAccess when it fulfills all the security features necessary by the Home 3GPP Network provider. The Home Network Provider owns the subscription. Similarly this is also the case where the Fixed and Wireless Access Network Providers have a business agreement to permit the 3GPP UE to Access the Fixed broadband network services like Internet access and localized services where the Fixed and Wireless Access network share the EPS network.

· Authentication Model #2: The Non-3GPP Access Network is considered Untrusted Non-3GPP Access when it does not fulfill the security features required by the Home 3GPP Network Provider. In this case the two network providers MAY not have a business agreement in place.

Authentication Model #1: Authentication in a Trusted Access Network
Non-3GPP access authentication is used for Access Control of the 3GPP UE in the Non-3GPP network, i.e. the Fixed Broadband network, to permit or deny the 3GPP UE access and use of resources. The Authentication signaling is sent through the fixed broadband network. The UE is authenticated to the Home 3GPP AAA/HSS server where the authentication signaling is proxied through the fixed Broadband network. 

[R-15] The Fixed Broadband Network MUST support the proxying of EAP-AKA to the Home 3GPP Service Provider Network.
Authentication Model #2: Authentication in an Untrusted Access Network

In an Untrusted Access Network, the 3GPP UE is authenticated to the Home 3GPP network where the authentication signaling is transparent to the Fixed Broadband Access Network. This authentication type is referred to as Tunnel Authentication where by the 3GPP UE establishes an IPSec Tunnel to the evolved Packet Data Gateway (ePDG) and performs mutual authentication during the IPSec Tunnel establishment to the ePDG. The ePDG is part of the Home 3GPP Network.
6.1.1.1 3GPP Femtocell connecting to Broadband access network
The 3GPP specifications support 3GPP Femtocell (H(e)NB) establishing a secure connection with the SeGW located in the 3GPP network using an IPsec tunnel and that a mutual authentication is performed during the tunnel establishment. The mutual authentication is part of the IKEv2 tunnel establishment procedure and it is based on device certificate and on USIM credential both installed in H(e)NB. This authentication process is transparent to the Broadband access network, since it does not involved any Broadband access network elements, such as the AAA server or the BNG. From the Femtocell point of view the precondition is the assignement of an IP address to the southbound interface of the Femtocell (i.e. the interface between the Femtocell and the RG) and the reachability of the SeGW from the Femtocell. 

When a mobile terminal is connecting to the H(e)NB the authentication and any signaling between the 3GPP UE and the mobile network is unknow to the broadband access network, since it is passing within the IPsec tunnel, furthermore the signaling is based on 3GPP specific protocol where one and point is the HeNB and the other end point is located within the 3GPP network.

6.1.2 Requirements for Policy Control and charging

[R-16] The Interworking solution shall provide for a policy framework that supports the common requirements provided in Section 4.1. 

[R-17] The interworking solution MUST support the interconnection of policy and charging systems between the 3GPP and fixed broadband network providers.

[R-18] The interworking solution MUST support the interconnection of policy and charging systems between the 3GPP and fixed broadband network providers for local breakout/direct-ip access.

[R-19] The policy framework in the interworking solution MUST support secure policy exchange between the mobile operator and fixed broadband operator.

[R-20] The interworking solution SHOULD support a policy and charging framework that allow flexible charging and accounting models, specifically at the provisioned bandwidth level, and in the presence of direct IP access. Note: define charging and accounting models. 

[R-21] The interworking solution SHOULD support a policy framework for Untrusted Non-3GPP Access, i.e. the Tunnel Authenticated Model. 

[R-22] The Policy Controller node in the Fixed Broadband network MUST support the S9 interface.

[R-23] The Policy Controller node in the Fixed Broadband network MUST support the S9 interface.  Editors Note: The S9 requires extensions to support policy control in the fixed access network.

[R-24] The interworking solution MUST enable reserving resources in the Fixed Broadband network.  

[R-25] The interworking solution MUST provide information for services rendered by one network on behalf of the other to support billing for services. 
[R-26] The interworking solution SHOULD support multiple QoS classes in inner tunnels by the appropriate marking of the outer tunnel.
6.1.3 Mobility/Roaming/Nomadicity requirements

[R-27] The interworking solution MUST support mobility and roaming between 3GPP accesses and WiFi accesses. 

6.1.4 OA&M requirements

[Refer to other BBF O&M WG]

6.1.5 Charging Requirements

[R-28] The interworking solution SHOULD support generating accounting information for traffic routed back to mobile network, SIPTO and home network (i.e. customer network).
6.2 Requirements for WiFi Access

Requirements for devices connected to Fixed Broadband Network over WiFi.
6.2.1 IP session requirements
[R-29] The interworking solution MUST support operator control of session continuity and session adaptation to terminal capabilities, user preferences, subscriber priorities, network conditions and/or other criteria based on contractual operator agreements. 

6.2.2 IP addressing requirements
[R-30] The UE MUST be able to obtain locally, one or more Private IPv4 Address or global IPv4 and/or IPv6 addresses.

[R-31] The Interworking solution MUST ensure that the UE, using any of the aforementioned addresses can reach its mobile home network. 

6.2.3 Access control requirements

[R-32] It MUST be possible to perform access control on mobile devices that are connecting to WiFi Access based on the subscriber SIM card or other local authentication methods. 

6.2.4 Quality of service requirements

The following are applicable in ‘Trusted’ WiFi access and for scenarios where there is relationship between the mobile operator and the fixed operator.

[R-33] The Interworking solution MUST provide mechanisms to support QoS requirements agreed between the 3GPP mobile network provider and the fixed broadband network provider. 

[R-34] The Interworking solution when provides dynamic resource management for wireless access, the timescale MUST be within the limits acceptable to the 3GPP mobile network provider.
[R-35] It MUST be possible for the Interworking solution to maintain end-to-end QoS without modification when the terminal moves from 3GPP macro network to WiFi Access, and the backhaul system supports the required QoS. The Quality of Service Class Indicators (QCI) values for the 3GPP macro network are specified in Section 6.1.7.2 of TS 23.203.
[R-36] It MUST be possible for the Interworking Solution to change QoS, when the terminal moves from 3GPP macro network to the WiFi Access using fixed broadband as backhaul and the backhaul can not provide the same QoS as the macro network or the WiFi Access can provide higher QoS.
[R-37] It MUST be possible for the Interworking Solution to support service continuity for a terminal moving from 3GPP macro network to WiFi Access using fixed broadband as backhaul.
6.2.5 Session Continuity for WiFi Access
The following are applicable for scenarios where there is relationship between the mobile operator and the fixed operator so as to support session continuity.
[R-38] The Interworking solution MUST provide mechanisms to support IP session continuity (IP address preservation) mechanisms when WiFi access is used as agreed between the 3GPP mobile network provider and the fixed broadband network provider. 

6.2.6 Non-Seamless WLAN Offload Requirements 

In case of non-seamless WiFi offload, IP session continuity (IP address preservation for session continuity) is not provided.
[R-39] The Interworking solution MUST enable the support of Non-seamless WLAN access without traversing the mobile operator network.
[R-40] The Broadband access network MUST be able to support policy rules for controlling the Non-seamless WLAN traffic (e.g. for enabling the support for a given access line, for given source IP address, apply QoS rules, etc)
6.3 Requirements for Simultaneous Multi-Access

6.4 Simultaneous Multi-Access is the case where the 3GPP UE has two IP connections established, one over the 3GPP Access Network and another connection via WiFi.

[R-41] The Interworking Solution MUST enable support a 3GPP UE to access wireline and 3GPP services via WLAN simultaneously.
6.5 Femtocell Requirements

6.5.1 IP Session Requirements

[R-42] The interworking solution MUST support operator control of session continuity and session adaptation to terminal capabilities, user preferences, subscriber priorities, network conditions and/or other criteria based on contractual operator agreements.

[R-43]  The Interworking Solution MUST support a UE have more than one simultaneously active PDN connections exchanging traffic with more than one peer (external network or other UE), based on network policies and user subscriptions.
[R-44] It MUST be possible for the Interworking Solution to support service continuity for a terminal moving from 3GPP macro network to femtocell access using fixed broadband as backhaul. 
6.5.2 IP Addressing Requirements

[R-45] The Interworking Solution MUST allow the UE to obtain an IP address using the 3GPP address assignment procedures when using femto to access via fixed broadband network. 

[R-46] The Interworking Solution MUST allow the UE to use the IP address acquired from the 3GPP mobile network when moving from the macro network to the fixed broadband network using femto access.
6.5.3 Admission Control Requirements
[R-47] It MUST be possible to perform flow admission control on the Femtocell where there is statically provisioned backhaul bandwidth from the fixed broadband provider..
[R-48] It MUST be possible to perform flow admission control on the Femtocell within a dynamic backhaul bandwidth that is set when the Femtocell establishes connectivity with the mobile operator network. This bandwidth allocation is selected once, not on a per-call basis, from the fixed broadband provider.
[R-49] It MUST be possible to perform flow admission control on the Femtocell that is coordinated with flow admission control on the backhaul, where the fixed broadband provider supports admission control and has a contractual agreement to interwork with the mobile operator.
6.5.4 Quality of service Requirements

[R-50] The Interworking Solution when providing dynamic resource management for wireless access, the timescale MUST be within the limits acceptable to the 3GPP mobile network provider.   Note: Specific signaling timing requirements will be derived via use case
[R-51] It MUST be possible for the Interworking Solution to maintain end-to-end QoS when the terminal moves from 3GPP macro network to femtocell access, and the backhaul system supports the required QoS. 

6.5.5 OA&M requirements

[Note: Refer to O&M BBF Working Group?]
6.5.6 Charging Requirements

6.5.7 Mobility/Roaming/Nomadicity requirements

[R-52] The interworking solution MUST support mobility/roaming between 3GPP accesses in the macro network and 3GPP accesses in the residential environment that use fixed broadband as backhaul. 

6.5.8 Local IP access to the home-based network

[R-53] The interworking solution MUST enable support for Local IP Access to the home based network in order to provide access for a directly connected (i.e. using Femtocell radio access) UE to other IP capable devices in the home. 

[R-54] The Interworking Solution MUST enable support for simultaneous access from a UE to both the mobile operator’s core network and Local IP Access to the home based network.

[R-55] The Interworking Solution MUST enable support for Local IP Access to the home based network or enterprise IP network without traversing the mobile operator’s core network except Femtocell, except where this is precluded by local regulation.
[R-56] The Interworking Solution MUST not preclude a device in the home based network to communicate to a 3GPP.

[R-57] The Interworking Solution supporting Local IP Access to the home based network MUST not compromise network security of the mobile operator or the fixed broadband operator.

[R-58] Subject to roaming agreement between mobile operators, the interworking solution MUST allow a roaming UE to use Local IP Access.

6.5.9 Selected IP traffic Offload for Femtocell
[R-59] The interworking solution MUST enable support for Selected IP Traffic Offload without traversing the mobile operator network, except where this is precluded by local regulation. 

[R-60] The Interworking Solution supporting Selected IP Traffic Offload MUST not compromise network security of the mobile operator or the fixed broadband operator.

[R-61] The Interworking Solution MUST enable support for IP traffic of a UE associated with a particular defined IP network to be offloaded while IP traffic of that same UE associated with other defined IP network(s) is not offloaded.
[R-62] The Interworking Solution MUST enable support for offloading selected IP traffic for a UE without adversely affecting other IP traffic on the same UE.
7 Authentication

<Authentication of a 3G device in a Fixed Mobile Convergence network>
[R-63] The interworking solution MUST be able to authenticate the mobile device in Public WiFi hot spot zones. 

[R-64] The interworking solution MUST identify the home operator of the mobile device when it provides service on behalf of that operator.

[R-65] The interworking solution MUST support authentication signaling between the mobile device and its home network.

[R-66] It MUST be possible for the fixed access network to distinguish between the traffic for the specific authorized service and other traffic from/to the mobile device. For example, by use of IP header information.  

[R-67] The interworking solution MUST support a mobile device using authorized QoS or bandwidth resources for a specific service.   

[R-68] The interworking solution MUST allow a mobile device to gain authorized access to services owned by the Mobile Operator even when those services are provided by a different service provider. 

Editors note: suggested to add section on AAA 

7.1 Description and Functionality of reference points STa and SWa

This section notes the description of the SWa and STa reference points.

The STa reference point is used for trusted authentication procedures (i.e. S2a). The STa reference point defined between the Trusted non-3GPP IP access network and the 3GPP AAA Server or Proxy, proxies the EAP-AKA authentication messages towards the 3GPP AAA. 
The STa reference point transports access authentication, authorization, mobility parameters and charging-related information in a secure manner.
The SWa reference point defined between the Untrusted non-3GPP IP access and the 3GPP AAA server or Proxy. The SWa reference point transports authentication and authorization information in a secure manner and is optionally used to authenticate and authorise the UE for  untrusted authentication procedures (eg. S2b), UE and the ePDG performs mutual authentication during the IPsec tunnel establishment between the UE and the ePDG. Before the IPsec tunnel establishment between the UE and the ePDG is performed, the UE needs to obtain IP connectivity across the Fixed access network, which requires an access authentication within the Fixed Broadband network. This optional procedure is independent of the EAP-AKA authentication run in conjunction with the IPsec tunnel establishment between the UE and the ePDG, and shall be based on Fixed access operator requirements. 
[R-69] The interworking solution MUST support proxying the authentication signaling to the 3GPP AAA Server or Proxy over the STa reference point for the trusted access case.


[R-70]  The interworking solution MUST support proxying the authentication signaling to the 3GPP AAA Server or Proxy over the SWa reference point for the Untrusted access case
7.2 AAA Interworking

7.3 Trusted Interworking requires UE authentication at the BBF network using an interconnection of the fixed-line AAA server with the mobile network’s AAA server. In the untrusted Interworking scenario this is optional. The AAA servers in each respective Network Providers domain have a trust relationship established and when a 3GPP UE attaches to the BBF network it is authenticated by its home mobile network through the BBF network. 

[R-71] The Interworking solution MUST provide a message routing functionality to address the required 3GPP AAA server.
[R-72] The Interworking solution MUST provide the access network identification of the BBF network in the authentication request to 3GPP AAA (Editors Note: This requires further clarification).
[R-73] The Interworking solution MAY insert or overwrite the access network identification of the BBF network in the authentication request to the 3GPP AAA (Editors Note: This requires further clarification).
7.4 Translation Agent for Interworking between BBF and Mobile Network Providers

The STa and SWa reference points specified by 3GPP based on the Diameter Protocol and are used for forwarding the EAP-AKA authentication messages from Non-3GPP Access Networks such as Fixed Broadband Network to the 3GPP AAA Server. These reference points are used for transporting access authentication, authorization, mobility parameters and charging-related information. The Fixed Broadband Network Service Provider must support sending the authentication signaling over the STa and SWa reference points based on Diameter protocol. 

However, most Fixed Broadband Networks typically have AAA Servers that are predominantly based on RADIUS and the 3GPP Provider domains AAA servers are Diameter based. Therefore in order for Fixed Broadband Network to support the STa and SWa for authentication signaling an Interworking function is required to translate between the RADIUS protocol and Diameter protocol. This is achieved with the use of a Translation Agent (TA) that converts messages from one AAA protocol such as RADIUS to another such as Diameter. Note: clarify that the TA is also performing the DRA function.
[R-74] The Interworking solution MUST support a Translation Agent residing in the BBF network to facilitate authentication signalling initiated in the BBF network over the STa and SWa reference points
7.5 [image: image21.emf] 

RADIUS Request

3GPP 

Diameter Server

BBF AAA

RADIUS Server

RADIUS Answer Diameter Answer

Diameter Request

BBF AAA Domain 3GPP AAA Domain

Diameter 

Translation 

Agent

RADIUS Request

3GPP 

Diameter Server

BBF AAA

RADIUS Server

RADIUS Answer Diameter Answer

Diameter Request

BBF AAA Domain 3GPP AAA Domain

Diameter 

Translation 

Agent


Figure 11 Translation Agent for Interworking between RADIUS and Diameter protocols between the BBF AAA and 3GPP AAA domains 

Policy Control

7.6 Policy Control in FMC

7.6.1 3GPP Background

As described in Section 1.1  the purpose of WT-203 is to develop the architecture and requirements that facilitate interworking between BBF and 3GPP architecture. This interworking between BBF and 3GPP architecture includes several aspects such as policy, authentication, mobility/Nomadicity and subscriber management.

3GPP defines a Policy and Charging Control (PCC) architecture that provides operators with tools for service-aware policy and charging control.  Policy control includes support for controlling the QoS (e.g. QoS class and bit rates) authorized for services. Charging control enables IP flow based charging, including e.g. online credit control. 

PCC is designed to be access agnostic. It provides support for multiple radio access technologies and is extensible to include additional functionalities needed to support user expectations. The PCC architecture consists of the Policy and Charging Rules Function (PCRF) which acts as the policy decision point as well as the Policy and Charging Enforcement Function (PCEF) which is the policy enforcement point. Depending on architecture and protocols used, a Bearer Binding and Event Reporting Function (BBERF) MAY be used. The BBERF contains a subset of the PCEF functionality to handle e.g. resource reservation in the access network as well as event reporting to the PCRF.  The location of the PCEF and BBERF depends on the type of access network and core network. In the 3GPP Evolved Packet System, the PCEF is always located in the PDN GW while the BBERF location depends on the type of access technology. The functions of the PCRF, PCEF and BBERF are defined in 3GPP TS 23.203 [4].

The PCRF terminates an interface called Rx, over which an Application Function (AF) can send service information, including resource requirements and IP flow related parameters, to the PCRF. The PCRF interfaces to the PCEF over the Gx interface. If the BBERF is applicable in the architecture, the PCRF also interfaces the BBERF over an interface called Gxx.

The Gx interface supports the request for PCC decision from Policy and Charging Enforcement Function (PCEF) to PCRF as well as provision of PCC decision from PCRF to PCEF. Gx furthermore include support for reporting of events from PCEF to PCRF. The Gx interface is defined in 3GPP TS 23.203 and TS 29.212.

The Gxx interface supports the request for QoS decision from Bearer Binding and Event Reporting Function (BBERF) to PCRF as well as provision of QoS decision from PCRF to PCEF. Gxx furthermore include support for reporting of events from BBERF to PCRF. 

The Gxx interface  is defined in 3GPP TS 23.203 and TS 29.212. 

The S9 interface is an interface between two PCRF defined to support roaming scenarios. In the roaming case, where a user of a “home operator” uses the access network of a “visited network”, a PCRF in the home network controls the policies to be applied in the visited network. The policies are sent from the Home operator PCRF to the visited network over the S9 interface which is a roaming interface between PCRF in the home network and a PCRF in the visited network. Depending on the operator agreements, S9 can provide Gx or Gxx type of interworking between 3GPP core network and Fixed Broadband network.

For connections where traffic is routed via the 3GPP core network, the S9 interface enables the PCRF to provide dynamic QoS control policies from to a Policy Server (acting as V-PCRF). The S9 interface is defined in 3GPP TS 23.203 and TS 29.215. For roaming with a local IP access (PCEF and, if applicable, BBERF in the visited network), the S9 reference point enables the H‑PCRF to (via the V‑PCRF) have dynamic PCC control of both the PCEF and, if applicable, BBERF . 

7.6.2 Interworking options 

A Fixed Broadband access network MAY contain a Policy Controller that facilitates policy control for the fixed access such as defined in Broadband Forum Working Texts WT-134, WT-145, and WT-146. To provide FMC between BBF and 3GPP architectures, there is a need to provide interworking between the PCRF and the Policy Controller in the Fixed Broadband network. Such an interworking is useful with various types of wireline access networks.  

In a basic access network that supports QoS and attachment control, the interaction between policy controllers can be used to authorize access attachment as well as authorize use of an established set of QoS capabilities.  No call-by-call bandwidth reservations or other dynamic policies are supported in this simple model, however devices can roam into such a wireline network, and they can be afforded session-independent QoS per-hop behaviors that ensure or improve quality of experience for end users. 

In a more sophisticated wireline access network, more dynamic behaviors are possible, including providing policy capabilities that allow QoS, bandwidth, and access control for various sessions that a roaming device MAY establish.

There are also possible hybrid approaches. Consider a Femtocell that relies on a wireline access network to provide connectivity to various other networks, including the home mobile network. The Femtocell provides connectivity to various UE devices that MAY be used to access services from one or more service providers. The Femtocell MAY establish a basic network access that allows it to send traffic through the wireline access using available QoS markings within a given overall policy. Such a policy is not session specific in the traditional sense, but could be described as an access session for a Femtocell – something that current wireless policy does not typically manage.  Once the access is established for a Femtocell, it MAY provide dynamic sessions to UEs through the usual interactions with the mobile operator core network. 
The architectures for the different scenarios are shown in the figure below.
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Figure 11 Diagram to be reworked to remove headings in figure
7.6.3 Requirements for policy control

7.6.3.1 Reference interfaces

The Policy Server in the Fixed Broadband network shall be able to interwork with the PCRF.

The interface between PCRF and Policy Server (PS) in the Fixed Broadband network is based on S9 and/or Gx/Gxx. 

7.6.3.2 QoS

It shall be possible for the interworking solution to maintain end-to-end QoS of ongoing service sessions when a terminal moves from a wireless access system to a Fixed Broadband access system.  

The Policy Server is able to map the QoS parameters/attributes provided from the PCRF on S9/Gx/Gxx (e.g. the QCI) to the QoS parameters used in the Fixed Broadband access network (e.g. DiffServ code point). 

7.6.3.3 QoS Interworking with 3GPP PCC

The QoS rules defined by 3GPP are composed by 4 QoS parameters: QoS Class Identifier (QCI), Allocation and Retention Priority (ARP), Guaranteed Bit Rate (GBR), and Maximum Bit Rate (MBR). They are different from broadband access network QoS parameters, therefore a mapping mechanism must be supported by broadband access network.

The desired QoS in the wireline access domain can be determined by an appropriate selection of a QoS indicator such as Diffserv Code Point (DSCP), EXP Bit, or P-Bit. The indicator depends on the underlying technology (e.g., MPLS or Ethernet). The choice of the indicator and its value is determined by the service providers based on Service Level Agreements (SLA) and offered performance.
An illustrative example of an LTE QCI to DSCP mapping scheme is shown in Appendix XX.
[R-75] Broadband access network MUST perform the mapping of 3GPP QoS rules defined in 3GPP TS 23.203 (i.e. QCI information, ARP, GBR, MBR) received from 3GPP network via s9* Reference Point into QoS parameters supported by BBF node, e.g.  guaranteed QoS, DSCP, etc. The mapping MUST be configurable.

[R-76] Broadband access network MUST support the mapping of BBF QoS parameter to 3GPP QoS parameter as defined in 3GPP TS 23.203, to support sending counter-offer to PCRF as defined in R-77 and to send QoS request modification or establishment to 3GPP.
Editor notes: The mapping between 3GPP QoS Rules parameters and BBF QoS parameters is FFS.
[R-77] Broadband access network MUST support admission control for services provided to 3GPP devices  based on 3GPP QoS parameters, i.e. QCI, ARP, GBR and MBR, received from PCRF via S9* reference point.
NOTE: this requirement does not imply that specific admission control mechanism is implemented in Broadband access network 

7.6.3.4 QoS Interworking principles for DSCP marking

The BBF access network shall use the packet filters (e.g. UE local IP address, protocol, port number) received from 3GPP EPC during admission control to classify packets. If the outer IP header of the packet matches one of the configured packet filters received from 3GPP EPC during admission control, the BBF access network shall schedule the packet based on the DSCP value of the packet; otherwise, if the IP header of the packet does not match any of the packet filters received from 3GPP EPC, the BBF access network will process the packet according to local policy, e.g. to re-mark the packet with lower priority in case of system congestion or apply a default packet filter to those IP packets.
[R-78] If the Broadband access network receives packet filters for admitted flows from 3GPP EPC through S9* then it MUST be able to schedule traffic based on DSCP markings of any packets that match the received filters.
[R-79] If the Broadband access network does not receive packet filters from the 3GPP EPC through S9*, then it MUST be able to schedule traffic based on DSCP markings of any packets that match the preconfigured packet filters.
7.7 Policy Control Network Logical Function
The goal of the Policy Information Model information flow structure is to drive the development of the necessary information flows between Network Logical Functions supporting policy objectives. These flows should be crafted to support all use cases that have been developed and adopted by the Broadband Forum. It is possible that each use case may be supported by multiple architectures – details have yet to be developed. Hence, each architectural variation for all use cases will require a unique set of information flows between pertinent Network Logical Functions in the broadband domain. 

The set of Network Logical Functions that require information flows for processing policy decisions and enforcement can be drawn from the Broadband Domain Elements and Interfaces shown in Figure XX. 
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Figure 12. Broadband Domain Elements and Interfaces
Figure XX depicts the interfaces with a 3GPP wireless domain that would serve as input sources to BBF wireline domain functions for the wireless-wireline interworking case:

· The interface between the broadband domain Policy Decision Point (PDP) – aka the Broadband Policy Control Function (BPCF
) in 3GPP – and the 3GPP Policy and Charging Rules Function (PCRF). The current interface between PCRF functions in 3GPP is the S9 interface. It is assumed that there will be enhancements to the existing S9 interface to support Interworking between BBF and 3GPP, and hence for the purpose of this document, this interface is noted as the S9* interface
. 

· The interface between the 3GPP AAA server and the BBF domain AAA counterpart. Depending on the type of incoming call/session, this is either the SWa or the STa interface [3GPP TR 23.839].

For this case, the policies or PDPs are in the 3GPP wireless domain and pertinent information needs to be transported via appropriate interfaces to the logical functions in the BBF domain. The following assumptions are stated for this case.

· The policy information will be derived from an Application Function (AF) in the 3GPP wireless domain. The pertinent information from the 3GPP AF will be submitted by the 3GPP PCRF to the BBF PDP/BPCF via the proposed S9* interface.

· All parameters/attributes transported by the 3GPP PCRF to the BBF PDP/BPCF via S9* are as defined by 3GPP and will be supported by 3GPP protocols. Similarly, all responses from the BBF PDP/BPCF being submitted back to the 3GPP PCRF via S9* will be consistent with 3GPP requirements and supported by 3GPP protocols.

· For  authorization and authentication of a 3GPP user on a BBF access network, the 3GPP AAA infrastructure and BBF AAA infrastructure will exchange parameters using the STa or SWa interface as appropriate [3GPP TR 23.839].

The set of information exchanges with the appropriate [Logical Function, Source] combinations, is as follows. As noted above, all architectural implementations for all defined Broadband Forum use cases will require a unique set of information exchanges.

a. [Logical Function => AAA Proxy, Information Source => SWa/STa Interface] – This flow of information provides the authorization and authentication information from the 3GPP domain to the BBF AAA proxy via the SWa or STa interfaces as the case may be
.
b. [Logical Function => AAA Proxy, Information Source => 3GPP AAA] – This flow of information for authorization and authentication of a 3GPP UE from the 3GPP AAA domain to the BBF AAA.
c. [Logical Function => PDP/BPCF, Information Source => S9* Interface] – This is the initiating flow of information to the BBF domain with parameters/attributes arriving from the 3GPP PCRF to the PDP/BPCF via the S9* interface – Push case. Similarly the reverse flow with a Pull Model is also applicable as noted in section 8.3
d. [Logical Function => S9* Interface (to remote PCRF in 3GPP domain), Information Source => PDP/BPCF] – This flow of information from the PDP/BPCF towards the 3GPP PCRF initiates the establishment of an S9* session. 
e. [Logical Function => PDP/BPCF; Information Source => AAA Proxy] – The AAA information is conveyed by the BBF AAA proxy to the PDP/BPCF.

f. [Logical Function => PEP; Information Source => PDP/BPCF] – The PDP/BPCF processes all information flows conveyed to it and then conveys the required information to the PEP.

g. [Logical Function => PDP/BPCF; Information Source => PEP] – The PEP responds back to the PDP/BPCF with policy enforcement status information.

h. [Logical Function => S9* Interface (to remote PCRF in 3GPP domain); Information Source => PDP/BPDF] – The PDP/BPCF responds back to the 3GPP PCRF via the S9* interface with information on acceptance or rejection of the incoming call/session.

Editors Note: clarify the remaining Logical Functions above in section 8.2 San Francisco meeting comment.
Editors Note: terminology and Pull case to be clarified by follow-up contribution.
7.8 BPCF Initiating S9* Session for an authenticated device

When a 3GPP UE whom is connected to a 3GPP network roams into the Fixed Broadband Service Providers network connected via WiFi, it is first authenticated transparently through the Fixed BB network back to its home 3GPP Network to be authenticated to perform access authentication and retrieve its services etc. 

When the 3GPP UE device is authenticated for “access based authentication” transparently though the Fixed Broadband Network, the BPCF may initiate the S9* session from the BPCF to the 3GPP PCRF Policy Server requesting policies to be sent over the S9* session to the BPCF “triggered by the access authentication” for this 3GPP UE subscriber

BPCF Triggered S9* Session per 3GPP UE connected via WiFi
The BPCF and PCRF establish an S9* connection as part of the Interworking between the Fixed and Wireless 3GPP networks which is based on DIAMETER. The BPCF acting as a client initiates the S9* session towards the PCRF, acting as a server. In addition, the PCRF may request the BPCF to initiate the S9* session as described in Section 8.3.1.2.  
When the S9* session is established between the BPCF and PCRF a “session-id” is created to identify a particular session which corresponds to a particular S9* session per UE. Each session is associated with a unique client generated “session-id”. These sessions however run over the same S9* connection between the same two peer DIAMETER nodes given that further S9* sessions per UE are between the same network domains, i.e. same realms between the DIAMETER nodes. 
[R-80] The BPCF must initiate an S9* session after successful access authentication of a 3GPP UE connected via WiFi in the Fixed Broadband Network
Editors note: call for contributions to deal with the NAT-ed RG Scenario in this scenario.
Editors Note: Issues to address….v4/ dual stack, v6 only, applicability to different S2a/b/c architectures.
7.8.1 PCRF-triggered S9* Session establishment for 3GPP UE’s connected via WiFi

The PCRF can request to trigger the S9* session establishment by the BPCF if it becomes aware that a 3GPP UE has attached via the BBF access, learns the local IP address of the UE and is able to find a corresponding BPCF. The BPCF should be capable of receiving the trigger information, which may include IMSI, local UE IP address and the outer IP header information for tunneled traffic or CoA. In this way, the BPCF can initiate S9* establishment and associate the aggregate IP traffic plane (tunnel) used by a 3GPP UE with the S9* session towards the PCRF. 

[R-81] Based on appropriate triggers received from the PCRF, the BPCF must be able to initiate S9* session establishment with the 3GPP PCRF
Note: Additional functionality in the mobile network allows the PCRF to convey trigger information to the BPCF
7.8.2 PCRF Initiating S9* Session for an authenticated device connected via WiFi
When a 3GPP UE roams into the Fixed Broadband Service Provider’s network connected via WiFi, it is first authenticated transparently through the Fixed BB network back to its home 3GPP network.

7.8.3 Once the 3GPP UE is successfully authenticated with the 3GPP Network, the 3GPP PCRF policy server triggers the BPCF to initiate the S9* session towards the PCRF in order to exchange policies via S9*.
[R-82] The PCRF must be able to trigger the BPCF to initiate an S9* session towards the  PCRF after successful authenticating of a 3GPP UE with the Home 3GPP Network
PCRF Discovery
A 3GPP Core network may include more than one PCRF and 3GPP allows different network node configurations. For example, it is possible to define a specific PCRF and PDN connection, or a specific PCRF serving a specific UE for any kind of PDN connections. The 3GPP PCRF is the anchor point for all S9*, Gx, and Gxx sessions related to the same 3GPP IP-CAN sessions. This allows the PCRF to enforce the suitable QoS for the service flow connections related to the same IP-CAN session when the 3GPP UE is simultaneously connected to different access network. The selection of PCRF shall be based on the domain of the user (realm of the mobile UE NAI) and in the 3GPP APN (Access Point Name) if available.

The 3GPP UE NAI may be known to the BPCF if UE- EAP-based authentication is performed when UE connects to the Broadband Band access. Alternatively, the UE NAI identity may be sent by the PCRF when triggers S9* session establishment. 

The 3GPP APN is sent by the UE to the 3GPP EPC network when the UE starts a new PDN connection. However in s2b and s2c scenario this information is sent directly to EPC network and it is not available to the BBF network. Hence the APN is sent by the PCRF to the BPCF when triggers S9* session establishment to the BPCF. 

Note: It is for further study how the APN information is sent from the UE to the 3GPP EPC via the Broadband Access network in s2a scenario. 

In order to ensure that in 3GPP network all sessions for Gx, S9, Gxa/Gxc and Rx for a certain 3GPP IP‑CAN session reach the same PCRF when multiple and separately addressable PCRFs have been deployed in 3GPP mobile network, a  "Diameter Routing Agent (DRA)" function maybe enabled. This resolution mechanism is not required in networks that utilize a single PCRF per Diameter realm. The DRA function located in 3GPP network shall be contacted by BPCF for initiating the s9* session if  more than one single PCRF is deployed.  The interaction between the DRA and the PCRF is outside the scope of the BBF. However the BPCF shall be able to interact with the PCRF or with the DRA, if deployed in 3GPP EPC network, for establishing the S9* session.
For Policy sessions initiated form the BPCF to PCRF the following requirements are applicable:

[R-83] The BPCF MUST support the discovery of 3GPP PCRF based on preconfigured information

[R-84] The BPCF MUST support the discovery of 3GPP PCRF using a Diameter Routing Agent function located in 3GPP mobile network based on the user identity (mobile UE NAI) and optionally on the 3GPP APN

[R-85] The BPCF MUST send the user identity (mobile UE NAI) and optionally APN information in S9* establishment session procedure
7.9 3GPP-BBF Interworking Case

7.10 General

The S9* protocol is based on the 3GPP Gxx variant of the S9 protocol for both 3GPP Femto and WLAN flows. 

3GPP TR 23.839 is currently defining modifications/enhancements to support use cases and requirements for the3GPP-BBF IWK.

.

The PCRF send sends the IP@ of the IPSec tunnel over the S9* interface that serves a dual purpose:
Editors Note: need to clarify if 5-tuple is sent for this IPSec Tunnel as opposed to IP_Address as ntoed in the BBF Q3 2010 mom.
1. Discovery: Enables the BBF network to determine the entities in the BBF access (AN, BNG) where the 3GPP Femto or the 3GPP WLAN UE connects to.

2. Flow Detection and Policy Enforcement: In conjunction with the DSCP value derived from the QCI( DSCP mapping it identifies a service data flow through the IPSec tunnel at the BNG

Note: (1) and (2) above are out of scope of 3GPP 
[R-86] The Policy Controller Node in the fixed broadband network MUST support the 3GPP Gxx variant of the S9 protocol as defined in 3GPP TS 23.203 and 3GPP TS 29.212
NOTE: Enhancements to S9/Gxx protocol for the 3GPP – BBF IWK are being identified   in 3GPP TR 23.839.
[R-87] Policy Controller Node in the fixed broadband network should be able to send a counter-offer to the PCRF when requested resources for a service data flow with the acceptable QoS parameters such as UL/DL BW and QoS class
7.11 8.3.2 Logical Function BPCF; Information Source S9*; Interface PCRF
This is the initiating flow of information to the BBF domain with parameters/attributes arriving from the 3GPP PCRF to the BPCF via the S9* interface.


[image: image12.emf]Parameter  Para - meter  Type  3GPP TS  29.212  Reference   Description   QoS rules  Mandatory,  Grouped,  Multiple  Occurrence  5.a.3.1  QoS rule  consist of a QoS - Rule - name and associated attributes   (QoS Information, flow - description)   QoS Information   Mandatory   5.3.16    > QCI    Mandatory   5.3.17  The QoS Control Index (QCI) is  a scalar that defines the QoS  attribute of a particular service.  The QoS attributes consist of  resource type (GBR or non - GBR), Priority (used for packet  forwarding over the air interface  at the Fem to), packet delay and  packet loss.    >Maximum  – Bit Rate   UL/DL   Mandatory  5.3.25;5.3.26  GBR Services -     > Guaranteed - Bitrate - rate    UL/DL   Mandatory  5.3.25;5.3.26  GBR services    >APN - Aggregate - >  Max - Bitrate UL/DL  Optional   5.3.39;5.3.40  Non - GBR Services    > Priority (ARP))  Mandatory  5.3.45 - 47  The Allocation - Retention - Priority IE includes the priority  of the connection and whether,  in case of resource limitation, it  can pre - empt another connection  or be pre - empted. The ARP  represents the priority of the user  a nd is used for admission control  when the connection is  established. Connections with  low ARP are dropped in case of  congestion.        Flow Description  /Topology info (IP@  of IPSec tunnel)   Conditional   This IE enables the BBF  network to determine the BBF  NEs where the 3GPP Femto  connects to.  If the 3GPP WLAN  UE is authenticated in the BBF  network this parameter is not  sent.   Default - EPS Bearer  QoS   Mandatory   5.3.48    Charging - Correlation  ID  Optional    Opti on al IE for  charging  correlation purpose between  the  3GPP and BBF access networks   UE Identity  Mandatory  TR 29.212  This parameter represents the  identity of the UE, i.e. the 3GPP  IMSI   UE Local IP address  Mandatory  TR 23.839  This parameter represents either  the public IP address assigned to  the UE by the  BBF domain ni  the no - NAT case, or the public 


Table A PCRF to BPCF Direction Parameters

Logical Function PCRF BPCF; Information Source S9* interface BPCF

The BPCF evaluates the request for BBF resource allocation in BBF access and, if accepted, simply responds with a positive acknowledgement. The table below lists the parameters sent to the PCRF in case of failure or “counter-offer”.


[image: image13.emf]Parameter  Para - meter  Type  3GPP TS  29.212  Reference  Description   Rejection of request  Optional    5.3.38 (set to  5:Resource  Limitation )  The BPCF performs  admission control based on  the BW requirements of the  S9* Subsession and  accepts/reject the request.   “ Counter - offer ”/QoS  Information    5.3.16  The BPCF may provide a  “ counter offer ”  to the PCRF  in terms of acceptable  UL/DL BW for one or more  service flows in a sub - session . The counter offer is  specified using the QoS  Information parameter   UE Identity  Manda tor y  TS 29.212  This parameter represents  the identity of the UE, i.e.,  the 3GPP IMSI   UE Local IP address    Mandator y  TR 23.839  This parameter represents  either the public IP address  assigned to the UE by the  BBF domain in the no - NAT  case, or the public IP  address assigned by the  BBF domain to the NATed  RG that is used for this UE    


Table B. BPCF to PCRF Direction Parameters
7.12 Accounting

7.13 Reference Interfaces

<Describe the current interfaces and what reference interfaces SHOULD be added etc>
8 Subscriber Management
9 Nomadicity and Roaming

9.1 Nomadicity of a 3G device in a Fixed Broad Band Network

Nomadicity of a 3GPP UE implies a teardown and subsequent reconnection of the device when moving from one access to another. For example, a 3GPP UE could move from its Home-PLMN to a Wi-Fi access in the Fixed Broadband, to a H-eNB, also in the Fixed Broadband domain, and subsequently return to its Home-PLMN. In each case, the UE’s current connection to the network is torn down before being re-established on the new access. In all cases, the user shall have access to services as per his user service profile. Support of nomadism assumes that there is a business agreement between the fixed access provider and the 3GPP home network to allow access to the home network. 

9.2 Roaming of a 3G device in FMC

Subject to roaming agreements between the mobile operators, it may be possible for a 3GPP UE to access a BBF access network that has a business agreement with the visited mobile operator but not with the 3GPP UE’s home mobile operator. 

9.3 Architecture Considerations

3GPP Technical Specifications outline a number of scenarios for non-3GPP accesses (e.g. the Fixed Broadband network) to the 3GPP network. Two such connection scenarios are termed S2a and S2b. S2a interface can be used if “trusted access procedures” are used to connect to the mobile core network via the fixed access. S2b is used when “untrusted access procedures” are used to connect to the mobile core network via the fixed access.  Whether trusted or untrusted access procedures are used over the BBF access network is not a characteristic of the access network itself but a decision made by the operator. 
With S2a, the 3GPP PDN Gateway interfaces directly with the eBNG (see figure 1 below). When the UE connects via the WiFi AP, the Fixed network allows the UE to authenticate with the home network using 3GPP-based access authentication (see Section 6.1.1)
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Figure 4 Trusted Interworking Reference Architecture using S2a
With S2b, the UE connects to the 3GPP network via an IPSec tunnel established between the UE and the ePDG in the 3GPP network (see Figure 2), shown as SWu. SWu supports UE-initiated IPSec tunnel establishment, user data packet transmission within the tunnel and tunnel teardown. The SWn interface is defined between the ePDG and the BNG and is only used to carry the IP traffic between BNG and ePDG.. Note that even though these procedures are described as for “untrusted access”, it is assumed that there is a business agreement and trust relation between the BBF access provider and the 3GPP Evolved Packet Core operator in order to allow e.g. policy interworking.   
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Figure 5 Reference Architecture for Untrusted Fixed Access using S2b
[R-88] The eBNG MUST support the S2a interface  
10 Appendix
Editors Note: Figures to be updated to reflect IPv6 Addressing
Scenario A. A UE attaches to a WiFi network inside the broadband home network and uses a tunnel towards a gateway in the mobile network. Three different IP address domains are to be looked at:

[image: image16.emf]
Figure 6 IP Addresses Network

The RG has received an IP address from the fixed-line network that is globally reachable inside the fixed-line network domain (green domain). 

The UE receives a local IP address that is only valid inside the broadband home network (blue domain). The RG provides a NA(P)T function to access the fixed line network.

The gateway to the mobile network is reachable inside the fixed-line network on an interface that uses an IP address of this domain.

Having established connectivity to the gateway across the broadband home network and the fixed-line network (IP) domains, the 3GPP UE executes procedures to set up a tunnel towards this gateway and receives an IP address from the mobile network’s IP address domain (red domain).

The UE can now use the IP address from the mobile network domain to communicate with any application located there.

Thus, depending on the network domain one is looking at, the UE is reachable under different IP addresses. Layer 4 port numbers of TCP/IP sessions may also have only local per-domain significance. This may need to be taken into account when specifying a policy information model for FMC use cases.

Scenario B. A UE attaches to a femto cell access point inside the broadband home network. The femto cell access point maintains  a tunnel towards a gateway in the mobile network. Again, three different IP address domains are to be looked at:


[image: image17.emf]
Figure 7 IPAddresses Network (with Femto cell)
The RG has received an IP address from the fixed-line network that is globally reachable inside the fixed-line network domain (green domain). 

The femto cell access point receives a local IP address that is only valid inside the broadband home network (blue domain). The RG provides a NA(P)T function to access the fixed line network. 
The gateway to the mobile network is reachable inside the fixed-line network on an interface that uses an IP address of this domain.

Having established connectivity to the gateway across the broadband home network and the fixed-line network (IP) domains, the femto cell access point executes procedures to set up a tunnel towards this gateway. The 3GPP UE communicates with the mobile network using this tunnel and receives an IP address from the mobile network’s IP address domain (red domain). For management purposes, the femto cell also receives an IP address from this domain.

The UE can now use the IP address from the mobile network domain to communicate with any application located there.

Thus, depending on the network domain one is looking at, the UE is reachable under different IP addresses. Layer 4 port numbers of TCP/IP sessions may also have only local per-domain significance. This may need to be taken into account when specifying a policy information model for FMC use cases.

Editor’s Note: an example for the case where a UE might not receive a local address in the broadband home network might be added here. This requires prior agreement on such a case.

10.1 Appendix A.2 QoS Interworking 

GSMA document GSMA document IR.34 “Inter-Service Provider IP Backbone Guidelines” is progressing work on mapping 3GPP UMTS and LTE QCI values to Diffserv Code Points. The objective is to enable wireless sessions to be transported between wireless access and egress networks via an IP backbone network (this is the so-called IPX). The latter utilizes DSCP values to enable desired QoS in the IP domain and hence there is translation at the interfaces between the IP backbone and the wireless access and egress networks where the UMTS and LTE QCI values are mapped into DSCP values as shown in the following table.

	EPS QoS Information 
	2G/3G QoS Information 
	Diffserv PHB 
	DSCP 

	QCI 
	Traffic Class 
	THP 
	
	

	1 
	Conversational 
	N/A 
	EF 
	101110 

	2 
	
	
	
	

	3 
	
	
	
	

	4 
	Streaming 
	N/A 
	AF41 
	100010 

	5 
	Interactive 
	1 
	AF31 
	011010 

	6 
	
	
	
	

	7 
	
	2 
	AF21 
	010010 

	8 
	
	3 
	AF11 
	001010 

	9 
	Background 
	N/A 
	BE 
	000000 


10.2 Illustrative Example: GSMA Mapping of LTE QCI to DSCP
	QCI
	Resource Type
	Priority
	Packet Delay Budget 
	Packet Error 

Loss Rate
	Example Services
	Suggested DSCP

	1
	GBR
	2
	100 ms
	10-2
	Conversational Voice
	EF

	2
	
	4
	150 ms
	10-3
	Conversational Video (Live Streaming)
	AF41/AF42/AF43

	3
	
	3
	50 ms
	10-3
	Real Time Gaming
	CS4

	4
	
	5
	300 ms
	10-6
	Non-Conversational Video (Buffered Streaming)
	CS3

	5
	Non-GBR
	1
	100 ms
	10-6
	IMS Signalling
	CS5

	6
	
	6
	
300 ms
	10-6
	Video (Buffered Streaming)
TCP-based (e.g., www, e-mail, chat, ftp, p2p file sharing, progressive video, etc.)
	AF31/AF32/AF33

	7
	
	7
	100 ms
	
10-3
	Voice,Video (Live Streaming)
Interactive Gaming
	AF21/AF22/AF23

	8
	
	8
	300ms
	10-6
	
Video (Buffered Streaming)
TCP-based (e.g., www, e-mail, chat, ftp, p2p file sharing, progressive video, etc.)
	AF11/AF12/AF13

	9
	
	9
	
	
	
	DF/CS0


QCI-to-DSCP mapping set based on RFC 4595 
Editors Note: The above two tables will be merged into one table.  

End of Broadband Forum Working Text WT-203























































































� S9* enhancements will be done in 3GPP with appropriate interaction with BBF as needed.





�Not sure this is a testable requirement.


�Terminology to be clarified


�Is AAA part of policy? If not, AAA flows (a) & (c) need to be removed.
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		Parameter

		Para-meter Type

		3GPP TS 29.212 Reference 

		Description



		QoS rules

		Mandatory, Grouped, Multiple Occurrence

		5.a.3.1

		QoS rule consist of a QoS-Rule-name and associated attributes (QoS Information, flow-description)



		QoS Information 

		Mandatory 

		5.3.16

		



		>QCI  

		Mandatory 

		5.3.17

		The QoS Control Index (QCI) is a scalar that defines the QoS attribute of a particular service. The QoS attributes consist of resource type (GBR or non-GBR), Priority (used for packet forwarding over the air interface at the Femto), packet delay and packet loss. 



		>Maximum –Bit Rate  UL/DL 

		Mandatory

		5.3.25;5.3.26

		GBR Services-



		  >Guaranteed-Bitrate-rate  UL/DL 

		Mandatory

		5.3.25;5.3.26

		GBR services



		 >APN-Aggregate-> Max-Bitrate UL/DL

		Optional 

		5.3.39;5.3.40

		Non-GBR Services 



		>Priority (ARP))

		Mandatory

		5.3.45-47

		The Allocation-Retention-Priority IE includes the priority of the connection and whether, in case of resource limitation, it can pre-empt another connection or be pre-empted. The ARP represents the priority of the user and is used for admission control when the connection is established. Connections with low ARP are dropped in case of congestion.



		

		

		

		



		Flow Description /Topology info (IP@ of IPSec tunnel)

		 Conditional

		

		This IE enables the BBF network to determine the BBF NEs where the 3GPP Femto connects to. If the 3GPP WLAN UE is authenticated in the BBF network this parameter is not sent.



		Default-EPS Bearer QoS 

		Mandatory 

		5.3.48

		



		Charging-Correlation ID

		Optional 

		

		Optional IE for  charging correlation purpose between the 3GPP and BBF access networks



		UE Identity

		Mandatory

		TR 29.212

		This parameter represents the identity of the UE, i.e. the 3GPP IMSI



		UE Local IP address

		Mandatory

		TR 23.839

		This parameter represents either the public IP address assigned to the UE by the BBF domain ni the no-NAT case, or the public IP address assigned by the BBF domain to the NATed RG that is used for this UE.
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		Parameter

		Para-meter Type

		3GPP TS 29.212 Reference

		Description



		Rejection of request

		Optional  

		5.3.38 (set to 5:Resource Limitation )

		The BPCF performs admission control based on the BW requirements of the S9* Subsession and accepts/reject the request.



		“Counter-offer”/QoS Information 

		

		5.3.16

		The BPCF may provide a “counter offer” to the PCRF in terms of acceptable UL/DL BW for one or more service flows in a sub-session. The counter offer is specified using the QoS Information parameter



		UE Identity

		Mandatory

		TS 29.212

		This parameter represents the identity of the UE, i.e., the 3GPP IMSI



		UE Local IP address

		 Mandatory

		TR 23.839

		This parameter represents either the public IP address assigned to the UE by the BBF domain in the no-NAT case, or the public IP address assigned by the BBF domain to the NATed RG that is used for this UE
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