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Abstract of the contribution: The paper discusses and proposes alternative solutions for triggering devices without an MSISDN.
1. Discussion
This paper proposes solutions for triggering an MTC Device without use of MSISDN and without the need for heavy infrastructure changes. Two alternative approaches are described here.

The proposed approach assumes the following:

1. Interface exists between MTC-IWF and HSS (MTCy), which can use any protocol (e.g. DIAMETER or HTTP). 
2. Interface exists between MTC-IWF and MME (MTCx). 

a. For Alternative 1: Device trigger request is delivered to the UE via SMS encapsulated in NAS signalling, over an interface like SGs/Gs but “a light-weight Gs/SGs interface” (i.e. just as MME has the ability to receive SMS from the MSC server over the SGs interface, MME should have the ability to receive an SMS from MTC-IWF). SMS is delivered as the payload over MTCx interface (similar to how it workes over SGs/Gs interface), and MTC-IWF is expected to reformat the trigger request from MTCsp interface into SMS.  One type of 3GPP internal identifier (IMSI) or external identifier or dummy MSISDN will replace MSISDN in the SMS destination address header field.
b. For Alternative 2: Device trigger request is delivered to the UE via NAS signalling using any protocol in the core network like DIAMETER or GTP.
3. In principle the proposals can be used in case of E-UTRAN, UTRAN and GERAN. 
2. Proposed Changes
* * * Begin of Change * * * 
6.5x
Solution - Triggering of attached MTC Devices without MSISDN 
6.5x.1
Problem Solved / Gains Provided
See clause 5.8 “Key Issue - MTC Device Trigger”. The solution focuses on the scenario that MTC devices without MSISDN receive trigger indication in attached state. 
6.5x.2
General

This solution outlines two different approaches for device triggering. Alternative 1 entails triggering the device using SMS. Alternative 2 entails triggering the device using a NAS message (device trigger information encoded in any format).

Both solutions assume the presence of MTCx interface between MME and MTC-IWF, MTCy interface between MTC-IWF and HSS.

6.5x.2.1 Triggering using SMS:
This solution reuses CSFB SMS mechanisms for device triggering in LTE networks. 

· Internally in the 3GPP network, IMSI/external identifier/dummy MSISDN is used as the SMS identifier for PS-Only MTC Devices.

· The new interface MTCx between MME/SGSN and MTC-IWF is introduced, which is a light-weight SGs/Gs interface, MTC-IWF acts as a SGs peer to MME. There is no need to support CSFB mobility management procedures, because MTC-IWF can get the serving MME information from HSS, and MME has the knowledge of MTC-IWF by its pre-configuration or from MTC Device’s profile.

6.5X.2.1.1  MSISDN replacement for SMS destination address
For addressing the MTC Devices without MSISDN, there are three options to replace MSISDN in SMS destination address header.

· IMSI

IMSI is the internal identifier of MTC Device as concluded for Rel-11. It may be used in destination address of the SMS and transferred within 3GPP core network, e.g. from MTC-IWF to MME. However, in the NAS signalling from MME to MTC Device, the privacy of MTC Device is at risk if IMSI is exposed as SMS destination address over the air link.
· External Identifier

Since the content of SMS is transparent to MME and SMS address header is used only by the MTC-IWF and MTC Device, it is possible to use the external identifier for SMS delivery from MTC-IWF to MTC Device.

· Dummy MSISDN
MTCx is a light-weight SGs interface, the SGs message for SMS will be reused over this interface. Since SMS is transparent to MME and IMSI is one Information Element (IE) in Downlink Unit Data, MME is able to route the SMS to MTC Device in NAS signalling without the need to read the SMS destination address. Therefore, it is sufficient that the MTC-IWF assigns a dummy MSISDN (e.g. 00000000000) as content of the destination address header. 

6.5X.2.1.2  Detailed Call Flow for triggering in idle mode
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Call Flow Steps (details that are not relevant to device trigger procedure are not covered here):

(1) UE initiates Attach Request.
(2) MME/SGSN processes the attach procedure.

(3) PDN connection for the device has been established either as part of attach procedure (for E-UTRAN) or subsequently (for GERAN, UTRAN, establishment of a PDN connection is optional, i.e. it is not needed for the device trigger procedure).

(4) UE goes idle

(5) MTC Server requests the MTC-IWF to trigger the device. It provides e.g. the external device identifier (extID) and an application identifier (appID).

(6) MTC-IWF authenticates the server, authorizes the trigger, may translate the appID to APN, extID to IMSI (if possible) and requests HSS for the routing info (serving CN ID) by providing the IMSI or the external device identifier. CN ID could be an IP address or FQDN.

NOTE: The external identifier shall provide enough information for the MTC-IWF to select the HSS serving the MTC Device.

(7) MTC-IWF formats an SMS message (TPDU encapsulated in RPDU, encapsulated in CPDU) with the necessary device trigger information, using IMSI/external identifier/dummy MSISDN as SMS destination address, then sends the device trigger message encapsulated as SMS in Downlink Unit Data to the MME/SGSN. 
(8) MME/SGSN receives the Downlink Unit Data. As the device is in idle mode MME/SGSN stores the SMS and pages the UE.

(9) UE responds with a service request message (in GERAN: an LLC frame). 
(10) MME/SGSN encapsulates the SMS in a Downlink NAS transport / Message Transfer to the UE. 
(11) Upon receiving the SMS, UE can perform one of the following 3 actions depending on the purpose of the device trigger from the MTC Server:

a. Initiate establishment of PDN connection with the APN provided in the device trigger information or APN locally configured at the MTC Device based on the appID in the trigger information.

b. Initiate transmission of small data (e.g. SMS) to the MTC Server if so expected.

c. No immediate action performed if no response is expected (e.g. device trigger served as a notification).

6.5X.2.1.3  Triggering in connected mode
This solution can be used for triggering the UE when it is in connected mode. The above call flow without paging and service request procedures applies also for connected mode triggering. 

Control plane triggering when the UE is in connected mode may be required in multi-APN scenarios (e.g. UE has a PDN connection established with APNx for application X towards one MTC Server while another MTC Server is triggering the UE to establish a connection with APNy for application Y) or when the MTC Server does not have UE’s IP address. 

6.5X.2.1.4  Security Consideration
NAS signalling is mandatorily integrity protected, but encryption protection is optional. If using IMSI as the SMS destination address, it is recommended to encrypt the SMS message which is encapsulated in the NAS signalling sent from MME to MTC Device to protect IMSI privacy over air link.

6.5x.2.2. Triggering using a NAS message:

This solution does not make any assumption on the format of the message delivered by MTC-IWF on the MTCx interface. 

6.5X.2.2.1. Triggering in Idle Mode:
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Call Flow Steps (details that are not relevant to device trigger procedure are not covered here):
(1) UE initiates Attach Request and indicates its Device trigger capabilities if available. 

(2) MME/SGSN processes the attach procedure and stores Device trigger capabilities.
(3) PDN connection for the device has been established either as part of attach procedure (for E-UTRAN) or subsequently (for GERAN, UTRAN, establishment of a PDN connection is optional, i.e. it is not needed for the device trigger procedure).

(4) UE goes idle

(5) MTC Server requests the IWF to trigger the device. It provides e.g. the external device identifier (extID) and an application identifier (appID).

(6) MTC-IWF authenticates the server, authorizes the trigger, and may translate the appID to APN, extID to IMSI and requests HSS for the routing info (serving CN ID) by providing the IMSI or the external device identifier.
NOTE: The external identifier shall provide enough information for the MTC-IWF to select the HSS serving the MTC Device.

(7) MTC-IWF uses the CN ID to send a device trigger request message to the serving MME/SGSN.

(8) MME / SGSN receive the DT message. As the device is in idle mode MME/SGSN, it stores the DT information and pages the UE.

(9) UE responds with a service request message (in GERAN: an LLC frame). 
(10) Network sends a NAS message (e.g. Downlink Generic NAS Transport message) encapsulating the necessary device trigger information.
(11) Upon receiving the device trigger, UE can perform one of the following 3 actions depending on the purpose of the device trigger from the MTC Server:

a. Initiate establishment of PDN connection with the APN provided in the device trigger information or APN locally configured at the MTC Device based on the appID in the trigger information.

b. Initiate transmission of small data (e.g. SMS) to the MTC Server if so expected.

c. No immediate action performed if no response is expected (e.g. device trigger served as a notification).
6.5X.2.2.2. Triggering in connected mode

This solution can be used for triggering the UE when it is in connected mode. The above call flow without paging and service request procedures applies also for connected mode triggering. 

Control plane triggering when the UE is in connected mode may be required in multi-APN scenarios (e.g. UE has a PDN connection established with APNx for application X towards one MTC Server while another MTC Server is triggering the UE to establish a connection with APNy for application Y) or when the MTC Server does not have UE’s IP address. 

Editor’s Note: Another alternative could be to include the device trigger information in a Service Accept message. Service Accept is currently sent conditionally to the MS in Iu mode. It can be introduced for S1 and A/Gb mode if necessary.

6.5x.3
Impacts on existing nodes or functionality

Alternative 1:

MTC-IWF Impact

· Encode device trigger information as SMS

· SMS consists of CP‑DATA/RP‑DATA/TPDU/SMS‑DELIVER parts; this functionality needs to be implemented in the MTC-IWF.

MME/SGSN Impact

· Establish interface with MTC-IWF to enable reception of SMS

UE Impact

· None
Alternative 2:

MTC-IWF Impact

· Encode device trigger information in any format
MME /SGSN Impact

· Establish interface with MTC-IWF to enable reception of device trigger information.

If a new NAS message is defined, 

· Store Device Trigger capabilities to learn UE capabilities. 

UE Impact

If a new NAS message is defined, 

· Indicate DT capabilities to the network. 

· Process the new NAS message. 
6.5x.4
Evaluation

Alternative 1:

Benefits:

· Scalable; 140 octets, bigger messages can be concatenated.

Eg. <message 1>+

+<message2>+

+<message3>.

· No UE impact
· Little or no impact to MME.

· Legacy UEs can be triggered using this mechanism.

· Legacy OTA ("over-the-air") mechanism can be used to write to the USIM the trigger actions by applications running on UEs without MSISDN.

· Compression supported.
· Similar interface and mechanism can be re-used for small data transmission (Mobile originating SMS) without the need for CS infrastructure, MSISDN.

Drawback:

· Significant impact in the MTC-IWF to support SMS encoding.

Alternative 2:

Benefits:

· Can go up to 255 octets for a single new information element. N x 255 octets, if more than one new information element is included.

· Legacy UEs can be triggered using this mechanism (if Downlink Generic NAS transport message is re-used).
· No impact to existing procedures

· Minimal impact to MME.

· In connected mode, NAS can simply send this message encapsulating trigger information.

Drawback:

· If a new NAS message is defined, legacy UE(s) cannot be supported.
* * * End of Change * * * 
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