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Abstract of the contribution: This paper discusses the issues of carrying application data by the 3GPP device trigger with regard to charging and delimitation to small data transfer. It is suggested to define a clear separation between small data for application data transfer and triggering for initiating connectivity.

1. Introduction

With regard to triggering the discussion is ongoing whether the trigger also delivers application data. And related to that whether a device trigger is actually also triggering some event for the 3GPP system, i.e. a bearer setup, or whether it could be also some deferred or conditional trigger. This paper discusses the implications. Further last SA2 meeting updated the charging requirements for MTC Device trigger using the MTCsp interface in Technical Report 23.888. The chargeable events of triggering approaches that may include application data transfer or that are conditional or deferred are also discussed.

2. Discussion

The conclusions about MTC triggering reached so far describe basically the control plane interaction for setting up communications between device and MTC server. It is still under discussion whether and what additional information a trigger request may provide and whether it needs to be delivered to the device. Such additional information could be: 

-
the identity of the application;

-
a request counter associated to this request allowing to detect duplicated requests, to correlate requests with their acknowledgement and to allow the application to cancel a request;

-
optionally the IP@ (or FQDN) and/or TCP (or UDP) port of the server/application that the UE has to contact;

-
optionally an urgency request indication;

-
optionally transparent application specific information ( which may comprise all the information above).
Those information elements might be used or needed on device/application side, but potentially also for some 3GPP system specific functionality. The usage of such parameters depends on the specific approach for triggering. Basically there are two: establishing and maintaining communications from network side or providing the device with information to initiate and maintain communications from device side.

The comparison is affected by additional requirements that have no clear status yet. Some proposal is that triggering may have more differentiated results, like no action for a trigger with a condition, communications using small data transfer or bearer setup when more efficient for communications. 

Also such differentiated triggering can be modelled as device or as network based. In the device based model some application data from the MTC server are delivered to the device and the device and/or its application acts accordingly using separate APIs for small data or bearer setup. For the 3GPP system such a differentiated trigger would reduce to some application data transfer as it is application dependent whether there are any further activities. Therefore such an approach is no device trigger feature anymore. It is transfer of some small data with certain chance of a device initiated bearer establishment or small data transfer afterwards. 

For the network based model the MTC server and/or its application selects small data transfer or bearer setup based on the anticipated application data traffic similarly as it may be assumed for device to select for device initiated communications.

There is also some mixture of the two models possible where the MTC server decides for using a bearer, which requires a bearer setup. And a function somewhere in between generates some application message that is transferred as small data to a dedicated application on the device that is just responsible for bearer setup. This approach is merely a vehicle to map a network side initiated bearer setup into a device initiated bearer setup as network might not deploy support for network initiated bearer setup, which seems because the majority of communications scenarios are client/device initiated. Initiation by small data is however also no standardised device feature so far. It is part of specific applications. With regard to efforts and resource usage it is however questionable whether this model is suitable when the demand for network side initiated communications increases. It requires always that a small data service is implemented by device and network and it needs to be used with its inherent signalling load although just a bearer setup is wanted.

Another aspect may be a need for coping with private addressing and firewalls. Establishing communications always from device side might be considered as a tool enabling NAT/firewall traversal. It is however not sufficient to trigger the device to send some (arbitrary?) data (to what destination?). For such an approach it is obviously required to trigger the application on the device to send some sensible data to the MTC server so that the path in the reverse direction is opened. Such an application level trigger requires transfer of small data to the application on the device. And the application on the device may decide for any potentially needed communications setup and send data to the MTC server as appropriate. A triggering approach that just causes a device to setup a bearer and does not trigger any application layer signalling is not suited to enable NAT/firewall traversal for data sent by the MTC server.

Another problem occurs with charging for triggers. Should triggers that carry application level information be charged differently as it is including small data transfer? Or, when small data transfer is used for carrying bearer and/or application level triggers shall there be differentiated charging for small data when carrying trigger information? 
Taking small data via SMS as an example: Should an SMS carrying a trigger be charged differently than an SMS that carries small data? So should the system analyze the SMS content? Or should the system provide separate access interfaces for small data and trigger SMSs? This would become quite complex and may finally not prevent using a trigger SMS for small data and vice versa given there is any gain like getting different SMS tariffs.

But also for plain bearer triggering it is not clear what a chargeable event should be. Two or more servers may run applications on the same UE. The bearer may be already set up when there is a need for communication. So is a request for MT communications by an MTC server a chargeable event when the bearer is already established?

It may be more useful to rely on existing charging information like number of context establishments and duration of contexts and also bill that when there is some interest in guiding applications towards a specific usage of the network’s context and/or signaling resources.

Following the discussion above it can be concluded that a modular approach with a clear separation of functionality is less complex and avoids most of the issues. So it suggested that application level trigger and bearer level trigger should be clearly separated. The application level trigger is small data transfer from 3GPP system point of view. Providing an application level trigger to the device-application may result in a bearer establishment based on a request from the device-application. This may be considered as a conditional (application level) trigger. It is charged as small data transfer. The bearer level trigger does not carry any application data. Charging is covered by existing collection of number of context establishments. Applications on device and MTC server have the control over using small data or bearers for application data transfer.

It might be considered to define a dedicated application on the device that just establishes a bearer based on some specifically defined application data transferred as small data to the device. This is however inefficient considering the related signaling overhead and also that this not suited to establish NAT/firewall traversal from MTC server towards targeted application on the device. If there is a need for NAT/firewall traversal it may be considered to transfer application data as small data to the device/application and the application can initiate a bearer and reply to the MTC server via the bearer. Alternatively the bearer is established without extra small data transfer usage.

3. Conclusion

As a conclusion application level triggering shall be handled by small data transfer independent from bearer level triggering. Application level triggering is transparent for the 3GPP system and accomplished by a small data transfer initiated by the MTC server. Applications on device and MTC server decide on using small data transfer or bearer services for application data transfer. Charging is separated into charging for small data transfer and for establishments and duration of bearer services. As an example: bearer setup initiated by a small data transfer would result in recording CDRs for a small data transfer and a bearer setup.

4. Proposed update for TR 23.888

7.2.2
MTC Device Triggering – Key Issue 5.8

Editor's note: The conclusions do not imply a decision whether there will be one or multiple triggering methods standardised.

This clause contains the agreed conclusions corresponding to Key Issues 5.8. 3GPP Release 11 specifications should be developed in the following areas:
1)  Delivery of device trigger information from 3GPP system to UE:
a) For MTC Device Triggering when an E.164-MSISDN is assigned to each UE used for MTC, an approach, at least using pre-Rel-11 Mobile Terminated SMS (MT-SMS) shall be supported for delivering the actual trigger information from the 3GPP system to the UE, except for devices that may camp on E-UTRAN cells, whereby the solution is applicable only when the UE also has a CS domain subscription or the UE and network support SMS using SMSoSGs as defined in TS 23.272. This is especially applicable for providing triggers via legacy networks, i.e. networks that don’t deploy any specific trigger delivery mechanism that might be introduced with Rel-11.
Editor’s Note: In order to avoid upgrades to legacy networks a protocol within the SMS body to carry the triggering information identified in 6.40 is FFS.
b) For MTC Device Triggering mechanism shall be specified for devices that not have an E.164-MSISDN.
c) Device trigger information comprises only information as required for bearer establishment. Any application specific information that potentially results in a bearer establishment may be delivered as small data to the device/application and is considered transparent for the 3GPP system.
2)  Submission of device trigger requests from MTC server to 3GPP system:
a) The standardised protocol used from the MTC Server to the 3GPP system via reference point MTCsp should support both triggering with unique E.164-MSISDN (for backward compatibility) and without such an MSISDN. The MTCsp is provided by an MTC-IWF. It is transparent for the MTC server how the triggering information is delivered by the 3GPP system to the UE. 

b) It shall be possible for an MTC server to resolve the MTC-IWF(s) address(es) for a particular UE, e.g. by DNS
c) The MTC-IWF performs PLMN related control functionality such as MTC server authentication, trigger request authorization and shields the MTC server from the actual trigger delivery mechanism used in the PLMN. Charging for triggering is provided by bearer level charging of number of context establishments and duration of contexts.
d) Application level triggering, i.e. trigger information that is delivered to the device application and leaves it for the device application to establish a bearer, the MTC server submits as a request for small data transfer.
3)  3GPP system internal handling of device triggers:
a) The protocols within the PLMN should support an option where the UE can be identified without the use of an E.164-MSISDN. For application level triggering a PLMN may support delivery of MT-SMS submitted with an IMSI as destination address instead of an E.164-MSISDN. However, in order to avoid exposure of IMSI outside of MNO domain, this shall only be allowed for SMEs located in the MNO domain.
b) The MTC-IWF selects the trigger delivery mechanism, performs identifier mapping and protocol translation if necessary, e.g. to reformat the triggered request to match the selected trigger delivery method, and routes the request towards the relevant network entity.
c) For bearer level triggering there remain only two options: there is system signalling for bearer setup, or there is some dummy application on the device that is addressed by an IWF generated messages carried as SMS or small data. And the dummy application initiates bearer setup. The IWF cannot generate specific messages for arbitrary applications. And applications may not want to integrate some 3GPP specific bearer request message into their application protocols. So it is FFS whether such a dummy application is useful. It is better when the MTC server provides an application level trigger directly as small data.
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