SA WG2 Temporary Document

Page 1

SA WG2 Meeting #87
S2-114122
10 - 14 October 2011, Jeju Island, South Korea
(revision of S2-11xxxx)
Source:
Sierra Wireless
Title:
Device element addressable external identifier solution
Document for:
Approval

Agenda Item:
9.10.3
Work Item / Release:
SIMTC / Rel-11
Abstract of the contribution:

This contribution addresses open considerations for the ‘Key Issue - MTC Identifiers’ by proposing an efficient Rel-11 solution that is forward compatible for SIMTC features targeted for post Rel-11.
Discussion

Given the reduced scope of SIMTC for Rel-11, a simple external identifier solution is needed that meets the remaining Rel-11 requirements under the current resource constraints but is forward compatible with the MTC features pushed out past Rel-11 (e.g. Group/Offline triggering, Small Data Transmission, etc.).  
Some of the key considerations for the external identifier that have been discussed but don’t directly map to a MTC identifier requirements documented in clause 5.13 are as follows:

1) Ability to associate/link an external identifier with any of the different addressable types of device elements (e.g. single device as a whole, specific TE connected to a shared MT, specific application installed on a device and a group of devices subscribed to the same MNO) while also associating the external identifier with one or more user subscriptions (depending on the type of device element) e.g. for mapping to IMSI(s), charging, etc.
2) When needed by a service (e.g. MTC Server), the ability to automatically create an external identifier and associated it with one or more user subscriptions (depending on the type of device element).  
3) Ability to configure in a UE an external identifier to be associated with a particular element of the device (e.g. the UE as a whole, a TE in a shared MT or an application installed on the device).
4) Ability to configure (in device and/or network) the PDP/PDN connection configuration parameters (e.g. APN, QoS, etc.) associated with an external identifier.  This configuration enables the network or device, when required, to set up a PDP/PDN connection with the appropriate attributes in response to received DT/SDT messaging that references a specific external identifier.
5) Ability for network to police and charge for the level of granularity of the type of device element being addressed in DT/SDT messaging.
6) Ability to deliver the external identifier to the device in any received DT/SDT messaging so that the UE can internally route the DT/SDT to the addressed element of the device.  This is required even though IMSI or broadcast ID (e.g. CBS MID) is used to internally route the message to device because the IMSI or broadcast ID will not contain the granularity needed by the device to determine the intended device element recipient when addressed to a specific TE or application.
Some of these considerations above could be achieved outside the scope of 3GPP.  However, the considerations in bullets 1 and 2 (group aspects), bullet 4 (network configuration aspects) and bullet 5 require 3GPP specific functionality and have dependencies on the remaining considerations listed above.  Therefore, to support all these considerations in properly layered architecture, it makes good sense to support many or all of these considerations within the scope of 3GPP. 
Taking into account the Rel-11 resource constraints, it is probable that not all of these external identifier solution considerations can be supported in the Rel-11 timeframe. However, care should be taken to develop the Rel-11 external identifier solution in such a way that will allow for future expansion to cover all of these considerations post Rel-11.
Solution
Add support to 3GPP system for external identifiers that are formatted as NAIs with the following format:

XID = “<local-ID>@nai.mtc.<PLMN-domain>” = 
“<local-ID>@nai.mtc.mnc<MNC>.mcc<MCC>.3gppnetwork.org”
Where XID = a local (to the HPLMN) external identifier referring to specific UE subscription(s) while also more specifically referring to one of the following types of device elements:
· the specific UE;
· a specific TE connected to a shared MT;
· a specific application instance on a specific UE; or
· a specific group of UEs (not to be support in Rel-11)

The XID is owned, allocated and managed by the HPLMN of the associated UE subscription(s).  The ‘local-ID’ portion of the XID is local to the HPLMN and thus collisions across HPLMNs are allowed.  The ‘local-ID’ portion of the XID could be formatted as e.g. a non E.164 MSISDN or other format. The ‘PLMN-domain’ of the XID uniquely identifies the HPLMN of the associated UE subscription(s).  This combination results in external identifiers that are globally unique but are locally allocated by MNOs.
The MTC Server can request an XID from the HPLMN to be associated with a device element of UE(s) subscribed with the HPLMN.  This could be done through procedures outside of 3GPP or through procedures defined as part of the 3GPP system (e.g. messaging over MTCsp).  In the request, a subscription related ID (e.g. MSISDN, ICCID, IMSI) could be used to identify the UE subscription(s) to be associated with the new XID.
Once an XID is allocated, manual or OTA configuration procedures can configure the XID and any related configuration parameters (e.g. APN, QoS, etc.) in the associated devices and network elements.  This configuration would link a specific device element (e.g. a UE as a whole, a specific TE connected to a shared MT, a specific application or group of UEs) to the assigned XID.
Once the XID and associated parameters are configured in the device and network, the MTC Server will use the XID for addressing a specific device element over MTCsp or MTCsms in a DT or SDT request.
Upon reception of the DT or SDT message the MTC-IWF (when received over MTCsp) or SMS-C (when received over MTCsms) maps the XID to the internal identifier(s) of the associated UE(s) through interrogation of the HSS/HLR of the HPLMN. Since the MCC and MNC are part of the ‘PLMN-domain’ potion of the XID, the MTC-IWF or SMS-C can use this information in the XID to determine which HLR to interrogate. The network can use the received XID to create charging events for the associated device element in addition to or in replace of charging events for the associated UE subscription(s). After mapping, the messaging is then formatted for the selected message delivery mechanism to the UE(s), with the destination address set to the internal identifier and the XID included as an additional header field or as part of the user data.

Upon reception of the DT or SDT message, the UE uses the XID received in the message to dispatch the message to the associated device element within the device.  If a PDP/PDN connection is required in response to the received message, communication setup parameters configured in the device that are specific to the received XID can be used to initiate the responding communications.
If the device needs to initiate a PDP/PDN connection or SDT messaging on its own (i.e. not in response to received DT or SDT messaging), the device can initiate the communications using communication setup parameters configured in the device that are specific to the XID linked to the initiating device element.
Proposal

This P-CR proposes to make the following changes to TR 23.888 v1.4.0.
* * * First Change * * * *
6.x
Solution – Device element addressable external identifier
6.x.1
Problems solved / Gains provided

See clause 5.13 “Key Issue - MTC Identifiers” and clause 5.8  “Key Issue –MTC Device Trigger”.
6.x.2
General

This solution meets the MTC external identifier requirements for the prioritized Rel-11 features while being forward compatible to support the features pushed out past Rel-11 (e.g. Group/Offline triggering, Small Data Transmission (SDT), etc.). This is achieved by adding support to the 3GPP system for external identifiers that are formatted as NAIs with the following format:

XID = “<local-ID>@nai.mtc.<PLMN-domain>” = 

“<local-ID>@nai.mtc.mnc<MNC>.mcc<MCC>.3gppnetwork.org”

Where an XID is a local (to the HPLMN) external identifier referring to specific UE subscription(s) while also more specifically referring to one of the following types of device elements:

· a specific UE; 

· a specific TE connected to a shared MT

· a specific application instance on a specific UE; or

· a specific group of UEs (not to be support in Rel-11).
The XID is owned, allocated and managed by the HPLMN of the associated UE subscription(s).  The ‘local-ID’ portion of the XID is local to the HPLMN and thus ‘local-ID’ collisions across different PLMNs are allowed.  The ‘local-ID’ portion of the XID could be formatted as e.g. a non E.164 MSISDN or other format. The ‘PLMN-domain’ of the XID uniquely identifies the HPLMN of the associated UE subscription(s).  This combination results in external identifiers that are globally unique, thus supporting roaming scenarios, but are locally allocated by MNOs.

6.x.3
XID creation, configuration and linking

The MTC Server can request creation of an XID by the HPLMN.  The MTC Server requests that the XID to be associated with a specific device element of a subscribed UE(s).  This could be done through procedures defined as part of the 3GPP system that utilize messaging over MTCsp.  In the request for a new XID, a subscription related ID (e.g. IMSI, ICCID, MSISDN) could be included in the request to initially identify the UE subscription(s) to be associated with the new XID.  The HLR/HSS creates and stores the XID and associated configuration parameters as part of the subscription data for the associated UE(s).

Once an XID is allocated, manual or OTA configuration procedures can configure the XID and any related parameters (e.g. APN, QoS, etc.) in the associated devices and network entities.  This configuration would link a specific device element (e.g. a UE as a whole, a specific TE connected to a shared MT, a specific application or group of UEs) to the assigned XID.
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 Figure 6.x.3-1: Creation, configuration and linking of a XID to specific device element(s) in the subscribed UE(s)

6.x.4
DT and SDT using XID

Once the XID and associated parameters are configured in the device and network, the MTC Server will use the XID for addressing a specific device element over MTCsp or MTCsms in a DT or SDT request.

Upon reception of the DT or SDT message, the MTC-IWF (when received over MTCsp) or SMS-C (when received over MTCsms) maps the XID to the internal identifier(s) of the associated UE(s) (i.e. IMSI(s)) through interrogation of the HSS/HLR of the HPLMN of the subscribed UE(s). Since the MCC and MNC are part of the ‘PLMN-domain’ potion of the XID, the MTC-IWF or SMS-C can use this information in the XID to determine which HLR/HSS to interrogate. The network may use the received XID to create charging events specific to the associated device element in addition to or in replace of charging events for the associated UE(s). After mapping, the messaging is then formatted for the selected message delivery mechanism to the UE(s), with the destination address set to the mapped IMSI(s) and the XID included as an additional header field or as part of the user data.
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 Figure 6.x.4-1: Device Triggering specific device element using XID

Upon reception of the DT or SDT message, the UE uses the XID received in the message to dispatch the message to the associated device element within the device.  If a new PDP/PDN connection is required in response to the received message, communication setup parameters configured in the device that are specific to the XID can be used to initiate the responding communications.

If the device needs to initiate a PDP/PDN connection or SDT messaging on its own (i.e. not in response to received DT or SDT messaging), the device can initiate the communications using communication setup parameters configured in the device that are specific to the XID linked to the initiating device element.

6.x.5
Impacts on existing nodes or functionality

Impact on GPRS/EPS architecture
· Dependent on new termination point for the MTCSP reference point in the operator network described in clause 4.3. 

· Dependent on the Device Trigger solution described in clause 6.45.

· Dependent SMS protocols and entities would need to support XID related information.

Impacts on the HSS/HLR:

· New allocation procedures in the HPLMN for ‘local-IDs’ to be used as the ‘local-ID’ portion of the XIDs 

· Storage of new XID and associated parameters in the subscription information for the associated UE(s). 

· Making XID searchable to be able to find the associated UE subscription(s).

· A new or modified existing protocol for the reference point between the HSS/HLR and MTC-IWF/SMS-C to include XID related information.
6.x.6
Evaluation

Benefits:
-
Provides ability to reference many different types of device elements with a single external identifier format, procedures and protocols;

-
Provides ability for device and network to be configured for and take responsive actions that are specific to a granularity coarser (e.g. single device as a whole, specific TE connected to a shared MT, specific application installed on a device) and finer (i.e. groups) than an individual UE;
-
Provides ability to dynamically create, modify and revoke external identifiers as needed by a MTC Server, 3GPP system or MTC User;

-
Does not limit the number of external identifiers that can be associated with an individual UE subscription;

-
Forward compatible solution for MTC features pushed out past Rel-11;

-
Provided globally unique external identifier without dependency on global agency for allocation of IDs;

Drawbacks:

-
Requires HPLMN to allocate and manage ‘local-ID’ portion of XID;

-
Requires other UE subscription identifier to be referenced in XID creation request from MTC Server (could be a more secure message than other MTCsp messaging);

-
Requires storage of new XID and associated parameters in the subscription information for the associated UE(s);

-
Requires XID to be included as additional header field or user data in SMS protocol;

* * * End of Change * * * *
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