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1.  Discussion

Aspects such as scalability, redundancy and resilience of the MTC-IWF are important for the success of the 3GPP access in the MTC domain. Especially for M2M service providers responsible for millions of devices, it is crucial that the communication is robust and can be fully automated. Even if problems in communication setup with a small fraction of the devices were experienced, that would mean that thousands of devices were difficult or impossible to reach. Visiting the sites of the devices for trouble shooting could ruin the business model for machine type communication. 

The device trigger feature plays an important role to make the 3GPP communication link robust and possible to automate. In case there is a network failure affecting the user plane connection or a failure in the MTC Server/Application itself, the possibility to have an alternative method of getting in contact with the device and re-establishing the communication connection to the device, is an advantage the 3GPP accesses have that not all other access technologies share.
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Having redundancy in the MTCsp deployment is in this light a basic requirement. Having an architecture that allows multiple MTC-IWFs would not only provide redundancy but would also solve the scalability issue. More MTC-IWFs are added when more capacity is required on the MTCsp interface. This is already common practice in the 3GPP architecture for providing redundancy and scaling capacity in the core network, e.g. for SGSN, MME, GGSN, SGW, PGW etc. Having multiplicity in servers is also common in IETF architecture, for example configuring primary and secondary DNS servers etc.    
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When one of the redundant nodes fails, e.g. an MTC-IWF, there must be means for another node to take over its operation. A common practice for accomplishing this is to have the necessary data in a common storage. For the subscription related information (e.g. IMSI, MSISDN, External identifier, serving SGSN/MME etc) it is proposed to use the HSS as common storage. A name for the MTC-IWF – HSS reference point is suggested, see below. To avoid requirements on MAP interfaces to the MTC-IWF, it is the assumption that operators using this Rel-11 MTC device triggering feature have an HSS present in their networks. 
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2.  Proposal

Based on the discussion above, it is proposed to add scalability, redundancy and resilience requirements to the architecture description. The MTC-IWF, the HSS and the MTCsp reference point are updated. A new reference point (S6m) between the MTC-IWF and the HSS, is proposed to be added.

First Change

4.4
Network Elements

4.4.1
General

The following 3GPP network elements provide functionality to support the Indirect and Hybrid models of MTC. Additionally, IMS network elements may provide functionality to support the Indirect and Hybrid models of MTC.

NOTE:
As further development of the MTC architecture takes place as well as when additional MTC common functionality and features are addressed, further network elements may be defined.

Editor’s Note: The final naming of any new entities added as part of the SIMTC work is FFS and dependent on the solutions selected as part of the conclusions reached for SIMTC.

4.4.2
MTC-IWF

To support the Indirect and Hybrid models of MTC, one or more instances of an MTC InterWorking Function (MTC-IWF) reside in the HPLMN. An MTC-IWF could be a standalone entity or a functional entity of another network element. The MTC-IWF hides the internal PLMN topology and relays or translates signaling protocols used over MTCsp to invoke specific functionality in the PLMN.

The functionality of the MTC-IWF includes the following:
-
terminates the MTCsp reference point;

-
may authenticate the MTC Server before communication establishment with the 3GPP network;

-
may authorize control plane requests from an MTC Server;

Editor’s Note: The set of request messages from the MTC Server to the MTC-IWF are FFS and are dependent on the solutions selected as part of the conclusions reached for SIMTC.

-
may support secure communications between the 3GPP network and the MTC server;
Editor’s Note: Solutions for the security related functionality described in the three bullets above are in the scope of SA WG3.

· lookup in HSS based on E.164 MSISDN or on the external identifier. Information returned shall include IMSI and serving SGSN/MME; 
-
an HSS resolution mechanism for use when multiple and separately addressable HSSs have been deployed by the network operator (see the SLF / Diameter Proxy agent specified in subclause 5.8 TS 23.228);

The characteristics of the MTC-IWF includes the following:
-
multiple instances of the MTC-IWF can be used to achieve a scalable and redundant architecture;

-
it should be possible for an MTC Server to know two or more MTC-IWFs to ensure operation if one MTC-IWF fails;

-
the MTC-IWFs expects the MTC Server to repeat requests that hasn’t been acknowledged in case of MTC-IWF failure. Repeated requests can be sent to the same MTC-IWF instance (if successfully restarted) or to another MTC-IWF instance known by the MTC Server.
-
internal entities communicating with an MTC-IWF and used protocols shall be robust to single MTW-IWF failure;
Editor’s Note: Additional MTC functionality in the MTC-IWF is FFS and dependent on the solutions selected as part of the conclusions reached for SIMTC.

4.4.3
HLR/HSS

HLR and HSS specific functionality to support the Indirect and Hybrid models of MTC. This includes the following:
-
support for a S6m reference point where MTC-IWFs connect to HSS;
-
provide the MTC-IWF with subscription information for the purposes of delivering triggering information to a UE;
-
lookup in HSS based on E.164 MSISDN or on the external identifier;

Editor’s Note: Additional MTC functionality in the HLR/HSS is FFS and dependent on the solutions selected as part of the conclusions reached for SIMTC.

4.4.4
GGSN/PGW

GGSN and PGW specific functionality to support the Indirect and Hybrid models of MTC:

Editor’s Note: Specific MTC functionality for the GGSN/PGW is FFS and dependent on the solutions selected as part of the conclusions reached for SIMTC.

4.4.5
SGSN/MME

SGSN and MME specific functionality to support the Indirect and Hybrid models of MTC:

Editor’s Note: Specific MTC functionality for the SGSN/MME is FFS and dependent on the solutions selected as part of the conclusions reached for SIMTC.

4.5
Reference Points

4.5.1
General

The following 3GPP reference points support the Indirect and Hybrid models of MTC.

NOTE:
As further development of the MTC architecture takes place as well as when additional MTC common functionality and features are addressed, further reference points may be added.

4.5.2
List of Reference Points

The description of the MTC related reference points:

MTCi:
It is the reference point an entity outside the 3GPP system uses to communicate with UEs used for MTC via 3GPP bearer services/IMS. 
MTCsms:
It is the reference point an entity outside the 3GPP system uses to communicate with UEs used for MTC via SMS.

MTCsp:
It is the reference point an entity outside the 3GPP system uses to communicate with the MTC-IWF related control plane signalling.
S6m:
It is the reference point between the MTC-IWF and the HSS used for lookup of subscription related information.

Editor’s Note: The final set of reference points used to support the Indirect and Hybrid models of MTC is FFS and dependent on the solutions selected as part of the conclusions reached for SIMTC.

Protocol assumption:

-
MTCi could be based on Gi, SGi and Wi interfaces. Existing protocols over those reference points such as RADIUS/Diameter as specified in TS 29.061 [4] can also be supported over MTCi.

Editor’s Note: It is FFS if MTCsms will be based on pre-existing protocols between SMS-SCs and SMEs that are out of scope for 3GPP or based on a new protocol that is within scope of 3GPP.

4.5.3
Reference Point Requirements

4.5.3.1
MTCsp Reference Point Requirements

The MTCsp reference point shall fulfil the following requirements:

-
connect a MTC-IWF to one or more MTC Servers;

-
optional security and privacy protection for communication between the MTC-IWF and MTC Server;
Editor’s Note: Solutions for the security related functionality described in the above bullet are in the scope of SA WG3.

Editor’s Note: Additional MTC reference point requirements are FFS and dependent on the solutions selected as part of the conclusions reached for SIMTC.
-
the protocol used on the MTCsp should support repetitions and switching MTC-IWF to ensure operation if one MTC-IWF fails;

-
the protocol used on the MTCsp should allow the MTC-IWF and the MTC Server to detect duplicated trigger request and response messages; 
4.5.3.2
S6m Reference Point Requirements
The S6m reference point shall fulfil the following requirements:

-
connect a MTC-IWF to HSS;
-
provide the MTC-IWF with subscription information for the purpose of delivering triggering information to a UE;
Editor’s Note: It is FFS if an existing HSS interface can be reused, such as the Sh specified in TS 29.328.

4.6
High Level Functions

4.6.1
General

The following functions describe the MTC functions performed within this system.

Editor’s Note: The set of functions for MTC specific logic are FFS and are dependent on the solutions selected as part of the conclusions reached for SIMTC.

NOTE:
As further development of the MTC architecture takes place as well as when additional MTC common functionality and features are addressed, further functions may be defined.

4.7
Authorization and Security

Authorization and security measures may be applied to MTC reference points when communication extends beyond the boundary of the 3GPP system.

Editor’s Note: The authorization and security measures needed are to be studied and specified in SA WG3.
4.8
Protocol Stacks

4.8.1
User plane
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Figure 4.8.1-1: User plane stack for Machine Type Communication architecture

NOTE 1: Both transparent and non-transparent models as defined in TS 29.061[4] can be used in the connectivity with the PDN where the MTC Server is.

NOTE 2: The internal user plane architecture of the MTC Server is out of scope of 3GPP, the MTC UP Function is optional and is shown for illustration purposes in order to indicate that if such entity exists it resides in the domain of MTC Server.

Editor’s Note: Impacts on the protocol stack in the internal nodes, when 3GPP UE is acting as a capillary network are FFS.
4.8.2
Control plane

4.8.2.1 MTC Server-MTC-IWF MTCsp reference point
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Figure 4.8.2.1-1: MTCsp protocol stack for Machine Type Communication architecture

NOTE 1: The MTCsp reference point can map to a protocol or number of protocols.

Editor’s Note: Whether the interface between the MTC-IWF and the various 3GPP PLMN Network Elements can map to a number of protocols that may be same or different from the ones used in MTCsp is FFS. In this respect it is also FFS whether the MTC-IWF simply proxies requests from MTC Server or performs protocol translation.

Editor’s Note: It is FFS whether the protocol stack of MTC-IWF remains the same in case of direct and indirect model as described in section 4.2. 

4.8.2.2 MTC Server-SMS SC MTCsms reference point
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Figure 4.8.2.2-1: MTCsms protocol stack for Machine Type Communication architecture

Editor’s Note: It is FFS whether MTCsms is within the scope of 3GPP to specify. 

End of  Changes
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