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Abstract of the contribution: A proposal for implementation of a trigger delivery function in the MTC IWF is made. The Device Trigger Gateway Solution in 6.45 is used as a baseline, but simplifications as outlined in the discussion part are made, e.g. making device triggering a pure control plane feature. A Rel-11 conclusion to the Device triggering feature is proposed.   
1.  Introduction

A proposal for implementation of a trigger delivery function in the MTC IWF is outlined. It includes an optimized routing of the trigger information directly via the serving SGSN/MME to the UE with full support for PS-only/MSIDSN-less. It also includes a routing of the trigger information using the SMS infrastructure for maximum support in legacy networks and roaming situations. 

The outlined proposal is added as a conclusion to the Device triggering feature and clause 7.2 is updated accordingly.   

2.  Discussion

On a general level, the Device Trigger feature is a service to MTC applications using mobile networks, to get in contact with MTC devices, using an alternative path then the normal E2E IP connection. It could be used in any situation where the MTC Application/MTC Server has lost or need to establish the E2E IP connectivity with an MTC device. 

It is believed that this best done as a pure control plane solution, which might be most robust in a situation where the E2E IP connections need to be recovered.   
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Some agreements in SA2 so far:

· Signaling via a new MTCsp reference point. New protocol TBD.

· The UE to be triggered is identified on MTCsp using a new identifier – translated by the MTC IWF to the IMSI 

· Agreed that MT-SMS shall be one “trigger delivery” method. Works also in roaming and legacy networks.

· A second “trigger delivery” method is being discussed. Supposed to be designed with full PS-only/MSISDN-less support from the beginning.
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Three main solutions for a second trigger delivery method have been discussed:

A) The trigger information is routed via the HLR/HSS and the serving SGSN/MME to the UE.

B) The trigger information is routed directly via the serving SGSN/MME to the UE.

C) The trigger information is routed via the GGSN/PGW/SGW and the serving SGSN/MME to the UE.
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The benefits with alternative B) are:

· The overall system impact is limited, with minimum number of nodes affected.

· A pure control plane method that might have good characteristics for robustness, trigger delay/response time and less risk of overloading multiple network nodes.

· The SGSN/MME can provide detailed feedback to the MTC Server in case the trigger for some reason fails (e.g. “UE unknown in the SGSN/MME”, “UE is in detached state – UE initiated”, “UE is in detached state – network initiated”, “UE does not respond to paging”, “UE does not respond to paging and a missing periodic RAU/TAU has been registered for the UE”, etc).  Translating different network statuses, to appropriate cause codes reported back to the MTC Server/MTC Application, can help to avoid excessive repetitions of the device trigger and hence avoid overload situations. 
Trigger delivery from the SGSN/MME to the UE and the MTC Application needs specific consideration. It is proposed to use delivery in NAS in combination with the normal paging/service request procedure. For GERAN a somewhat different solution would have to be found (not addressed further in this paper). 
2.  Proposal

Based on the discussion above, a minimized version of the “Device trigger gateway solution” 6.45 is proposed. It could either be documented as changing clause 6.45 or as adding a clause 6.45b as proposed below.     
First Change

6.45b
Solution – Device trigger gateway solution - minimized version for Rel-11
6.45b.1
Problem Solved / Gains Provided

See clause 5.8 
"Key Issue – MTC Device Trigger", 

clause 5.3 
"Key Issue – IP Addressing",

clause 5.11
"Key Issue - Decoupling MTC Server from 3GPP Architecture" and

clause 5.13 
"Key Issue - MTC Identifiers".
6.45b.2
General

This solution shows how the key issue MTC Device Trigger can be solved with a control plane Device Trigger Gateway (DT-GW) function in the HPLMN that is flexible enough to transparently, from MTC Server/Application perspective, utilize different 3GPP services available within a particular PLMN for delivery of device trigger information from the 3GPP system to the UE while providing a single protocol for submission of the device trigger request from the MTC Server to the 3GPP system. 
Two trigger delivery methods are included in this solution. One method that uses MT-SMS which works in existing network and that supports the roaming case without any upgrades to the serving network or the UE. A second method that requires upgrade in the serving network e.g. SGSN/MME and RAN nodes, and upgraded functionality in the UE. The second method can be used in the PS-only and MSISDN-less case. 

A MTC IWF could be implemented as a standalone physical entity or a functional entity. At least one MTC IWF is deployed in a HPLMN that supports the MTC device trigger feature. The MTC IWF function is deployed on the boundary between the HPLMN and the public Internet, Intranet or ISP. 

The device trigger request is submitted by the MTC Server to the HPLMN of the subscribed device over the MTCsp reference point, as described in the architectural reference model for MTC (clause 4).

6.45b.3
Submission of device trigger request from MTC Server to HPLMN

At any given point of time, there is one or more reachable MTC-IWF with DT function capability that is reachable from any authorized MTC Server. The MTC-IWF terminates the MTCsp reference point which is used for submission of a device trigger request from an authorized MTC Server to the HPLMN. 

The authorized MTC Server determines the IP address/ports for submitting device trigger request over MTCsp through either local configuration in the MTC Server or DNS resolution. Once the IP address/ports of an MTC-IWF are known, the MTC Server submits a device trigger request to the MTC-IWF encapsulated in an IP packet.
How it is ensured that only authorized MTC Servers can send trigger requests and how to make sure a trusted MTC Server only sends trigger requests for a device for which the MTC Server is authorized to trigger, is for further study by WG SA3.
6.45b.4
HPLMN internal handling of device triggers

The next step is for the DT function to determine the device trigger delivery service and route to utilize for delivery of the device trigger to the UE used for MTC.  This decision is based on the following criteria (operator specific policies or implementation specific criteria may override):

· if the serving SGSN/MME (i.e. in HLPMN or VPLMN) of the UE and the UE itself supports reception of trigger information, the trigger is sent to the SGSN/MME; otherwise 

· the MT-SMS is used for delivery of the trigger information 
· 
· 
· 
· 
· 
A lookup at the HSS is done based on the external identity to gather information on the serving SGSN/MME and the IMSI for the UE.  For HSS that conforms to the User Data Convergence (UDC) as is specified in TS 23.335 & TS 29.335 no specific selection of HSS is required. When multiple and separately addressable HSSs have been deployed by the network operator, an HSS resolution mechanism such as SLF or a Diameter Proxy agent specified in subclause 5.8 TS 23.228 would be required.
If the serving SGSN/MME or the UE does not support reception of trigger information and no MSISDN was provided in the trigger request received by the MTC IWF over MTCsp and the SMS-SC does not support MSISDN-less operation, then a reject with an appropriate cause shall be sent back on the trigger request to the MTC Server.
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Figure 6.45b.4-1: MTC device trigger function  architecture with the two possible DT delivery services 

The interrogated HLR/HSS returns the latest information available for the specified UE. This includes serving SGSN/MME, IMSI, and subscribed APN.
The MTC-IWF is a pure control plane function which delivers the trigger information towards the UE regardless of PDP/PDN connection state. The response to a trigger (e.g. establishing a PDP/PDN connection if necessary) is a decision of the MTC Application in the UE. If the trigger information cannot be delivered to the UE, detailed cause code information would be returned by the SGSN/MME and forwarded by the MTC IWF to the MTC Server/MTC Application. 
MTC Servers are expected to use device trigger requests when:

· the IP address of the UE is unknown; 

· the IP address of the UE is known, but the UE does either not respond at all to application specific requests (in the user plane), or an erroneous or unexpected response is received (e.g. wrong application specific id, etc), or an application specific timer associated to the IP address has timed out (e.g. in some IPv4 NAT cases), etc.

In both cases application specific information in the trigger information would request the application in the UE to connect and register its IP address/ports and application specific identities at the MTC server.
The MTC Server may optionally use the Radius/Diameter interface at the Gi/SGi reference point (as described in clause 16 of TS 29.061 [4]) to receive reports on the status of the PDP/PDN connections (i.e. PDP/PDN connection establishment/disconnection and IP address changes) for UEs under its responsibility. This information may be used at the decision whether sending device trigger request is needed or not. 


To support the charging of device triggering, the MTC IWF generates charging events based on the triggering indications sent by the MTC Server. To support this, an Rf reference point is defined between the MTC-IWF and the CDF entity.
6.45b.5
Delivery of device trigger from HPLMN to UE

Two device trigger delivery methods can be used:

a)
via SMS-SC for delivery using SMS; or

b)
via SGSN/MME, when the SGSN/MME and the UE itself supports reception of trigger information.






The deployment of these trigger delivery services could be done in a phased approach without impacting the MTC Server implementation which will be largely transparent to the delivery service mechanism selected by the DT function.
Method a) uses the SMS infrastructure and existing functionality in the UE to deliver the trigger information to an application in the UE (see for example subclause 6.44, 6.52  and subclause 7.2). 

Method b) would use a new RAT specific method to deliver the trigger information to the UE. See next subclause.

6.45b.5.1
Delivery of device trigger information
The MTC IWF receives a Device trigger request, makes a lookup in HSS to get the serving SGSN/MME and the IMSI, unless this information is already known in the MTC IWF e.g. by caching. The MTC IWF then forwards the Device trigger request with the trigger information to the serving SGSN/MME. Since the paging procedure may take some time, the MME may immediately acknowledge the trigger request. If there is more than one serving node, the MTC IWF may send to each serving node.
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Figure 6.45b.5-1: Delivery of Trigger information to the UE (E-UTRAN example)
When the trigger information shall be delivered to the UE and if the S1 and RRC connections are not established for the terminal, the MME first needs to perform paging which triggers the UE to send a Service request message. For a minimized RAN impact, it is reasonable to assume that the Service request is followed by a normal connection setup and bearer establishment. This is shown in the figure above. 

When the connection has been setup, the MME sends the trigger information in a NAS message. At successful delivery of the trigger information the MME replies to the MTC IWF with an appropriate cause code and the trigger information. At unsuccessful delivery, the MME replies to the MTC IWF with a cause code indicating the type of error.
The MTC IWF forwards the trigger response to the MTC Server. The trigger information in the response message may be useful for the MTC Server since it could include e.g. application specific transaction identifier etc. The cause code sent by the MTC IWF to the MTC Server, may be used e.g. to decide if and when it is necessary to repeat unsuccessful trigger requests.
6.45b.6
DT functionality

The DT functionality includes the following:

- 
submission over MTCsp of a device trigger indication messages into the PLMN request from an MTC Server to an MTC-IWF; 


-
authorization that the device trigger request is from a trusted MTC Server;

-
authorization that the UE used for MTC addressed in a device trigger request is from a MTC Server that is authorized to trigger the addressed UE used for MTC;

- 
lookup of UE specific information at the HSS;

-
delivery of the device trigger information to the UE routed via the serving SGSN/MME if it and the UE itself supports such reception, otherwise routed via SMS. Operator specific policies and configuration may also be used in determining which route to use ;

-
reformatting, as needed, of the device trigger information to match the format required for the selected delivery method;


- 
generation of accounting messages at the CTF; and

-
Appropriate e.g. error handling, error logging and/or error notification when trigger indication is determined to be invalid or unauthorized.

The UE used for MTC must be capable of receiving, interpreting and providing a trigger indication to the appropriate MTC application on the UE, as the content of the trigger information is application specific.

6.45b.7
Impacts on existing nodes or functionality

Impact to the Core Network:

-
Deployment of theMTC IWF;

-
New reference points (Sms, SGm and S6m) to connect the MTC-IWF to SMSC, to SGSN/MME and to HSS. The SGm reference point need to be specified as a roaming interface ;
-
New instance of pre-defined reference point (Rf) to connect the CDF;
-
Storage of the serving MTC-IWF of a particular UE used MTC and possibly the UE’s device trigger delivery service capabilities;

-
HSS or MTC-IWF to store addresses of authorized MTC servers for device triggering of a particular MTC device;

-
HSS or MTC-IWF to store network operator policy information used for device trigger delivery service and route.

6.45b.8
Evaluation

Benefits:
-
Remove the burden of determining the type of trigger delivery service to invoke and support from MTC Server implementation;

-
Allow for alternative trigger delivery services to be utilized across MNOs without impacting MTC Server on the device trigger request submission functionality (i.e. delivery to UE transparent from submission to HPLMN);

-
Allows for secure authorization and delivery of device triggers from authorized MTC Servers;

-
Supports both MSISDN-based and MSISDN-less subscriptions (with phased rollout approach and/or simultaneously support);
-
The overall system impact is limited, with minimum number of nodes affected;
-
A pure control plane method that might have good characteristics for robustness, trigger delay/response time and less risk of overloading multiple network nodes;
-
The SGSN/MME can provide detailed feedback to the MTC Server in case the trigger for some reason fails. Translating different network statuses, to appropriate cause codes reported back to the MTC Server/MTC Application, can help to avoid excessive repetitions of the device trigger and hence avoid overload situations.
Drawbacks:

-
Requires new device trigger information to be stored in HLR/HSS;

-
Requires new MTC IWF function in the HPLMN;
-
Requires support in the VPLMN SGSN/MME and in the UE;
-
Requires new instances of pre-defined reference points or new reference points;

Next Change

7.2.2
MTC Device Triggering – Key Issue 5.8

Editor's note: The conclusions do not imply a decision whether there will be one or multiple triggering methods standardised.

This clause contains the agreed conclusions corresponding to Key Issues 5.8. 3GPP Release 11 specifications should be developed in the following areas:

1)  Delivery of device trigger information from 3GPP system to UE:
a) For MTC Device Triggering when an E.164-MSISDN is assigned to each UE used for MTC, an approach, at least using pre-Rel-11 Mobile Terminated SMS (MT-SMS) shall be supported for delivering the actual trigger information from the 3GPP system to the UE, except for devices that may camp on E-UTRAN cells, whereby the solution is applicable only when the UE also has a CS domain subscription or the UE and network support SMS using SMSoSGs as defined in TS 23.272. This is especially applicable for providing triggers via legacy networks, i.e. networks that don’t deploy any specific trigger delivery mechanism that might be introduced with Rel-11.

Editor’s Note: How to upgrade the Mobile Terminated SMS (MT-SMS) delivery mechanism to support MSISDN-less and PS-only is FFS.
Editor’s Note: In order to avoid upgrades to legacy networks a protocol within the SMS body to carry the triggering information identified in 6.40 is FFS.

b) For MTC Device Triggering if the serving SGSN/MME of the UE and the UE itself supports reception of trigger information, the trigger is sent from the MTC IWF to the serving SGSN/MME. PS-only and MSISDN-less operation is supported.

2)  Submission of device trigger requests from MTC server to 3GPP system:

a) The standardised protocol used from the MTC Server to the 3GPP system via reference point MTCsp should support both triggering with unique E.164-MSISDN (for backward compatibility) and without such an MSISDN. The MTCsp is provided by an MTC-IWF. It is transparent for the MTC server how the triggering information is delivered by the 3GPP system to the UE. 

b) It shall be possible for an MTC server to resolve the MTC-IWF(s) address(es) for a particular UE, e.g. by DNS

c) The MTC-IWF performs PLMN related control functionality such as MTC server authentication, trigger request authorization and charging, and shields the MTC server from the actual trigger delivery mechanism used in the PLMN.

3)  3GPP system internal handling of device triggers:
a) The protocols within the PLMN should support an option where the UE can be identified without the use of an E.164-MSISDN. A PLMN may support delivery of MT-SMS submitted with an IMSI as destination address instead of an E.164-MSISDN. However, in order to avoid exposure of IMSI outside of MNO domain, this shall only be allowed for SMEs located in the MNO domain.

b) The MTC-IWF selects the trigger delivery mechanism, performs identifier mapping and protocol translation if necessary, e.g. to reformat the triggered request to match the selected trigger delivery method, and routes the request towards the relevant network entity.
End of  Changes
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