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1.
Introduction

The BBAI BB I study phase is finished, the conclusion clause states that any further enhancements to this building block should be included directly in TS 23.139 and TS 23.203. One of these enhancements will be to select a solution to inform the H(e)NB about the public IP address assigned by the BBF domain to the NATed RG that is used for this H(e)NB, this public IP address is referred in this document as the H(e)NB local IP address
. A solution will enable PCRF to initiate an S9a session for admission control to the BPCF in the BBF domain,

This open issue was acknowledged in SA2#84 by including an editor´s note in the TR 23.839 that still remains under clause 5.1.3.2.1. “ The solution on how the H(e)NB's public IP address and the port number can be obtained for the case when NAT/NAP-T is present between the H(e)NB and SeGW is FFS”.

In the next section we will analyse the solutions documented in the discussion paper (S2-113665 [1]) and those discussed offline as well. Finally, we propose text for TS 23.139.

2.
Discussion

2.1
Analysis of discussed solutions in BBAI contributions

Two solutions have been discussed in several contributions in the previous SA2 meetings

· Solution A (described in S2-113665 [1]) : in this solution the H(e)NB discovers that is behind a NAT as part of the IPSec tunnel establishment procedure then request the SeGW to provide the H(e)NB local IP address and the assigned UDP port number.

· Solution B (described in S2-113665 [1]): in this solution the H(e)MS provides the HeNB local IP address to the H(e)NB.

The following issues are identified with solution A:

· It requires extensions to IKEv2 signalling impacting both the H(e)NB and the SeGW, then no admission control function in the BBF domain will be performed when an IPSec Tunnel is set up between legacy H(e) NB and SeGW.

· These extensions may be 3GPP vendor specific extensions to IKEv2 protocol or a new standard track RFC would be needed. This issue is solved by the SA3 LS response [3] that replies that a standard track RFC is the recommended approach since this feature should be available in SeGW and IKEv2 implementations commonly used in the IP world.


The following issues are identified with solution B:

· How the H(e)MS provides the H(e)NB local IP address to the H(e)NB is not explained in the discussion paper. During the email discussions it was proposed to use the H(e)NB location verification procedure as described in S2- 105187 [4]. This contribution was noted at SA2#81 and has not been brought  back again as a viable option, therefore:

· The proposal to define how the location verification works for the case of 3GPP and BBF IW is not defined in TS 23.139. 

· An analysis of S2-105187 identifies that the proposal:

· Requires a new reference point between the H(e)MS and the 3GPP AAA.

· Places new assumptions towards BBF that includes new messages over STa,

· New functionality in the 3GPP AAA to keep the relation between the different IP addresses assigned to the HeNB so that they can be correlated and provided to the H(e)MS.

· It is not explained how to notify the H(e)MS when the H(e)NB local IP address changes.

· It is not explained in which procedure a new H(e)NB local IP address will be provided to the MME. 

Conclusion 1: The number of open issues in Alternative B makes this solution not feasible as a way forward.

2.2
Discussion on the process

It has also been discussed about the process of progressing 3GPP endorsed solution towards IETF, our understanding is that interested companies work to progress the issue in IETF via IETF normal process (e.g. writing/progressing necessary drafts). Which 3GPP WG takes ownership of the work depends on the WG owning the stage 3 spec (e.g. if CT1 owns the spec then that would be the WG) but individuals from interested companies do the actual work in IETF.

How long it can take is anyone's guess and we have enough examples of 3GPP driven work in IETF in various 3GPP WGs already, so the guesses on the timeline is just pure guess at this point in time.

If an existing IETF WG can be responsible for the IKEv2 extensions then there are more chances that the work is done in Rel-11 Time frame. IETF WG “IP Secuity Maintenance and Extensios (ipsecme) is a candidate to do this work.

Conclusion 2: It is not possible at this point in time to predict the timeline for completion of IKEv2 extensions development work in IETF. Existing IETF WG (ipsecme) is a candidate to do these extensions.

2.3 
Discussion on the Stage 3 work
The responsibility of the H(e)NB to SeGW interface and the required extensions is not decided. SA3 usually don't do complete stage 3 specs for interfaces.  It is assumed that this responsibility would come under the remit of CT working groups (most likely CT1 or CT4); it is therefore recommended to request the CT WGs to initiate this work (and decide which group takes responsibility).
3. Recommendation 

Based on the discussion and conclusions above, we believe that alternative A provides a viable solution and propose to include the following text in TS 23.139.

In addition proposed LS to CT1, CT4 is attached in S2-114016 to request this working groups to define extensions to IKEv2 with IETF.
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First change

6
Policy and QoS interworking

6.1
General

Multi Access PDN Connectivity for WLAN access located in a Fixed Broadband Access Network implies that a 3GPP UE with multi access PDN connectivity capabilities can connect to  WLAN access located in a Fixed Broadband Access Network as described in TS 23.401 [2] and 23.402 [3].
Integrity and confidentiality protection for S2c trusted scenarios can be optionally activated by the UE or the PDN GW as defined in 23.402 [3]. In the case of confidentiality protection the Fixed Broadband Access Network does not have visibility of the inner header, similarly to what happens to the untrusted S2c case. However, given that DSCP of the outer header is used for packet differentiation, the procedures to support interworking with Fixed Broadband Access Network do not need to change due to the activation of confidentiality protection.

If the H(e)NB is located behind a NATed RG the H(e)NB local IP address is provided to the H(e)NB by the SeGW as part of the set up of the security tunnel with the SeGW using IKEv2 signalling.

The new H(e)NB local IP address information is provided by the SeGW to the H(e)NB then included in S1 signalling to the MME.

End of changes

� The HeNB local IP address is defined as: either the public IP address assigned to the H(e)NB by the BBF domain in the no-NAT case, or the public IP address assigned by the BBF domain to the NATed RG that is used for this H(e)NB. 








