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Abstract of the contribution: This paper discusses different deployment scenarios related to MTC applications and device triggering. The paper discusses issues related to charging and overload control also when multiple MTC applications are supported by the MTC Server and the UE used for MTC.

Discussion

Several solutions for device triggering have been proposed in TR 23.888. Requirements for charging and overload control over MTCsp interface are also under consideration. There is common understanding that MTC-IWF shall perform charging control and overload control related to device triggering. 

For charging purposes, operators should be able to know which MTC service/MTC user is to be responsible for charging of a specific device triggering request. The present notion is that MTC-IWF uses MTC Server address for generating charging records. This is based on the assumption that all trigger requests from a specific MTC Server are from same MTC service provider / MTC user, and have the same charging rate.

In deployments, an MTC Server might host one MTC application only (scenario A), or it may host multiple MTC applications which belong to different MTC service providers / MTC users (scenario B). The figure below shows different deployment scenarios.
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Both, for charging and for overload control purposes over the MTCsp interface, the current consideration focuses on the simple scenario above. The complex scenario might be a useful and a common deployment scenario in the future. For the complex scenario, it would be reasonable to distinguish which MTC application sends the device trigger request, based on the following reasons:

1) Charging:

For the scenario B, MTC applications belonging to different MTC users (MTC service providers) are hosted by the same UE / MTC Server. If the UE supports applications from several MTC users, the operator can not distinguish which MTC user is to be responsible for the triggers, based only on the Device ID and MTC server address. It is also possible that MTC users might have negotiated different charging rates with the operator, e.g. based on the number of MTC devices in the operator network. Hence, it is difficult to use Device ID and MTC Server address only to distinguish which MTC User/ MTC application is responsible for the device trigger requests.

2) Overload control:

For the scenario B, one of the MTC applications might take unusual actions, e.g. send massive device trigger requests due to system/software malfunction. In such cases, the operator might want to identify the offending MTC application for device trigger blocking and for overload control purposes; and at the same time not to block other MTC applications hosted by that MTC server.

Based on the above analysis, it is recommended that SA2 takes the above scenarios into consideration. It is also suggested to include appropriate information (e.g. MTC application ID) in MTCsp interface messages to allow identifying the MTC application / MTC user. This will allow the operator to distinguish the MTC application / MTC user for charging purposes and for overload control functions.
Proposal

This contribution introduces additional requirements for charging and overload control related to device triggering. It is proposed to update the device triggering requirement in TR23.888.

********************************************FIRST CHANGE**************************************

5.8
Key Issue - MTC Device Trigger

5.8.1
Use case description

For many M2M applications there may be an interest to have poll model for communications between MTC devices and the MTC Server. This may be because the MTC User wants to be in control of communication from MTC Devices, and does not allow MTC Devices to randomly access the MTC Server. Also for applications where normally the MTC Devices initiate communications, there may occasionally be a need for the MTC Server to poll data from MTC devices.

If an MTC Server has an IP address available for the device it needs to poll data from, it tries to communicate with the device using the IP address. If the communications fails, or if no IP address is available for the device, the MTC Server can use the MTC Device Trigger to try to establish the communication. This may cause a PDP/PDN connection to be established if it didn’t exist or re-established if it wasn’t working e.g. after an error condition in the network. It is important that it can be guaranteed to the MTC User that MTC Devices can only be triggered by authorized MTC Servers. If the network is not able to trigger the MTC Device, e.g. due to network congestion, the network may report the trigger failure to the MTC Server. The MTC Device Trigger is a service provided by the 3GPP system for the MTC server over control plane signalling.
Triggering of MTC Devices is based on the use of an identifier identifying the MTC Device that needs to be triggered. The identifier used by the MTC User in the triggering request to the MTC Server can be different from the identifier used by the MTC Server in the triggering request to the PLMN network.
5.8.2
Required Functionality

The following functionality is required to trigger MTC Devices:

-
The PLMN shall be able to trigger MTC Devices to initiate communication with the MTC Server based on a trigger indication from the MTC server.

-
The network shall provide a mechanism such that the MTC Device can only receive trigger indications from authorized MTC Servers.

-
Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network shall be able to provide the details of the source (e.g. address) to the MTC User. 

-
The network shall provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).
-
The trigger mechanism shall be able to provide a scalable transmission of trigger request and trigger response messages for multiple MTC Devices in the PLMN and on the interfaces to the MTC Server.

-
The main characteristic of the device trigger feature is the control plane interaction between the MTC Server and the 3GPP system that initiates all necessary functions or procedures within the 3GPP system and towards the MTC Server to enable the MTC Server to send user plane data towards the MTC Device. Any triggering activity on MTC application level, which results in traffic being transferred by the 3GPP system transparently as user plane data, is not considered as device trigger (feature).

-
A MTC Device shall be able to receive trigger indications from the network and establish communication with the MTC server when receiving the trigger indication. Possible options are:

-
Receiving trigger indication in detached state and establish communication.
-
Receiving trigger indication in attached state and the MTC device has no PDP/PDN connection.

-
Receiving trigger indication in attached state and the MTC device has a PDP/PDN connection.

NOTE 1:
There are currently available solutions to trigger MTC Devices (e.g. unanswered CS call attempts, sending an SMS). However, these have disadvantage when used at a large scale (e.g. they are based on MSISDNs), and work only for attached MTC Devices. This key issue will investigate possible improvements over the currently available means for triggering.

NOTE 2:
In reference to the three sub-bullets above (beginning with “Receiving trigger indication in…”), the trigger indication denotes a control plane indication specific to the MTC Device Trigger feature, including the case of the MTC device having a PDP/PDN connection. Reasons for recurring to device triggering in the latter case are e.g. when the MTC Server does not know the IP address assigned to the MTC Device, or when the MTC device does not respond after using MT IP communication e.g. due to network problems or that the IP address has become obsolete, or when the MTC device is not user plane reachable by a MTC Server over the currently established PDP/PDN connections, or because of other reasons where user plane communication needs to be initiated from the MTC device side.

-
A HPLMN supporting the MTC device trigger feature shall provide an interface for reception of a trigger indication into the PLMN in order to be delivered by the network to the addressed MTC device. This MTCsp interface:

-
shall be globally consistent (i.e. the same) across PLMNs supporting the MTC device trigger feature.
-
shall not require the MTC server to have prior knowledge of the current reachability state (e.g. attachment and PDP context/PDN connection states) of the targeted MTC device.
 -
shall allow for providing a validity or life time that indicates how long the network should store the trigger request when it cannot be delivered to the UE, e.g. when the UE is not reachable or when load control prevents immediate delivery

-
PLMNs supporting the MTC device trigger feature shall be able to collect appropriate CDRs for each trigger delivered to a UE. The CDRs shall have information to allow the operator to distinguish which MTC User is to be responsible for the device trigger request. Information for distinguishing MTC applications shall also be included in the CDRs, to allow the MTC users to be charged differently for different MTC applications, such as for supporting specific charging policies of the operator.
NOTE 3:
This interface does not preclude an MTC server from interrogating/monitoring the network for the current reachability state of a MTC device.

NOTE 4:
For backwards compatibility reasons, this interface does not preclude a MTC server from using a pre-existing interface (e.g. submitting an SMS-based trigger indication directly to an SMS-SC).  However, the intention would be for MTC service providers to migrate towards utilizing this new interface for device triggering.
-
The network shall be able to report the success or failure of the trigger (e.g. due to network congestion) to the MTC server, if so requested by the MTC Server.
-
It shall be possible to provide a load control mechanism for the trigger requests, e.g. controlling the ingress rate of triggers from a specific MTC server at the MTC-IWF or the aggregate ingress rate from all MTC servers at the MTC-IWF. It shall also be possible to allow the operator to distinguish and block MTC applications which cause heavy load and/or congestion.
-
NAS level congestion control assumes that the network will not trigger the UE as long as the particular congestion situation remains. Trigger load control mechanisms shall ensure that the network congestion is not exacerbated by UEs that respond to triggers.
Editor’s note: It is FFS how existing or new congestion control mechanism works with the selected triggering solution to control trigger requests.
-
In the triggering request to the PLMN the MTC Server shall use an external identifier to indicate the UE used for MTC that is required to be triggered. 

NOTE 5:
The identifier used by the MTC User in the triggering request to the MTC Server can be a different identifier than the one used by the MTC Server in the triggering request to the PLMN. The identifier used by the MTC User is out of scope of 3GPP standardisation and may e.g. be an application specific identifier.

5.8.3
Evaluation

5.8.3.1
Comparison of the MTC Device Trigger solutions

	Evaluation 
characteristic 

Solution 
	Impact on existing system and UE
	Possibility to trigger device without MSISDN


	Possibility to trigger device without CS subscription


	Possibility to trigger device behind a middlebox (NAT/firewall)
	Load on CS nodes
	Complexity

(incl. issues like need for new entities)
	Efficiency
	Migration

(incl. issues like roaming or interoperation with legacy , MSISDN-less, PS only, triggering when device becomes reachable)
	Comment

(specific issues not covered by other columns)

	6.6  Solution - Triggering of non-attached MTC Devices based on location information provided by MTC User
	
	
	
	
	
	
	
	
	

	6.39 Solution – Triggering MTC devices via HSS and NAS signalling
	
	
	
	
	
	
	
	
	

	6.41 Solution – Triggering of attached MTC Devices by reusing Network Requested PDP Context Activation procedure
	
	
	
	
	
	
	
	
	

	6.42 Solution - Triggering of attached MTC Device via Pre rel-11 SMS
	
	
	
	
	
	
	
	
	

	6.43 Solution - Triggering of attached MTC Device via intermediate node
	
	
	
	
	
	
	
	
	

	6.44 Solution – Device Triggering reuse of MT SMS WAP Push
	
	
	
	
	
	
	
	
	

	6.45 Solution – Device trigger gateway solution
	
	
	
	
	
	
	
	
	


5.8.3.2 Delivery of device trigger information from 3GPP system to UE

When it is possible for an MTC device to receive MT-SMS (e.g., currently over E-UTRAN requires a CS or IMS subscription) and to be associated with an individual MSISDN, for reasons of minimizing impact on the existing system, keeping complexity low and facilitating migration from triggering solutions used today, an MT-SMS based solution shall at least be used for delivering trigger information from 3GPP system to the device. This would also allow roaming in other PLMNs without any upgrade in the visited network. 

A 3GPP network may support more than one trigger delivery methods, e.g. a pre-Rel-11 SMS delivery without any system enhancements and another trigger delivery method to cope with different capability and deployment conditions, e.g. for triggering an MTC device to which no E.164-MSISDN is assigned. 

5.8.3.3 Submission of device trigger requests from MTC server to 3GPP system

The 3GPP network shall support standardized control signalling between the MTC Server and the 3GPP system via the MTCsp reference point for submission of the device trigger requests. The MTCsp is provided by an MTC-IWF.

In order to provide an automated, reliable and scalable mechanism for an MTC Server to determine the address/route of the assigned MTC-IWF(s) for a UE used for MTC to be triggered, e.g. DNS resolution of the address of assigned MTC-IWF for each UE used for MTC that can be triggered over MTCsp shall be supported.
The MTC-IWF performs PLMN related control functionality such as MTC Server authentication, trigger request authorization and charging, and shields the MTC Server from the actual trigger delivery mechanism used within the PLMN.

The protocol used from the MTC Server for submitting device trigger requests to the 3GPP system (and subsequent protocols within the PLMN) should support an option where the UE can be identified without the use of an E.164-MSISDN. 

5.8.3.4 3GPP system internal handling of device triggers
The protocols within the PLMN should support an option where the UE can be identified without the use of an E.164-MSISDN. A PLMN may support delivery of MT-SMS with an IMSI as destination address instead of an E.164-MSISDN.  However, in order to avoid exposure of IMSI outside the MNO domain, this shall only be allowed for SMEs located in the MNO domain. 

The MTC-IWF selects the trigger delivery mechanism, performs identifier mapping and protocol translation if necessary, e.g. to reformat the triggered request to match the selected trigger delivery method, and routes the request towards the relevant network entity.

Synergies might be possible with MTC Small data transmission where MT-SMS or other trigger delivery services are also a candidate for small data transmission.

Editor’s Note: The MT-SMS should be further detailed, including how E.164-MSISDN-less operation is done. This detailing may include both the existing MT-SMS and possible future evolutions.
Editor’s Note: Further evaluation of other solutions will be done. Additional evaluation criteria may be added as part of that.
********************************************END OF CHANGE************************************
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