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Abstract of the contribution:

This discussion paper analyses the problem reported by S2-113455, on PMIPv6 based LIPA S5 bearer path, and suggests for possible solutions to the issue.
1. Introduction

In SA2#86, a potential problem was reported when PMIPv6 is used on LIPA S5 path (S2-113455):
Assuming that the UE may send the Router Solicitation (RS) message, since the RS message from the UE is transferred to the L-GW via the direct user data path, the L-GW will reply with a RA message to the UE. Also the Serving GW periodically sends RA messages to the UE in order to update the lifetime of UE’s IPv6 prefix. Therefore, the UE may receive RA messages from different routers (i.e. the L-GW and the Serving GW). In this case, the UE needs to maintain (e.g. invalidation timer) those two routers in the Default Router List according to the RFC4861. This would lead unefficient resource consumption on the UE since the Serving GW will not be used basically for U-plane transport (e.g. except RA provisioning and the first downlink user packet when paging).
2. Discussion

First of all, the issue reported by the contribution doesn’t really reflect a technical issue, but more of resource consumption:
In this case, the UE needs to maintain (e.g. invalidation timer) those two routers in the Default Router List according to the RFC4861. This would lead unefficient resource consumption on the UE.

More importantly, this may not even be resource consumption issue, as UE may not be able to differentiate L-GW from SGW. In PMIP case, L-GW should use the same link-local address for itself and all SGWs, in order to support seamless handoff. In 23.402, 4.7.1:

The PDN GW shall also provide a link-local address to the Serving GW and the Serving GW shall use the link-local address on the access link shared with the UE

The link-local address is generated by the PGW and sent to the SGW to be used on access link with UE. It is also kept in BCE of UE in PGW. This fixed link-local address will make sure UE sees the same home link upon every HO to the same or different SGW. In RFC5213, 6.8:

For solving this problem, this specification requires that the link-local address that the mobile access gateway configures on the point-to-point link shared with a given mobile node be generated by the local mobility anchor and be stored in the mobile node's Binding Cache entry. This address will not change for the duration of that mobile node's mobility session and can be provided to the serving mobile access gateway at every mobile node's handoff, as part of the Proxy Mobile IPv6 signaling messages.

If L-GW uses the same link-local address responding to UE on direct path, UE will not be able to tell the difference between the L-GW and the SGW, and will not see 2 routers.

Although the problem space reported by S2-113455 is not a real issue, there are other issues associated with LIPA PMIP S5 bearer after some further analysis:

1) For PDN type IPv4, network may choose to use either:

a) IP address allocation during default bearer activation

In this case, the GTP and PMIP based S5 behave the same way, and there is no problem identified.
b) Deferred IP address allocation using DHCPv4

This is not a problem for GTP based S5. For PMIP based S5, PGW may be expecting a unicast relayed DHCPDISCOVER message from SGW (23.402 figure 4.7.1-1, step4). PGW may perform additional verification (figure 4.7.1-1, step5) on GIADDR and "requested IPv4 address" as per previous PBU/PBA exchange with allocated IPv4 address.

4.
Upon receiving the DHCPv4 Discovery message, the Serving GW acting as a relay agent shall add its address in the GIADDR option and add the assigned UE IPv4 address (received from PDN GW at the PBA message), if available in the "Address Request" option, and relay the message in unicast within the PMIPv6 tunnel to PDN GW acting as a DHCPv4 server.

5.
When receiving the DHCPv4 Discovery message, the PDN GW should verify the GIADDR option. Then the PDN GW uses "Address Request" option and/or the PMIPv6 tunnel on which the DHCPv4 message is received to identify the UE binding and update it with the 'client identifier' and 'chaddr' combination for subsequent DHCPv4 procedure. After that the PDN GW extends an IPv4 lease offer and sending the DHCPv4 Offer with the assigned UE IPv4 address.

If L-GW is to allocate the same IPv4 address upon receiving a broadcast (non-relayed) DHCPDISCOVER message, it needs to correlate that message received on LIPA direct path with the S5 PMIP bearer in order to identify the UE binding and to update the binding with appropriate information on 'client identifier' and 'chaddr'.
2) For PDN type IPv6

Network will allocate interface-identifier to UE during default bearer activation and UE uses stateless address auto-configuration after PDN connection is setup. The only different between the GTP and PMIP based S5 is that in PMIP case, the SGW will additionally send unsolicited RA directly to the UE. This should not be a problem as previously analyzed.
3) For PDN type IPv4v6
There is no problem if IPv4 address is allocated during default bearer activation.
If deferred IPv4 address allocation is used, there is no problem for GTP based S5. For PMIP based S5, the SGW is supposed to exchange with PGW to allocate IPv4 address first before relaying DHCPDISCOVER from UE in the PMIP tunnel (figure 4.7.1-1, step2~3), otherwise the PGW can't correlate the DHCPDISCOVER with the right PMIP binding already created for the UE.

2.
The Serving GW sends a Proxy Binding Update (MN NAI, APN, UE Address Info) to the PDN GW in order to request the new IPv4 address and update the current registration. The MN NAI identifies the UE for whom the message is being sent. To request for IPv4 address for the UE, the UE Address Information should contain IPv4 address option set to 0.0.0.0, and the HNP shall be set to the HNP of the IP-CAN Session.

3.
The PDN GW responds with a PMIPv6 Binding Acknowledgement (MN NAI, UE Address Info) message to the Serving GW. The MN NAI is identical to the MN NAI sent in the Proxy Binding Update. The PDN GW takes into account the request from Serving GW and the policies of operator when the PDN GW allocates the UE Address Info. The UE address info returns the assigned IPv4 Address and/or IPv6 prefix previously assigned to the UE during attach, if one was requested in the PMIPv6 Proxy Binding Update message. Otherwise, the PDN GW validates the addresses and returns in the UE Address Info IE the IPv4 address and/or IPv6 prefix received in the Proxy Binding Update message.

Hence the L-GW needs additional mechanism to correlate the DHCPDISCOVER message received on LIPA direct path with S5 PMIP bearer and also additional mechanism to update BCE with allocated IPv4 address because in here, an exchange of PBU/PBA for IPv4 address allocation is not possible.
4) IPv6 Prefix Delegation

IPv6 Prefix Delegation via DHCPv6 has been introduced into TS 23.401 for GTP case and TS 23.402 for DSMIPv6 case in Rel-10. However, IPv6 Prefix Delegation for PMIPv6 is currently not supported in EPS and is still being studied in IETF. Hence, the similar issues discussed above in IPv6 prefix delegation case should be considered also in the future.
3. Solutions
Solution 1:

Since the issue existed for deferred IPv4 allocation only, one solution to this could be to mandate IPv4 allocation during default bearer activation. This would solve the issue for IPv4, but still unclear what issue exists for IPv6 (Prefix Delegation) and how they can be resolved.
Solution 2:

Mandating default bearer activation may be acceptable in most cases. But due to IPv4 exhaustion, deferred IPv4 allocation may become popular. Therefore, one solution could be to clearly document the deviation from existing PGW behavior according to discussion above. The exception will be applicable for L-GW only.
Solution 3:

Another solution is to deprecate PMIP on S5 in LIPA case.
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