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Abstract of the contribution: This is a resubmission of S2-112485. This contribution discusses different NAT traversal mechanisms and proposes way forward on the NAT traversal discussion. 
Discussion
This is a resubmission of S2-112485.
It expected that address translation and the usage of NATs will mainly be a short term problem that will diminish over time, and replaced mid to long term by usage of public IP addresses end-to-end with the introduction of IPv6. Hence, it is desired to try to find solutions to the address translation problem that gives as low impact as possible on the overall system. 

NAT traversal is not per something new. There exist a number of well established principles for NAT traversal. 3GPP have applied some of these, e.g., for the IMS networks.  At the SA2#84 (and also later at SA2#85), there was additional proposals for NAT traversal based on STUN/TURN, and integrating part of the procedures into PGW.  
It is believed that it is essential to understand the different NAT traversal mechanisms, and what type of use cases they are intended for to be able to find a simple solution that can handle the short term migration scenario where NATs may be used. This paper gives an overview of different NAT traversal mechanisms and for what use cases they can be applied.  
Managed NAT / Hosted NAT traversal
The following clause shows some example of architectural overview of a managed NAT / hosted NAT traversal solution.  This type of solution is well suited for networks where you have control of the NAT. 
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Figure 1: NAT is controlled by the network (Managed NAT)

The above figure shows a simple NAT traversal model, where the NAT is controlled by the network to put up NAT bindings in the NAT, and keep the bindings open during the necessary time.  Some form of control function is used to become aware of the UE’s IP address and expected ports to be used, and the address and port of the terminating end. The binding is then configured in the NAT. 

This type of model does not require keep alive signalling from within the network.  Depending on realization, this can also be done without UE and MTC server specific knowledge / procedures. 
Examples of realization of this are: 

-
From IMS, this is realized using the IMS ALG/AGW based hosted NAT traversal solution. For more information, see TS 23.228 Annex G.2.1.

-
Within the MTC study TR 23.888, this type of model is used within clause 6.18 “Solution - MT Communication with NATTT” and also within 6.19 “Solution – MT Communication with Micro Port Forwarding”.
-
Additional, MTC alternatives would be e.g., a combination of 6.18 and 6.19, where the AAA is doing the Micro Port Forwarding and updating the DNS and NAT. See proposal in the end of this document. 
Applicability for M2M:
-
With the current defined scenarios for address translation, this type of methods for NAT traversal appears to be the most applicable, as the operator will in the current models be in control of the NAT. 
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Figure 2: NAT is not under network control (Unmanaged NAT)

The above figure shows a more complex NAT traversal model, where a NAT may be between the UE and the function that handles NAT traversal in the network in addition to a network controlled NAT.  This is most common for residential NATs, but may also be used in the case the NAT traversal would be handled not by the operator, but the far party (owner of MTC server in this case).  This scenario requires that the UE and control function have explicit control signalling to setup the user plane path between UE and Media place control function. 
This type of model does require keep alive signalling from the UE side to the Media plane control function to keep the uncontrolled NAT binding alive. 
Examples of realization of this are: 

-
From IMS, this is realized using the IMS ALG/AGW based hosted NAT traversal solution. For more information, see TS 23.228 Annex G.2.1.

Applicability for M2M:

-
Given that residential type of NATs are not within current scope of 23.888, this is not seen as applicable for current study. This could however be used if the operator NAT is considered as non-managed, and there is a need to handle the NAT traversal on an e2e basis only, between UE and MTC server.  
STUN/TURN

The following clause shows some example of architectural overview of a STUN / TURN relay based solution.  This type of solution is today mostly used to traverse NATs not controlled by the serving network. 
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Figure 3: STUN / TURN

The STUN server is mainly used to discover the public IP address, but can also be used to identify the NAT type used. If the NAT is symmetric, it may be possible for the UE to traverse the NAT towards the Server side directly, and the server can also initiate traffic back through the same IP address / port. 

The TURN server (or STUN relay as it is sometimes called), is used to provide a public address to the UE and handle the NAT traversal of the user plane for NATs that are not managed and are not fully symmetric. The user traffic between the UE and TURN Server is tunnelled to be able to traverse the NAT. All communication is then going through the TURN server. 
This type of solution requires keep alive from the UE, STUN discover functionality, tunnelling of TURN communication etc. 
Examples of realization of this are: 

-
Within 3GPP, this has been defined for possible IMS use cases, see TS 23.228 Annex G.2.2.

-
At SA2#84, a proposal to use a variant of STUN/TURN was presented in S2-112118. 

Applicability for M2M:

-
This method is mainly intended to traverse residential NATs, that cannot be controlled by the operator. There are added complexity of the procedures, both in terms of requirement to have both STUN and TURN in the network, and also from a User Agent side.   

A note on S2-112118 usage of STUN/TURN for M2M:
-
The proposal at SA2#84 tried to use STUN / TURN, but where the User Agent procedures were moved to the PGW from the UE as such. This would give a large impact on the network as full STUN/TURN support would need to be implemented and managed for each UE in the PGW (or GGSN). Additionally, STUN / TURN servers would need to be implemented and deployed.  Considering that the operator would have to invest in both these procedures, it is highly questionable what the added would be compared to simply use a managed / hosted NAT traversal method, that is well proven have less overall impact on the network. 

Conclusion

There are a number of different principles of how NAT traversal can be performed.  

For M2M, the main scenarios to solve for NAT traversal is to handle IP address translation on the border between the operator and external network. These NATs can in general be considered to be managed NATs, of which the operator is control of. 
Taken this into account, the most suitable NAT traversal principle is to use the Managed NAT / Hosted NAT traversal solution, as it will in general give lower impact on the system, than a STUN / TURN based solution. 

It is therefore proposed to concentrate further discussions and proposal on the Managed NAT / Hosted NAT traversal solutions rather than STUN / TURN based solutions. Managed NAT solutions can be implemented without impacting the current 3GPP network, and it would be of interest to further consider such alternatives in favour for alternatives that directly impact the 3GPP networks. 
Furthermore, considering that the address translation problematic is mainly something that is considered as a short term problem, that will be replaced by the more mid and long term solutions using IPv6, it is also believed that there is a need to focus on simple and cheap solution with minimal impacts to the systems.
Proposal

The following proposal is adding a new alternative for the NAT traversal, trying to minimize the impacts on existing 3GPP functionality. This alternative could be considered as a guidance of how a Managed NAT solution could be implemented without requiring normative impacts on existing 3GPP networks. 
Proposed additions to TS 23.888.

First Change

6.X
Solution – NAT Traversal using controlled NAT

6.X.1
Problem Solved / Gains Provided

See clause 5.3 "Key Issue – Ipv4 Addressing" and clause 5.8 "Key Issue – MTC Device Trigger".

6.X.2
General

This alternative is intended to give a NAT traversal option that could be implemented without requiring normative impacts on existing 3GPP entities. This is one option of how this could be implemented, and other variants exist today on the market.  
This alternative is similar in nature to clause 6.18 “Solution - MT Communication with NATTT”, but with the difference that there is no need to setup a tunnel between the NAT and MTC Server (or MTC application). This solution addresses the scenario where the MTC Server/Application impact needs to be minimized, but where similar principles for DNS based lookup is considered beneficial.  


[image: image4.emf]U

E

NAT 

AAA/ NAT control

M

T

C

 

S

e

r

v

e

r

/

A

p

p

l

i

c

a

t

i

o

n

DNS

P

G

W

/

S

G

W


Figure 6.X-1: Overall outline of NAT solution

In this alternative, the following will take place: 

-
The UE is attached to the network, and the AAA/NAT Control function is updated with the user context, including IP address. 

-
Based on configuration or user profile data, the NAT is setup with a number of bindings for the communication between the UE and MTC Server. This could be done in similar fashion as for the Micro port forwarding in clause 6.19. The AAA/NAT Control function will be the responsible to perform this.  It is expected, that only a limited set of ports may be required to be kept in the NAT, for a specific standard set of services. 

-
The AAA / NAT Control function updates the DNS with IP address for the UE, including the ports to which it can be reached for the specific advertised services. 

-
The MTC Server will be able at anytime perform a DNS query according to normal DNS lookup procedures, and retrieve correct IP address (and port) for the device (and service on the device) it wish to contact.

6.X.3
Impacts on existing nodes or functionality

Under the assumption that M2M dedicated APNs are used with Radius forwarding performed by PGW, existing functions would not be impacted. 
6.X.4
Evaluation

Benefits:
-
Low impact on existing Core Network nodes;
-
The solution does not rely on alternative communication channels (e.g. SMS) for delivery of a “push” stimulus;

-
Works also for device-to-device communication;

-
Does not impact UE or MTC Server.
Disadvantages:
-
Using DDNS for exposing the IP address may case problem due to the applications and SP ignoring the TTL of the DNS bindings. 

-
For local breakout, a large number of trusted interfaces would be required to update the DNS. 
-
The solution is limited to one (or pre-defined number) of port number(s).
-
The solution is limited to the number of port bindings per IP address.  
End of Change
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