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Abstract of the contribution: This contribution identifies the considerations for detecting UE Network Attach triggers, for initiating 3GPP s2a signaling from the Non-3GPP Trusted AN Peer. 

Discussion

For integrating IEEE 802.11 based WLAN access networks to EPC, over 3GPP S2/a (PMIPv6 or GTP) interface, there are some considerations that are specific to WLAN access network type. This document attempts to identify those considerations. Furthermore, this document specifies how these triggers can be used for establishing the 3GPP S2a PMIPv6 signaling with the PDN gateway,
I. Network Attach Triggers
The triggers from the UE are fundamental for driving the PMIPv6/GTP signaling between the Non-3GPP Trusted ANP and the PDN gateway. These triggers and the related issues are common to both the variants of 3GPP S2a interface. Any time a UE attaches to a WLAN access point, it could be either an Initial network-attach, or as a result of a handover from one AP to another AP (roaming within the WLAN access domain). In both the cases, the Non-3GPP Trusted ANP needs to have the ability to detect the UE, obtain its network-identity and initiate the needed S2a (PMIPv6 or GTP) signaling.
Case-1 - If it is an initial network-attach, an IPv4 UE will initiate DHCP signaling and the DHCP Request message from the UE serves as an Initial attach trigger for the Non-3GPP AN. In case of IPv6 UE, any IPv6 ND message, such as Router Solicitation, or a Neighbor Solicitation message serves as the initial attach trigger. The Non-3GPP Trusted ANP can potentially use these triggers for detecting the Initial network-attach of a UE on the access link and obtain its link-layer/MAC address.   
Case-2 - If it is a network-attach after a handover from AP to AP, the UE typically is expected to perform DNAv4 procedures. Specifically, the UE will attempt to ensure it is on the same link where it obtained its IP address configuration, by performing the “same-link” test. A.) It may also try to send an ARP message for resolving the default-router’s address IP address. B.) The DHCP client on the UE may also attempt to re-validate the address by entering into INIT-REBOOT state. C.) The UE may also send a Gratuitous ARP announcing its presence on the link. D.) An IPv6 capable UE will attempt to send a Neighbor Solicitation message to the solicited-node multicast group address derived from the default-routers link-local address. Essentially, unicast/broadcast ARP messages resolving the default-router’s IP address, Gratuitous ARP or the DHCP Request messages are some of the potential triggers for the Non-3GPP Trusted ANP. 
Both the above considerations are captured in RFC-5844. However, for case#2, some of the very popular mobile devices (Ex: iPhone/IPad) seem to be ignoring the DNAv4 procedures, if the WLAN SSID on the source access point and the target access point are configured to be the same. While 802.11 standards did not draw an relation between two SSID’s that are hosted on two different access points, but these mobile devices seem to be assuming it's the same layer-3 network and hence the UE can continue to use the same IP address as before. This essentially implies the triggers that the MAG/Non-3GPP Trusted ANP was relying on will not predictably work in this specific case. The UE after the handoff, and after re-establishing the link-layer, will continue to forward IP packets using the IP address that it obtained on the previous link with no link validation. Non-3GPP Trusted ANP should have to identify the UE based on tracking new link-layer/MAC addresses on the access link.

Conclusions:

1. The network triggers, ARP message for the default-router’s MAC address, Gratuitous ARP message, DHCP Request message, IPv6 ND messages are the potential triggers for the Non-3GPP Trusted ANP to initiate PMIPv6/GTP signaling. In some cases, trigger can also be based on detecting a new MAC address on the access link.
2. The triggers with respect to detecting a UE on the WLAN access link are common to both the variants of 3GPP s2a interface. The Non-3GPP Trusted ANP shall follow the considerations from RFC-5844 for detecting UE attach events and for triggering s2a signaling.
3. The Non-3GPP Trusted ANP shall also follow the considerations from RFC-4436 for DNAv4 triggers, and RFC 5227 for Gratuitous ARP triggers, as additional approaches for detecting the UE on the access link and for initiating S2a signaling. 

4. The network attach triggers can only provide the link-layer identifier/MAC address of the UE’s WLAN interface. However, it is assumed that the Non-3GPP Trusted ANP shall have the ability to use this link-layer identifier to obtain the UE’s identity that it can present in the PMIPv6/GTP signaling.

5. It is possible the WLAN access Authenticator function and the Non-3GPP Trusted ANP are functionally collocated and it is internal to the implementation as how that mapping between the UE’s identity and its link-layer identifies is maintained. It is also possible these functions are hosted on different network nodes (Ex: Authenticator on the AP and Non-3GPP Trusted ANP on the Wireless LAN controller), but with some protocol interface between the two nodes, that enables the Non-3GPP Trusted ANP to obtain the UE’s identity.
II. Assumption Related to Link-model and Address Configuration Mechanisms
The link-mode for the UE when supporting the 3GPP S2a PMIPv6 mechanism is as specified in RFC-5213 and RFC-5844. Essentially, the Non-3GPP Trusted ANP (or the MAG) appears as the layer-3 first-hop router for the UE.  There is a point-to-point link between the UE and the Non-3GPP Trusted ANP. The details on how a given deployment achieves this link-model are out-of-scope for this document. The Non-3GPP Trusted ANP has the ability to receive any triggers related to network attachment, such as ARP, ND, DHCP, sent from the UE.  
The supported IPv4 address configuration mode for a 3GPP UE when attached to WLAN access network is based on DHCPv4. The Non-3GPP Trusted ANP will host the DHCP Server function as specified in RFC-5844. The IPv4 address that the DHCP server delivers to the UE is the IPv4 address that the Non-3GPP Trusted ANP obtained it over PMIPv6 signaling.  
The supported IPv6 address configuration mode for a 3GPP UE when attached to WLAN access network is based on Stateless Auto-Address Configuration. The Non-3GPP Trusted ANP will deliver the IPv6 prefix to the UE by sending the IPv6 Router Advertisement message, including the Prefix Information option (PIO), as specified in RFC-5213. The IPv6 prefix that is included in the PIO option is the IPv6 prefix that the Non-3GPP Trusted ANP obtained it over PMIPv6 signaling.  
Conclusions:

1. The Non-3GPP Trusted ANP (or the MAG) is the layer-3 first-hop router for the UE. The Non-3GPP Trusted ANP has the ability to receive any triggers related to network attachment, such as ARP, ND, DHCP messages sent from the UE.
2. The Non-3GPP Trusted ANP will host the DHCP Server function as specified in Section 3.4.1, of RFC-5844. All the related considerations apply.
3. The Supported address configuration modes are DHCPv4 for supporting dynamic IPv4 address support and Stateless Auto-Address Configuration for supporting IPv6 address support.
III. Access Authentication and the Mobile Node’ Identity
Following are some of the considerations with respect to access authentication and mobile node’s identity.
Conclusions:
1. The identity of the UE from the trigger that the Non-3GPP Trusted ANP receives is always the link-layer address of the mobile node. The Non-3GPP Trusted ANP should have the ability to use this link-layer identifier and obtain the real identity of the mobile node from the Authenticator function that is performing the WLAN access authentication
2. It is possible the WLAN access Authenticator function and the Non-3GPP Trusted ANP are functionally collocated and it is internal to the implementation as how that mapping between the UE’s identity and its link-layer identifies is maintained. It is also possible these functions are hosted on different network nodes (Ex: Authenticator on the AP and Non-3GPP Trusted ANP on the Wireless LAN controller), but with some protocol interface between the two nodes, that enables the Non-3GPP Trusted ANP to obtain the UE’s identity.
Proposal

It is proposed to update TR 23.852 (SaMOG) as shown below:

* * * *FIRST CHANGE * * * *
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* * * *NEXT CHANGE * * * *
INFORMATIVE ANNEX:

UE Attach/Detach Triggers
The following are the potential triggers related to the UE’s attachment and detachment on the IEEE 802.11access link. A MAG/Non-3GPP Trusted ANP can potentially leverage these triggers for initiating the needed signaling with the PDN Gateway. These network triggers are common to both the variants S2a interfaces (PMIPv6 and GTP). Not all triggers may be relevant in all access architectures and it is internal to the system as how a MAG/Non-3GPP Trusted ANP leverages any one of these triggers.

1. A Unicast or a broadcast ARP message for resolving the default-router’s MAC address as specified in DNAv4 specification [x1], a Gratuitous ARP message [x2] announcing the host’s presence on the access link, DHCPv4 Request message, an IPv6 Router Solicitation message sent to interface-local scope all-routers multicast group address [x6], an IPv6 Neighbor Solicitation message from the UE sent to solicited node multicast group address for duplication address detection, are some of the potential triggers related to the UE’s attachment on the access link. Considerations from RFC-5844 [x4] should be followed for detecting UE attach events and for triggering s2a signaling.

2. The MAG can potentially use layer-3 probes such as ARP/ICMP/Neighbor Solicitation messages for detecting the UE’s detachment from the access link. In systems where the 802.11 access point and the MAG functionality is collocated, the MAG can potentially leverage layer-2 approaches for detecting the UE’s detachment from the access link. 

3. The MAG/Non-3GPP Trusted ANP can also leverage triggers received from the PDN Gateway over PMIPv6 (Ex: Binding Revocation message [x5]), or over GTP for detecting the node’s loss on the access link.

4. The MAG/Non-3GPP Trusted ANP can also leverage the DHCP RELEASE message from the mobile node for signaling the PDN gateway.

* * * *NEXT CHANGE * * * *
7.1.x
Solution x for PMIPv6 S2a Interface with no UE impact

Link Model and related assumptions when Supporting PMIPv6 S2a Interface:

1. The MAG is the layer-3 first-hop router for the UE. The MAG should have the ability to receive any layer-3 triggers related to network attachment, such as ARP, ND, DHCP messages sent from the UE. Additionally, in some systems, the MAG may be able to receive the layer-2 attach/detach triggers.
2. The supported IPv4 address configuration mode is based on DHCPv4. The MAG will host the DHCP Server function as specified in Section 3.4.1 of RFC 5844 [x1]. There is interworking between the MAG and the DHCP server for ensuring the UE will be assigned an IPv4 address that the MAG received over Proxy Mobile IPv6 signaling.

3. The supported IPv6 address configuration mode is Stateless Auto Address Configuration support. The MAG will host the IPv6 prefix that it receives from the PDN Gateway over Proxy Mobile IPv6 signaling.

Access Authentication and Mobile Node’s Identity:
1. The identity of the UE from the trigger that the MAG receives is always the link-layer address of the UE. The MAG should have the ability to use this link-layer identifier and obtain the real identity of the UE from the Authenticator function that is performing the WLAN access authentication, so it present this identity to the PDN Gateway in the Proxy Mobile IPv6 signaling.
2. It is possible the WLAN access Authenticator function (encompassing the authenticator and authentication proxy) and the MAG are functionally collocated on the same node and it is internal to the implementation as how that mapping between the UE’s identity and its link-layer identifies is maintained. 
3. It is also possible the WLAN access Authenticator function (encompassing the authenticator and authentication proxy) and the MAG are functionally located on different nodes (Ex: Authenticator on the Access Point and the MAG on an aggregation devices such as a Wireless LAN controller), but with some protocol interface between the two nodes, that enables the MAG to obtain the UE’s identity. 
Initial Attach for S2a PMIPv6 Interface:
1. The network-attachment triggers that the MAG can rely on, for initiating the Proxy Mobile IPv6 signaling with the PDN gateway are common to both the variants S2a interfaces (PMIPv6 and GTP).

2. The MAG will initiate the Proxy Mobile IPv6 signaling with the PDN Gateway by sending the Proxy Binding Update message, when using S2a PMIPv6 interface.
3. The Proxy Binding Update message that will be sent to the PDN gateway will reflect the RAT/ATT Type as IEEE-802.11 
4. The IPv4 address and/or the IPv6 prefix that the PDN gateway delivers in the Proxy Binding Acknowledgement message will by the used by the MAG for enabling the UE to obtain this IP address configuration. 
5. If IPv6 prefix is present in the Home Network prefix option of the Proxy Binding Acknowledgement messages, the MAG will advertise the received IPv6 prefix on the point-to-point link that it shares with the UE. The MAG will follow the considerations from RFC 5213 [x3] for hosting this IPv6 prefix on the access link.
6. If IPv4 address is present in the IPv4 Home Address Acknowledgement option of the Proxy Binding Acknowledgement messages, the MAG with ensure the UE will be assigned the obtained IPv4 address, when it uses DHCP address assignment procedures. The MAG will follow the considerations from Section 3.4.1 of RFC 5844 [x4].
* * * *END OF CHANGES * * * *
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