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1. Discussion
When addressing MTC identifiers (internal/external) it is important to specify clearly what is being identified. 
In TR 21.095 “User Equipment (UE): Allows a user access to network services. ... A User Equipment can be subdivided into a number of domains, .... Currently the User Equipment is subdivided into the UICC domain and the ME Domain...”


IMEI
International Mobile Equipment Identity


IMSI
International Mobile Subscriber Identity
· MSISDN 
Mobile Subscriber ISDN Number
According to TS 21.905 a “Subscriber is an entity (associated with one or more users) that is engaged in a Subscription with a service provider. The subscriber is allowed to subscribe and unsubscribe services, to register a user or a list of users authorised to enjoy these services, and also to set the limits relative to the use that associated users make of these services.” 

The Service subscriber is defined on this specification and the “Entity which subscribes to the General Packet Radio Service (GPRS) service.”

In line with these definitions, it is proposed to use the subscriber concept as an entity (associated with one or more MTC users) that is engaged in a Subscription with a 3GPP access network operator to provide MTC services. The subscriber is allowed to subscribe and unsubscribe services used for MTC, to register a user or a list of users authorised to enjoy these services, and also to set the limits relative to the use that associated users make of these MTC services. And consequently, use the term "subscription identifier" (as in previous version of chapter 5.13) to identify the subscription to the 3GPP access network, which may be a subscription which is used for MTC purposes and only uses services optimized for MTC or also uses service not optimized for MTC. 
It is also needed to define what is meant when we qualify the identifiers as internal and external by defining the scope where the specific identifier shall be known and unique. The differentiation between external an internal identifiers becomes from the desired independence between both parties of the subscription relationship (i.e. the network operator and the subscriber) only maintaining internal and external identifiers may be possible to optimize the internal network procedures (using internal identifiers) while maintain the MTC subscriber independence (allowing the use of external identifiers on portability scenarios). That is achieved on current 3GPP systems by the use of IMSI (internal identifier used for instance for authentication and mobility management purposes) and MSISDN (external identifier used for instance for dialing and charging purposes). Currently the IMSI is used on the 3GPP scope to handled 3GPP internal procedures in an inter-operator fashion allowing optimization of related procedures in case of roaming. The MSISDN is part of the ITU E.164 numbering schema that allows identification uniqueness including not only 3GPP, but also other public communication networks. 
We consider convenient to maintain this approach for external and internal subscriber identifiers not restricting their use more than what it is necessary. 
The main characteristic for external identifier is their global uniqueness. The two main applications of external identifiers i.e. subscriber reach-ability and charging should be supported without restrictions on potential business models. 

The subscriber shall be accessible using the External identifier not only by MTC Servers outside the 3GPP network, but by other devices and parties (within or outside 3GPP networks). 
Besides, the External identifiers may request to be used for charging purposes for inter-operator accounting and more specifically for accounting with non-3GPP M2M Service Providers (for charging or SLA enforcement). 
The global uniqueness for External identifier recommends the standardization by a global standardization body and used by 3GPP (as E.164 is used by MSISDN). This approach does not preclude the potential use of private identification schemas.

2. Proposal

The contribution is summarized:

Proposal 1: Use Internal identifier and External identifier to identify the subscriber on 3GPP systems. Device and user identifiers should be, if needed, consider separately. 

Proposal 2: Consider a wide use of External Identifier being globally unique allowing it to be used not only by MTC Servers outside the 3GPP network, but by other devices and parties (within or outside 3GPP networks).
It is proposed to adopt the following changes into TR 23.888.
Changes in chapter 3.1 and 5.13 are detailed. Changes in chapter 6.38 are for further study.
First change

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TS 22.368 [2], and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

External Identifier: the identifier to communicate with or refer to the subscriber within the 3GPP system, e.g. at the MTCsp and MTCsms interfaces and with other 3GPP networks (originating/terminating communication). 

Internal Identifier: identifier used within the 3GPP system to uniquely identify a subscription e.g. used for MTC. In Rel-11, it refers to the IMSI.
Services: are the component of the portfolio of choices offered by service provider and provided by 3GPP system for devices interconnection.

Subscriber: is an entity (associated with one or more MTC users) that is engaged in a Subscription with a 3GPP network operator to provide e.g. MTC services. The subscriber is allowed to subscribe and unsubscribe services: to register a user or a list of users authorised to enjoy these services, and also to set the limits relative to the use that associated users make of these services.
Next change

5.8
Key Issue - MTC Device Trigger

5.8.1
Use case description

For many M2M applications there may be an interest to have poll model for communications between MTC devices and the MTC Server. This may be because the MTC User wants to be in control of communication from MTC Devices, and does not allow MTC Devices to randomly access the MTC Server. Also for applications where normally the MTC Devices initiate communications, there may occasionally be a need for the MTC Server to poll data from MTC devices.

If an MTC Server has an IP address available for the device it needs to poll data from, it tries to communicate with the device using the IP address. If the communications fails, or if no IP address is available for the device, the MTC Server can use the MTC Device Trigger to try to establish the communication. This may cause a PDP/PDN connection to be established if it didn’t exist or re-established if it wasn’t working e.g. after an error condition in the network. It is important that it can be guaranteed to the MTC User that MTC Devices can only be triggered by authorized MTC Servers. If the network is not able to trigger the MTC Device, e.g. due to network congestion, the network may report the trigger failure to the MTC Server. The MTC Device Trigger is a service provided by the 3GPP system for the MTC server over control plane signalling.
Triggering of MTC Devices is based on the use of an identifier identifying the subscription (which the MTC Device uses) that needs to be triggered. The identifier used by the MTC User in the triggering request to the MTC Server can be different from the identifier used by the MTC Server in the triggering request to the PLMN network.
5.8.2
Required Functionality

The following functionality is required to trigger MTC Devices:

-
The PLMN shall be able to trigger MTC Devices to initiate communication with the MTC Server based on a trigger indication from the MTC server.

-
The network shall provide a mechanism such that the MTC Device can only receive trigger indications from authorized MTC Servers.

-
Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network shall be able to provide the details of the source (e.g. address) to the MTC User. 

-
The network shall provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).
-
The trigger mechanism shall be able to provide a scalable transmission of trigger request and trigger response messages for multiple MTC Devices in the PLMN and on the interfaces to the MTC Server.

-
The main characteristic of the device trigger feature is the control plane interaction between the MTC Server and the 3GPP system that initiates all necessary functions or procedures within the 3GPP system and towards the MTC Server to enable the MTC Server to send user plane data towards the MTC Device. Any triggering activity on MTC application level, which results in traffic being transferred by the 3GPP system transparently as user plane data, is not considered as device trigger (feature).

-
A MTC Device shall be able to receive trigger indications from the network and establish communication with the MTC server when receiving the trigger indication. Possible options are:

-
Receiving trigger indication in detached state and establish communication.

-
Receiving trigger indication in attached state and the MTC device has no PDP/PDN connection.

-
Receiving trigger indication in attached state and the MTC device has a PDP/PDN connection.

NOTE 1:
There are currently available solutions to trigger MTC Devices (e.g. unanswered CS call attempts, sending an SMS). However, these have disadvantage when used at a large scale (e.g. they are based on MSISDNs), and work only for attached MTC Devices. This key issue will investigate possible improvements over the currently available means for triggering.

NOTE 2:
In reference to the three sub-bullets above (beginning with “Receiving trigger indication in…”), the trigger indication denotes a control plane indication specific to the MTC Device Trigger feature, including the case of the MTC device having a PDP/PDN connection. Reasons for recurring to device triggering in the latter case are e.g. when the MTC Server does not know the IP address assigned to the MTC Device, or when the MTC device does not respond after using MT IP communication e.g. due to network problems or that the IP address has become obsolete, or when the MTC device is not user plane reachable by a MTC Server over the currently established PDP/PDN connections, or because of other reasons where user plane communication needs to be initiated from the MTC device side.

-
A HPLMN supporting the MTC device trigger feature shall provide an interface for reception of a trigger indication into the PLMN in order to be delivered by the network to the addressed MTC device. This interface:

-
shall be globally consistent (i.e. the same) across PLMNs supporting the MTC device trigger feature.
-
shall not require the MTC server to have prior knowledge of the current reachability state (e.g. attachment and PDP context/PDN connection states) of the targeted MTC device.
NOTE 3:
This interface does not preclude an MTC server from interrogating/monitoring the network for the current reachability state of a MTC device.

NOTE 4:
For backwards compatibility reasons, this interface does not preclude a MTC server from using a pre-existing interface (e.g. submitting an SMS-based trigger indication directly to an SMS-SC).  However, the intention would be for MTC service providers to migrate towards utilizing this new interface for device triggering.
-
If the network is not able to trigger the MTC Device, e.g. due to network congestion, the network may report the trigger failure to the MTC server.

Editor’s note: It is FFS that the network always needs to report the trigger failure to the MTC server for all the MTC device trigger solutions.

-
In the triggering request to the PLMN the MTC Server shall use an identifier to indicate the subscription (which the MTC Device is using) that is required to be triggered. The identifier used:

- can be a new identifier; or

- can be an existing identifier such as the MSISDN.

NOTE 5:
The identifier used by the MTC User in the triggering request to the MTC Server can be a different identifier than the one used by the MTC Server in the triggering request to the PLMN. The identifier used by the MTC User is out of scope of 3GPP standardisation and may e.g. be an application specific identifier.

5.8.3
Evaluation

	Evaluation 
characteristic 

Solution 
	Impact on existing system and UE
	Possibility to trigger device without MSISDN


	Possibility to trigger device without CS subscription


	Possibility to trigger device behind a middlebox (NAT/firewall)
	Load on CS nodes
	Complexity

(incl. issues like need for new entities)
	Efficiency
	Migration

(incl. issues like roaming or interoperation with legacy , MSISDN-less, PS only, triggering when device becomes reachable)
	Comment

(specific issues not covered by other columns)

	6.6  Solution - Triggering of non-attached MTC Devices based on location information provided by MTC User
	
	
	
	
	
	
	
	
	

	6.39 Solution – Triggering MTC devices via HSS and NAS signalling
	
	
	
	
	
	
	
	
	

	6.41 Solution – Triggering of attached MTC Devices by reusing Network Requested PDP Context Activation procedure
	
	
	
	
	
	
	
	
	

	6.42 Solution - Triggering of attached MTC Device via Pre rel-11 SMS
	
	
	
	
	
	
	
	
	

	6.43 Solution - Triggering of attached MTC Device via intermediate node
	
	
	
	
	
	
	
	
	

	6.44 Solution – Device Triggering reuse of MT SMS WAP Push
	
	
	
	
	
	
	
	
	

	6.45 Solution – Device trigger gateway solution
	
	
	
	
	
	
	
	
	


No recommendation is made for triggering for:

·  a MSISDN-less solution;

· A PS-Only solution that is independent of MSISDN 

· A E-UTRAN solution that is independent of CS and IMS

When it is possible for an MTC device to receive MT-SMS (e.g., currently over E-UTRAN requires a CS or IMS subscription) and to be associated with an individual MSISDN, for reasons of minimizing impact on the existing system, keeping complexity low and facilitating migration from triggering solutions used today, an MT-SMS based solution shall at least be used for device triggering. This would also allow roaming in other PLMNs without any upgrade in the visited network. 

A 3GPP network may support more than one triggering approaches, e.g. a pre-Rel-11 SMS trigger without any system enhancements and another trigger approach to cope with different capability and deployment conditions. In case the 3GPP network supports more than one triggering approaches, then the control signalling between the MTC server and the 3GPP system may have different protocol for different triggering approaches. Such as when legacy SMS based triggering is used, where also MTCsms or a MTCsp based protocols may be used 

The protocol used from the MTC Server (and subsequent protocols within the PLMN) should support an option where the UE can be identified without the use of MSISDN. 

Synergies might be possible with MTC Small data transmission where MT-SMS or other trigger delivery services are also a candidate for small data transmission.

Editor’s Note: The MT-SMS should be further detailed, including how MSISDN-less operation is done. This detailing may include both the existing MT-SMS and possible future evolutions.
Editor’s Note: Further evaluation of other solutions will be done. Additional evaluation criteria may be added as part of that.
Next change

5.13
Key Issue - MTC Identifiers

5.13.1
Use Case Description

The amount of MTC Devices is expected to become 2 orders of magnitude higher than the amount of devices for human to human communication scenarios. This has to be taken into account for IMSI, IMEI and MSISDN. Regulatory bodies indicate shortages of IMSIs and MSISDNs.

The MTC Feature PS Only in 22.368 includes a requirement that PS Only subscriptions shall be possible without an MSISDN. In principle an MSISDN is not used in any of the PS based signalling procedures. However, it will have to be assured that all PS procedures indeed work and subscriptions can be uniquely identified without providing an MSISDN. Furthermore, 22.368 specifies that remote MTC Device configuration shall be supported for PS only subscriptions without an MSDISDN assigned. Current remote MTC Device configuration solutions (i.e. Device Management and Over-the-Air configuration) are based on SMS, which assumes the use of MSISDNs. So a solution to support remote MTC Device configuration that does not require the use of MSISDNs is needed.

An MTC Group is a group of MTC Devices that share one or more Group Based MTC Features and which belong to the same MTC Subscriber. A so-called MTC Group identifier uniquely identifies such a group across 3GPP networks.
The identifiers can be categorised into:

-
Internal Identifiers used within the 3GPP system to uniquely identify a subscriber.
-
External Identifiers used by other parties to communicate with or refer to a subscriber within the 3GPP system .
5.13.2
Required Functionality
-
It shall be possible to uniquely identify the ME.

NOTE 1:
This requirement relates to the ME which is generally identified by the IMEI.

-
It shall be possible to uniquely identify the Subscription
NOTE 2:
The two requirements above also apply to human-to-human communications. However, for Machine-Type Communication identifiers will have to be able to cater for a number of identifiers up to two orders of magnitude higher than for human-to-human communications.

-
A network operator shall be able to provide PS only subscription without the need to assigning an unique MSISDN per device or subscription.


-
A subscriber may be associated with one or more External Identifier(s), which can be mapped into the same single Internal Identifier.
-
Globally unique External Identifiers shall be supported for identifying the subscriber that must be globally reachable (i.e. irrespective of which mobile operator owns the subscription)

-
Operator specific External Identifiers (e.g. based on a private numbering plan) may be supported for identifying subscribers that have to be reachable only from the operator domain to which they are subscribed.

-
The Internal Identifier shall be unique on 3GPP systems.
-
The 3GPP system shall be able to translate External Identifier into Internal Identifier.
-
The 3GPP system shall be able to translate Internal Identifier into External Identifier.

-
Remote MTC Device configuration shall still be supported for subscriptions without an MSISDN.

NOTE 3:
Current remote MTC Device configuration solutions (i.e. Device Management and Over-the-Air configuration) are based on SMS, which assumes the use of MSISDNs.
-
If a solution is selected that allows the Internal Identifier (e.g. IMSI in Rel-11; which however is discouraged to be used as External Identifier) to be used on the external interface to other parties, security measures shall be applied on the external interfaces to avoid eavesdropping of the Internal Identifier.
5.13.3
Evaluation
Next change

6.38
Solution- Subscription identifier 
End of changes
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